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Veri�
ation of a Wireless ATMMedium-A

ess Proto
olNatalia Sidorova1 and Martin Ste�en21 Department of Ele
tri
al EngineeringEindhoven University of Te
hnology, The Netherlandsnatalia�i
s.ele.tue.nl2 Institut f�ur angewandte Mathematik und InformatikChristian-Albre
hts-Universit�atPreu�erstra�e 1{9, D-24105 Kiel, Deuts
hlandms�informatik.uni-kiel.deAbstra
t In this paper we report on a model-
he
king 
ase study of anindustrial medium-a

ess proto
ol for wireless ATM. Sin
e the proto
olis too large to be veri�ed by any of existing 
he
kers as a whole, theveri�
ation exploits the layered and modular stru
ture of the proto
ol'sSDL spe
i�
ation and pro
eeds in a bottom-up, 
ompositional way. The
ompositional arguments are used in 
ombination with abstra
tion te
h-niques to further redu
e the state spa
e of the system. The veri�
ationis primarily aimed at debugging the system. After 
orre
ting the spe
i�-
ation step by step and validating various untimed and time-dependentproperties, a model of the whole 
ontrol 
omponent of the medium-a

essproto
ol is built and veri�ed. The signi�
an
e of the 
ase study is indemonstrating that veri�
ation tools 
an handle 
omplex properties of amodel as large as shown.1 Introdu
tionModel 
he
king [5℄ is a well-established formal te
hnique for the veri�
a-tion of �nite-state systems. Responsible for the in
reasing a

eptan
e ofmodel 
he
king by industry is its \push-button" appeal, i.e., its promiseto allow for fully automati
 
he
king of a program or a system | themodel | against a logi
al spe
i�
ation, typi
ally a formula of some tem-poral logi
. As model 
he
king is based on state-spa
e exploration, thesize of a system that 
an be 
he
ked is limited and it is often held, thatonly relatively small systems 
an be veri�ed with a model 
he
ker. In the
ontext of the Vires proje
t1 [16℄, the task, however, was to apply model
he
king to a large industrial software produ
t, namely the 
ontrol layerof the wireless ATM 
ommuni
ation proto
ol Mas
ara [17℄.1 V erifying Industrial Rea
tive Systems.



2 The limitations of model 
he
king by the system size implies that ver-i�
ation is possible only using abstra
tions and/or 
ompositional te
h-niques. These te
hniques allow to 
onstru
t a veri�
ation model whosestate spa
e is smaller than the one of the original system, but providing aformal proof of 
orre
tness for ea
h abstra
tion or 
omposition step is pro-hibitively 
ostly. Aiming primarily at debugging, performing these stepsat a semi-formal level does not 
ause troubles, sin
e spotted errors 
aneasily be validated afterwards and 
he
ked towards the 
on
rete modelby the designers, and spurious errors 
an be dete
ted. But in 
ase a prop-erty holds for the veri�
ation model, one 
an not 
laim that the propertyholds for the system under 
onsideration as well, although the obtainedresult argues in favour of 
orre
tness of the system design. Therefore, wesee the primary goal of veri�
ation not in proving the overall 
orre
tnessof the produ
t, but in advan
ed debugging, �nding potential errors in itsdesign and thus in
reasing its reliability.Our experiments show that by 
ombining relatively simple abstra
tionte
hniques together with a 
ompositional, bottom-up approa
h, model
he
king 
an be su

essfully applied to large industrial systems. We usethe Vires tool-set on the the SDL spe
i�
ation of Mas
ara, automati
allytranslating the SDL-
ode into the input language of a dis
rete-time ex-tension of the well-known Spin model-
he
ker. As Mas
ara is too largeto be veri�ed by any existing veri�er as a whole, we exploit the layeredstru
ture of the proto
ol and perform a bottom-up, 
ompositional veri�-
ation. Working bottom-up, we verify the 
omponents at the lowest layerof Mas
ara. In a number of 
ases, the proved 
orre
tness requirements ofa 
omponent form the basis for 
onstru
tion of a 
omponent abstra
tion.This abstra
tion repla
es the real 
omponent at the next step when a sli
eat an upper hierar
hi
al level of the proto
ol is 
onsidered for veri�
ation.Doing so, we were able to rea
h the point where the whole 
ontrol entityof Mas
ara together with a simple abstra
tion of the rest of the proto
olwas taken into a

ount.In the veri�
ation experiments, we found (and 
orre
ted) several er-rors of various kinds and �nally veri�ed a number of behavioural proper-ties in
luding timed ones.The rest of the paper is organised as follows: Se
tion 2 brie
y surveysthe proto
ol, its stru
ture and its tasks. The model 
he
king tool-set weused for the veri�
ation is sket
hed in Se
tion 3. Se
tion 4 des
ribes themethodology we followed. Se
tion 5 brie
y presents some of the veri�
a-tion results. We 
on
lude in Se
tion 6 by evaluating the results.



32 The proto
olLo
ated between the ATM-layer and the physi
al medium, Mas
ara isa medium-a

ess layer or, in the 
ontext of the ISDN referen
e model,a transmission 
onvergen
e sub-layer for wireless ATM 
ommuni
ation[1℄[10℄ in lo
al area networks. It has been developed within the WAND2proje
t [17℄, a joint European initiative by various tele
ommuni
ation
ompanies to spe
ify and implement a wireless a

ess system for ATM-LANs.Besides the standard transmission 
onvergen
e sub-layer tasks su
has 
ell delineation, transmission frame adaptation, header error 
ontrol,
ell-rate de
oupling, et
., operating over radio-links, i.e., over a ne
essarilyshared physi
al medium, adds to the 
omplexity of the proto
ol. Mas
arahas to arbitrate medium a

ess to the radio environment of a variablenumber of mobile ATM-stations,3 provide enhan
ed error dete
tion and
orre
tion me
hanisms at various levels to 
ounter the 
omparatively highbit-error rate of air-borne data-transmission. Last but not least, it hasto 
ater for mobility features, allowing a mobile terminal to swit
h itsasso
iation with an a

ess point in a so-
alled handover.2.1 Overall stru
tureFrom the perspe
tive of veri�
ation, Mas
ara is a large proto
ol.4 It isitself 
omposed of various proto
ol layers and sub-entities. Fig. 1 showsMas
ara's top-level stru
ture in overview.The layer 
ontrol proto
ol together with the message en
apsulationunit assists in various ways the information ex
hange between the Mas-
ara layer and entities lo
ated within the upper layers. The segmenta-tion and reassembly unit does exa
tly what its name implies: 
uttingpeer-to-peer 
ontrol messages (also 
alled MDPUs) into ATM-
ell sizeand putting them together upon re
eption. All three mentioned top-level entities are 
omparatively unsophisti
ated and straightforward, asthey mainly perform data-transformations. The WDLC -layer, operatingalready on 
ell-level, is reminis
ent to 
onventional (non-ATM) data-link proto
ols and responsible, per virtual 
hannel, for error- and 
ow-
ontrolled 
ell-transmission. It has independently been investigated [15℄using abstra
tion, model 
he
king, and theorem proving. The lowest level2 Wireless ATM Network Demonstrator.3 Hen
e the a
ronym \M obile A

ess S
heme based on Contention and Reservationfor ATM".4 Over 300 pages of (graphi
al) SDL.
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Figure 1. Top-level fun
tional entities of Mas
araof Mas
ara is the data-pump, in
luding a real-time s
heduler, whi
h formsa large portion of the proto
ol's 
ode-size. Despite its raw size, the fun
-tionality o�ered to the Mas
ara-layers above is rather simple: the data-pumps of two 
ommuni
ating stations a
t as duplex, lossy Fifo-bu�er.The other large part of Mas
ara, making up almost half of the SDL-
ode,is its 
ontrol entity, on whi
h we 
on
entrate here. For a more thorough
overage of Mas
ara's stru
ture and internals, 
onsult the spe
i�
ationmaterial provided by the Wand 
onsortium [17℄.2.2 Mas
ara 
ontrolAs the name suggests, the Mas
ara 
ontrol entity (MCL) is the part ofMas
ara responsible for the proto
ol's 
ontrol and signalling tasks. Ituses the servi
es of the underlying segmentation and reassembly entity,the sliding-window entities (WDLC's), and in general the low-layer data-pump. In turn, the 
ontrol layer o�ers its servi
es to the ATM-layer above.



5Being responsible for signalling, MCL maintains and manages asso
i-ations, linking a

ess points with mobile terminals, and 
onne
tions, i.e.,the basi
 data and signalling transfer 
hannels, 
orresponding to ATM vir-tual 
hannels. Mas
ara 
ontrol falls into four sub-entities, ea
h divided invarious sub-pro
esses themselves. The two important and 
omplex onesare the dynami
 
ontrol (DC) and the steady-state 
ontrol (SSC). Thedivision of work between the dynami
 and the steady-state 
ontrol isroughly as follows: SSC monitors in various ways 
urrent asso
iationsand the quality of the radio-environment, in order to ensure an optimaltransmission quality, to keep informed about alternative a

ess points,and to initiate in time 
hange of asso
iations, so-
alled handovers. Thedynami
 
ontrol's task, on the other hand, is to set-up and tear down theasso
iations and 
onne
tions, while managing the related administrativework like address-management, resour
e allo
ation, et
. Of minor 
om-plexity are the radio 
ontrol entity (RCL, with the radio 
ontrol managerRCM as its most important pro
ess) and the generi
 Mas
ara 
ontrol(GMC).
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Figure 2. Mas
ara 
ontrol (MT-side)



6 Fig. 2 overviews the stati
 pro
ess stru
ture and the signal 
onne
tionsat a mobile terminal of the model we used in the veri�
ation experiments.3 Model-
he
king environmentDealing with a proto
ol of Mas
ara's size, formal validation results witha

eptable e�ort are possible only with appropriate tool support, in
lud-ing editing and spe
i�
ation, validation, and, of 
ourse, model 
he
kingsupport.The tool-set we use for the veri�
ation experiments on Mas
ara, dis-played in Fig. 3, is a 
ombination of well-established tools and a numberof tools developed within Vires.The 
hoi
e was largely determined by the following side-
onditions.To fa
ilitate 
ommuni
ation with the industrial partners, the spe
i�
ationlanguage was 
hosen to be SDL. Currently, 
ommer
ial SDL-tools o�eronly simulation, but no model 
he
king fa
ilities. Hen
e, testing is the onlyway to verify the model with their use. Sin
e developing a state-of-the-artmodel 
he
ker from s
rat
h is a daunting task, it was de
ided to use awell-established model 
he
ker as starting point rather than to design anew one. The model 
he
ker was enhan
ed with adding the ability to dealwith time, for Mas
ara relies heavily on timers.
O b j e c t G e o d e

s d l 2 i f

L I V E

i f 2 p m l

S p i n / D T S p i n

d e s i g n  o f  t h e  S D L - s p e c i f i c a t i o n ,  s y n t a x  c h e c k i n g ,   
d e b u g g i n g  u s i n g  t h e  O b j e c t G e o d e  s i m u l a t o r  f a c i l i t i e s  

a u t o m a t i c  t r a n s l a t i o n  o f  t h e  S D L - s p e c i f i c a t i o n
i n t o  t h e  I n t e r m e d i a t e  f o r m a t  ( I F )

a u t o m a t i c  t r a n s f o r m a t i o n  o f  t h e  I F  s p e c i f i c a t i o n
a i m e d  a t  t h e  r e d u c i n g  o f  t h e  s t a t e  s p a c e  o f  t h e  m o d e l

a u t o m a t i c  t r a n s l a t i o n  o f  t h e  o b t a i n e d   I F - s p e c i f i c a t i o n
i n t o  D T  P r o m e l a / P r o m e l a

m o d e l  c h e k i n g  t h e  m o d e lFigure 3. Tool-set used for Mas
ara veri�
ationThe tool-set we used (
f. Fig. 3) espe
ially features:



7{ Obje
tGeode, [13℄, a Telelogi
 (former Verilog) tool-set for anal-ysis, design, veri�
ation, and validation through simulation, as wellas C/C++ 
ode generation and testing of real-time and distributedappli
ations. Targeted espe
ially for tele
ommuni
ation software andsafety-
riti
al systems, Obje
tGeode integrates 
omplementary ob-je
t-oriented and real-time approa
hes based on SDL [14℄ and MSCs[12℄, and re
ently UML.{ sdl2if and if2pml, whi
h are the 
hain of translators rending SDL intothe Intermediate Format If [4℄, a language for timed asyn
hronoussystems, and If into DT Promela [2℄ | a dis
rete-time extension ofPromela (the input language of the model 
he
ker Spin), respe
tively.Both tools were developed within the Vires proje
t.{ Live [11℄, used to optimise If spe
i�
ations by stati
-analysis te
h-niques. It transforms an If spe
i�
ation into a semanti
ally equivalentone by adding systemati
 resets of non-live variables. The transforma-tion preserves the behaviour while redu
ing dramati
ally the globalstate spa
e (and further, the exploration time). In our experiments,Live redu
ed the state spa
e of the models by a fa
tor of 8 on theaverage.{ Spin, a software pa
kage for the spe
i�
ation and veri�
ation of 
on-
urrent systems, 
reated and developed by Gerard Holzmann at BellLabs [9℄. The 
ore of Spin is a state-of-the-art, enumerative, on-the-
ymodel 
he
ker, whi
h 
an be used to report unrea
hable 
ode, dead-lo
ks, unspe
i�ed re
eptions, ra
e 
onditions and the like. Corre
tnessproperties 
an be spe
i�ed as system or pro
ess invariants (using as-sertions), or as general linear-time temporal logi
 requirements, eitherdire
tly in LTL-syntax, or indire
tly as B�u
hi automata (
alled never
laims).{ DTSpin [2℄, a dis
rete-time extension of Spin, intended for model
he
king 
on
urrent systems that depend on timing parameters. It is
ompletely 
ompatible with the standard, untimed version of Spin.4 MethodologyOur prime goal was to apply formal methods, foremost model 
he
king, toindustrial proto
ols, Mas
ara in this 
ase. To be able to do so we needed
ooperation with and assistan
e from our industrial partners, espe
iallyIntra
om. A 
ommon email forum, dis
ussing our spe
i�
ation-under-development, a repository keeping tra
k of errors or suspe
ted errors inthe spe
i�
ation, versioning of the stages in the spe
i�
ation pro
ess, and



8a number of 
ooperation meetings with our industrial partner with 
odewalk-throughs, espe
ially in the earlier stages of the Vires-proje
t, weremeans to obtain an SDL-spe
i�
ation for the veri�
ation, as detailed and
omplete as possible.4.1 Bottom-up veri�
ationThe proto
ol is given in SDL (Spe
i�
ation and Des
ription Language)[14℄, a widely a

epted, standardised spe
i�
ation language for tele
om-muni
ation appli
ations. Semanti
ally, SDL is based on pro
esses 
ommu-ni
ating via asyn
hronous message passing. To be useful for larger-s
aleappli
ations, it features de�nition of data types, allows various ways ofgrouping and stru
turing large programs, in
luding obje
t-oriented designprin
iples, and supports a graphi
al notation. The layered and stru
tureddesign of Mas
ara with blo
ks of pro
esses greatly fa
ilitated the 
ompo-sitional approa
h to veri�
ation.We started 
onsidering relatively small blo
ks of pro
esses from theglobal spe
i�
ation. These sub-models, however, 
an not be veri�ed asstand-alone pro
esses, sin
e they are not self-
ontained, i.e., the spe
i-�
ation of su
h a sub-model relies on the 
ooperation of the rest of theproto
ol. Therefore, it is ne
essary to 
lose a model �rst by adding one ormore environment pro
esses spe
i�ed in SDL at the same hierar
hy levelas the extra
ted model itself. This environment should be an abstra
-tion of the rest of the proto
ol. Constru
ting this abstra
tion is dis
ussedlater. After debugging and verifying a number of properties for simple
omponents, we pro
eed with 
onsidering blo
ks 
omposed from the veri-�ed ones (or their abstra
tions). Con
eptually, the approa
h 
orrespondsto the rely/guarantee or assumption/
ommitment paradigm of 
omposi-tional veri�
ation, where the abstra
tions take the role of the assumptionsabout the environment.Using a bottom-up approa
h in the veri�
ation, one gains a lot. Evenassuming some magi
al model 
he
ker, whi
h allows to feed the wholeproto
ol to it and get the result by just pressing the proverbial button,would be of limited use, for it is very well possible, for instan
e, that some
omponents of the system under 
onsideration are deadlo
ked, but not thewhole system. The model 
he
ker tells then that the system is deadlo
k-free and one should remember to 
he
k that no 
omponent of the systemis deadlo
ked. The formulation of su
h a property is not straightforwardand involves fairness restri
tions and other non-trivial 
onditions. Goingbottom-up, one dete
ts su
h deadlo
ks at the very �rst steps withoutmu
h e�ort | the model 
he
ker just �nds these deadlo
ks automati
ally.



94.2 Abstra
tionThe size of the proto
ol rendered any dire
t, brute-for
e attempt of model
he
king out of question, and one of the main tools of our methodolog-i
al arsenal was abstra
tion. Abstra
tion is a rather general te
hnique;intuitively it means repla
ing one semanti
al model by an abstra
t, ingeneral simpler, one. To allow transfer of veri�
ation results from theabstra
t model to the 
on
rete one, both must be related by a safe ab-stra
tion relation. The 
on
ept of safe abstra
tion is well-developed andhas appli
ations in many areas of semanti
s, program analysis, and veri�-
ation (
f. [7℄ for the seminal, original 
ontribution). For safety propertiesin linear-time temporal logi
, often paraphrased as \never something badwill happen", the abstra
t system must at least show all the tra
es of the
on
rete one to be used as a safe abstra
tion. To �nd safe abstra
tions ofa rea
tive, parallel system su
h as a proto
ol, it is helpful to distinguishbetween the data of a program, i.e., the values stored and transmitted,and its 
ontrol, i.e., the 
ontrol 
ow within the pro
esses and their 
om-muni
ation behaviour, and, resp., between data and 
ontrol abstra
tions.A third abstra
tion we routinely used is related with the model of timeof DTSpin.Data abstra
tion Often, the behaviour of a program does not dependon the spe
i�
 values of its data. In this 
ase, many properties of theprogram stated over the full, often in�nite, data domain 
an be equiv-alently expressed over �nite domains of enough elements. For instan
e,being interested in a proof that an entity of Mas
ara handles addressesof mobile terminals 
orre
tly and does not give away the same addresstwi
e, a two-valued domain of addresses would suÆ
e. This approa
h isknown as data independen
e te
hnique [18℄.Control abstra
tion Given the amount of various entities and pro
essesof the proto
ol, using data-abstra
tion alone will not yield. The pro
essesof the spe
i�
ation are given in great detail, to serve as the basis for animplementation, and they often possess internally non-obvious behaviour(for instan
e loops, jumps, 
onditions depending on data-values, and thelike). To deal with this 
omplexity, as a very 
ommon type of 
ontrolabstra
tion, we simply take a whole-sale entity, su
h as a pro
ess or anSDL-blo
k 
onsisting of a number of pro
esses as it is,5 and manually5 With appropriate data-abstra
tions.



10abstra
t away from the rest of the proto
ol, 
ondensing it into a non-deterministi
, 
haoti
 environment for this 
omponent.From the methodologi
al point of view, this straightforward approa
hhas three main advantages. First, allowing all possible tra
es by the non-deterministi
 environment, the safety of the abstra
tion is immediate.Se
ondly, spe
ifying an environment pro
ess for 
losing the model takestime; 
losing it with a more or less 
haoti
 environment 
an be done fastand routinely. Thirdly, leaving the stru
ture of the entity under investiga-tion untou
hed allows fast spotting errors or potential errors, in 
ase themodel 
he
ker �nds a property violation on the abstra
t level. Moreover,only when retaining the internal pro
ess stru
ture it is possible to dete
terrors 
on
erning the internal loops, 
onditions, et
., at all.Experien
e with Mas
ara shows, however, that this simplest approa
hof a 
ompletely 
haoti
 environment is seldom appli
able in its pure form,for it 
auses many spuriously erroneous behaviour, so-
alled \false nega-tives", during model 
he
king. Lo
al livelo
ks, 
y
les with non-progressingtime, and non-existing deadlo
ks are typi
al examples of those false errors.Moreover, the redundant behaviour may also in
rease the state spa
e. An-other possibility is to 
onstru
t an environment being able to send/re
eivea signal whenever the modelled system is ready to get/send it. Applyingsu
h an approa
h redu
es spurious behaviour but it still adds some un-wanted behaviour 
aused by sending non-realisti
 signal sequen
es.These approa
hes are based not on the knowledge about the behaviourof the rest of the proto
ol but on the spe
i�
ation of the 
omponent under
onsideration, namely, its input-output behaviour. Both the approa
hesare safe only if no non-progressing time 
y
les are added in the abstra
-tion. Otherwise, some behaviour of the system 
an be lost. On the otherhand, the approa
hes are 
heap in sense that su
h an environment is easyand fast to implement. So they 
an be 
onsidered as a useful kind ofheuristi
s that 
an be implied at the �rst stages of system debugging.A di�erent approa
h is to provide an SDL-spe
i�
ation of the \right"environment, i.e. the one, whi
h faithfully models the assumptions un-der whi
h the 
omponent was designed, giving an abstra
tion of a realenvironment. Although it makes the soundness of veri�
ation results de-pendent on the quality of the environment model, it usually turns out tobe a pra
ti
al method. This pro
ess is guided by the understanding ofthe proto
ol and the already proved assumptions about the rest of theproto
ol.



11Time abstra
tion The 
losed SDL-model is translated into DT Promelaby the translators sdl2if and if2pml, using Live for If-
ode optimisation.Then one has the 
hoi
e between veri�
ation of the timed DT Promelamodel with DTSpin and veri�
ation of the model with abstra
ted time inthe standard Spin (see [3℄ for the full des
ription of the abstra
tion of SDLtimers we use). It would seem obvious to verify all non-timed propertieswith an abstra
ted-time model and all timed properties with a 
on
retemodel. However, in some 
ases it is more 
onvenient to verify non-timedproperties with a 
on
rete model as well. If some fun
tional property isproved with the abstra
ted-time model, it is proved for all possible valuesof timers. However, if the property is disproved, or a deadlo
k in themodel is found, the next step is to 
he
k whether the erroneous tra
egiven by Spin is a real error in the system or it is a false error 
aused byadding erroneous behaviour either with abstra
ting from time or with tooabstra
t spe
i�
ation of the environment. It 
an happen that the propertydoes not hold for the 
on
rete model, however the erroneous tra
e given bySpin is one of the added behaviour. This behaviour 
annot be reprodu
edfor the SDL model with SDL-simulation tools and we 
annot 
on
ludewhether the property holds or not.One 
an not for
e Spin to give the tra
e from the non-added be-haviour. DTSpin allows to redu
e the set of added behaviour guaran-teeing that timers are expiring in the 
orre
t order. In our veri�
ationexperiments we had a number of 
ases when appli
ation of DTSpin, in-stead of Spin, gave a 
han
e to get a real erroneous tra
e and disprovethe property.Another argument in favour of timed veri�
ation sounds rather un-expe
ted. It is often the 
ase that the state spa
e of a 
on
rete modelis smaller than the state spa
e of its abstra
tion! This 
an be explainedby the fa
t that the behaviour of the proto
ol spe
i�ed in SDL stronglydepends on timers. Abstra
ting their values we add too mu
h behaviourwhi
h 
an result in a larger state spa
e.4.3 ExampleWe illustrate the te
hniques on a simple entity of Mas
ara, the radio
ontrol (RCL). Seen from the outside, RCL builds Mas
ara-
ontrol's in-terfa
e with the lower-layer physi
al radio modem. Its task is to operatethe modem to tune into the terminal with a known frequen
y upon re-quest, if possible. A property the RCL should guarantee 
an be phrasedas the following simple response property:



12 \Whenever after initialisation, the radio 
ontrol manager re-
eives an A
quire New AP(new
hannel)-request, it responds eitherpositively or negatively (A
quire New AP ok or A
quire New AP ko).Moreover, the answer is sent in a given amount of time after get-ting the request."The entity must be ready to rea
t upon requests at any time, so itwas 
losed in a 
haoti
 environment, with the only restri
tion that theenvironment 
an send only a limited number of signals per time unit.To redu
e the state spa
e of the veri�
ation model, we used data inde-penden
e limiting the data domain of the parameter new
hannel with2 values. We 
he
ked the model for absen
e of zero-time 
y
les �rst, af-terwards the proper initialisation of the 
omponent was 
he
ked. Codingthe above property in LTL, we 
ould �nally verify that the 
on
rete RCLsatis�ed the property.Sin
e initialisation of RCL is a 
on�rmed servi
e, and the other entitiesare initialised only after the initialisation 
on�rmation has been re
eivedfrom radio 
ontrol, we 
an abstra
t away from the initialisation phase inradio 
ontrol.After having veri�ed the above LTL-property, one 
an exploit in thefollowing experiments an abstra
t variant of RCL whi
h is just one pro-
ess, radio 
ontrol manager (Fig. 4). The more sophisti
ated de
isions ofthe 
on
rete radio 
ontrol 6 are 
aptured in the abstra
t version simplyby a non-deterministi
 
hoi
e between a positive or negative de
ision andthe abstra
tion 
ontains all the information the other 
omponents needto be veri�ed.5 ResultsFollowing the bottom-up, 
ompositional approa
h sket
hed above, we ob-tained a number of results about Mas
ara 
ontrol. Starting from MTtarget 
ell (MTC, an important part of the steady-state 
ontrol), we pro-
eeded investigating the steady-state 
ontrol and the dynami
 
ontrol, thetwo largest sub-blo
ks of Mas
ara-
ontrol (
f. Se
tion 2.2), in isolation,and �nally, we veri�ed properties of a model in
luding the whole Mas
ara
ontrol.Dealing with the various set-ups, we basi
ally follow a bottom-upapproa
h not only pro
eeding from smaller entities to larger, 
ombinedones, but also advan
ing from simpler to more 
omplex properties. After a6 RCL, a small part of Mas
ara 
ontrol, takes 9 SDL-pages of the spe
i�
ation.
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process  RCM

TIMER  T_RCM;

Idle

ACQUIRE_NEW_AP

SET  (NOW +k, T_RCM)

busy

busy

T_RCM

’non-deterministic choice’

’success’

ACQUIRE_NEW_AP_OK

’failure’

ACQUIRE_NEW_AP_KO

IdleFigure 4. Abstra
t radio 
ontrol managernumber of rea
hability 
he
ks, we use the built-in Spin features for �ndingdeadlo
ks and livelo
ks. After 
orre
ting dis
overed stru
tural errors, wepro
eed to more advan
ed properties, like safety, liveness, and responseproperties.5.1 Rea
hability 
he
ksIn all veri�
ation 
on�gurations, we routinely started with just 
he
kingrather simple rea
hability properties, basi
ally 
he
k-pointing various 
ru-
ial steps in the proto
ols of interest to see whether they are rea
hable atall. We nevertheless 
he
k them, to make sure that the more 
ompli
atedLTL-properties investigated later are not trivially satis�ed.7 Dependingon the entity, typi
al properties 
he
ked in MCL were:{ su

essful/unsu

essful asso
iation is possible{ termination of asso
iation is possible{ su

essful 
onne
tion set-up is possible{ a 
y
le of the in
ommuni
ado-proto
ol is su

essfully 
ompletedand others.The rea
hability 
he
ks are easily and qui
kly done by just 
he
kingassertion violations. In this way, we found a number of \obviously rea
h-able" states being unrea
hable and thus a 
ouple of unexpe
ted errors of7 Indeed, we started to perform rea
hability 
he
ks regularly after \proving" a so-phisti
ated property only to learn later, that the premise of the impli
ation of thisproperty was unexpe
tedly false, sin
e unrea
hable.



14various kinds. Of 
ourse, the Spin model 
he
ker reports on the unrea
h-able 
ode, and we use this report as a guideline; the rea
hability 
he
ks arenevertheless useful, sin
e the report of Spin gives no hint, why some 
odeis unrea
hable. Analysing the unrea
hable 
ode, we �nd a rea
hable pointin the spe
i�
ation suspe
ted as the prede
essor of an unrea
hable state.Running Spin with an assertion-violation 
he
k gives the tra
e whi
h 
anbe used to look at this rea
hable state, s
rutinising the values of di�erentparameters, states of other pro
esses, et
., to get a 
lue of what is wrongwith the spe
i�
ation. Used in this way, rea
hability 
he
king is employedas a sophisti
ated debugging fa
ility with the assertions used to steer themodel 
he
ker to the 
riti
al points of the system.Besides weeding-out errors, we found it likewise very helpful, to useassertion 
he
king (or, a little more 
ompli
ated, 
he
king LTL-formula)in a dual way: marking the property of interest as \undesired" whilehoping for their satisfa
tion | the 
orresponding \error tra
e" is usefulillustrating 
hara
teristi
 desired s
enarios. They 
an be 
ompared withthe s
enarios provided during the spe
i�
ation phase, thus giving a betterunderstanding of the behaviour of the proto
ol, and thus enhan
ing the
on�den
e in the spe
i�
ation. Fig. 5 shows a simple example of the signalex
hange for an asso
iation set-up, basi
ally a 4-way handshake betweenan AP-MT-pair.5.2 Errors foundQuite a number of errors dis
overed were \just" programming errors, in-
luding su
h 
lassi
s as uninitialised variables (even uninitialised variablesdue to a typo), forgotten bran
hes in 
ase distin
tion, mal-
onsidered limit
ases in loops, and the like.Con
erning the 
ommuni
ation behaviour, we en
ountered most 
om-monly{ ra
e 
onditions,{ ambiguous re
eiver,{ unspe
i�ed re
eption, and{ variables out of rangeas general errors at ea
h stage of the veri�
ation pro
ess.Ra
e 
onditions denote the situation where two signals are sent to anentity \at the same time" su
h that, due to SDL's asyn
hronous 
om-muni
ation model, the order of re
eption is undetermined; here we meanmore spe
i�
ally that an unexpe
ted re
eption order results in an error.
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96Figure 5. Asso
iation s
enarioEspe
ially prone for this type of error turned out to be the initialisationphases of pro
esses: often, the initialisation signals are given as un
on-�rmed messages, and when asyn
hronously a number of pro
esses arespawned, initialised, and start 
ommuni
ating under the assumption thatthe rest of the pro
esses is ready as well, messages may get lost.Unspe
i�ed re
eption means that a pro
ess re
eives a message in astate where no su
h message is foreseen; the default rea
tion in SDL insu
h a 
ase is to dis
ard the message. The dis
arding feature8 is often usedon purpose in Mas
ara's spe
i�
ation, sin
e it saves 
ode, but in some
ases, the dis
ard is 
aused by unforeseen behaviour. Given the amountof asyn
hronous 
ommuni
ation a
tivities in the proto
ol, resulting errorsare hard to dete
t by 
ode inspe
tion. Signals in the spe
i�
ation withmore than one potential re
eiving pro
ess (\ambiguous re
eiver") alsohad been a signi�
ant sour
e of errors in MCL.In several 
ases 
onstru
ting a, 
ompared to the overall spe
i�
ation,small veri�
ation model, we got a state-spa
e explosion without obviousreasons. It turned out that the spe
i�
ation 
ontained some variable that
ould in�nitely de
rease or grow. For instan
e, due to being informed8 Mas
ara is given in SDL-92 [14℄, the newer SDL-2000 did away with this feature.



16about deasso
iation of the same mobile terminal twi
e | from two di�er-ent sour
es | an a

ess point de
reases the 
ounter of asso
iated mobileterminals by two instead of one. Thus, the number of asso
iated terminals
an get negative! We found it helpful to regularly 
he
k that all variablesin the model are bounded (their bounds are usually known or 
an beeasily determined).Besides quite a number of instan
es of these general errors at ea
hlevel, errors more spe
i�
 to Mas
ara-
ontrol model were found and 
or-re
ted. After that, some properties were proven to hold. In the followingse
tion, we show one of the more 
omplex properties we veri�ed.5.3 Time-dependent safety property: unique MAC-addressesTo illustrate up to whi
h extend we 
ould go with the veri�
ation, we de-s
ribe one of the most involved properties veri�ed. It 
on
erns the 
oop-eration of the 
omplete 
ontrol entity (MT- and AP-side), the intera
tionof various independently working proto
ols | notably asso
iation han-dover, the in
ommuni
ado proto
ol, and the \I'm-alive" proto
ol, and ittakes into a

ount settings of several timers. To maintain an establishedasso
iation between a mobile terminal and an a

ess point, it is importantto determine when the asso
iation breaks down (as opposed to terminat-ing an asso
iation properly by deasso
iating). Driven by various timers,both sides 
ontinuously 
he
k whether their 
urrent asso
iation is stillfun
tioning.To determine that an asso
iation has gone for good, a mobile terminal(MT) and an a

ess point (AP) must a
t independently and rely on theirlo
al timers, sin
e if the 
onne
tion is lost, no further 
ommuni
ationis possible in the worst 
ase. An important safety requirement here is,that \never the a

ess point relinquishes an asso
iation before the mobileterminal does". This requirement is important for the 
orre
t workingof Mas
ara 
ontrol, espe
ially the 
orre
t management of addresses bythe dynami
 
ontrol entity, for if the AP gives up the asso
iation, itsdynami
 
ontrol is free to reuse the various addresses allo
ated to thatasso
iation for new ones. If then the old MT still 
lambers to rea
tivatethe temporarily broken 
onne
tion and su

eeds in doing so, the sameaddresses will be in use for two di�erent MT's, leading to errors. Theproperty as LTL-formula reads2('mt�lost ! 'ap�lost ); (1)where proposition 'mt�lost des
ribes sending the signal MT Lost, wherebyAP's I'm-alive-agent entity gives-up the asso
iation. Similarly, 'ap�lost
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aptures all situations, where the mobile terminal gives up the asso
iationby signalling AP Lost or HO ind, both from the MHI-entity.We established this property, if the following inequation is satis�ed:min(�AP ) > max(�MT ); (2)where �AP and �MT are the respe
tive times for the two sides of theasso
iation. The two times are bounded a

ording to the following twoinequations.�AP � (Max Time Periods + 1) � Tiaa poll + (IAA Max � 1) � Tframe start�MT � (Max Cellerrors) � TGDP period + (Max AP Index + 1) � Tr
mIn the inequations, Tiaa poll , Tframe start , TGDP period , and Tr
m are thevalues of 4 timers determining the behaviour of the above-mentionedproto
ols, the remaining parameters are program 
onstants of the re-sponsible pro
esses (espe
ially loop bounds). It should be noted that theinequations are not immediate from the SDL-
ode of MCL: while it is
omparatively easy to identify the timers, whi
h 
an in
uen
e satisfa
-tion of the property by looking at the pro
esses involved, what makes it
ompli
ated is the interferen
e of the timed rea
tions: the a
tivities ofthe various proto
ols 
an espe
ially suspend other pro
esses temporarilyand thus postpone expiration of other timers. With Spin/DTSpin it isnot possible to automati
ally derive the equations. Therefore, we veri-�ed satisfa
tion of the safety requirement, resp. 
he
ked its violation, forvarious 
ombinations of values a

ording to the inequations, espe
iallyfor a number of border-
ases, to validate our intuition about the 
orre
tinterplay of the timers involved.6 Con
lusionFormal methods, most notably model 
he
king, are in
reasingly a

eptedas important part of the software design pro
ess [6℄. Our veri�
ation ex-periments on the non-trivial example of Mas
ara demonstrates that pro-
eeding the straightforward way we des
ribed and using available te
hnol-ogy, one 
an obtain signi�
ant results about 
omplex systems. (Thoughthat does not mean that applying model 
he
king for debugging a largesoftware produ
t is an e�ortless enterprise.)A major part of the veri�
ation e�ort expended 
an be seen as debug-ging the spe
i�
ation. A rightful question is why to use model 
he
king



18instead of simulation if model 
he
king is not dire
tly appli
able to alarge-size model while simulation is. We believe that both methods havetheir pla
e and 
omplement ea
h other. Indeed, at the �rst stage of de-bugging it is easier and better to use simulation, not model 
he
king.The simple error situations like getting deadlo
ked already at the initialphase of fun
tioning 
an be qui
kly dete
ted by simulation. We alwaysstarted the veri�
ation of our models with using the simulation fa
ilitiesof Obje
tGeode. However, after a number of errors that 
an be foundby simulation are 
orre
ted, the advantages of model 
he
ker 
an be used.For instan
e, model 
he
ker gives a report about unrea
hable 
ode in themodel that immediately indi
ates the area of potential problems. Next,the erroneous tra
e given by a simulator 
an be very long, and one 
annot for
e a simulator to give a shortest one. With a model 
he
ker, one
an (as most model 
he
kers in
lude a \shortest trail" option). That sig-ni�
antly simpli�es the following analysis of the 
ause of an error. Onemore argument is that only a quite restri
ted set of temporal properties
an be veri�ed via simulation. Model 
he
king enlarge the fa
ilities ofdebugging in this sense.One of the minor problems in the e�ort is, in our experien
e, �ndingproperties to verify. First of all, one 
an a
hieve already a lot 
he
kingsimple properties su
h as �nding dead 
ode and illegal termination. Asit stressed before, we found it helpful routinely 
he
king rea
hability of
ru
ial 
ontrol-points in the expe
ted behaviours. Moreover, after workingon the spe
i�
ation for a while, one gets a fairly good understanding ofit, what easily gives s
ores of properties to 
he
k. The fun
tionality ofea
h entity or ea
h group of entities 
an often be understood as a set ofservi
es o�ered either to a 
ommuni
ation peer or to some upper layer,and thus safety properties like \ea
h a
knowledgment must be 
ausedby a previous request" and liveness properties like \ea
h request willeventually lead to an answer". Espe
ially fruitful for �nding errors andunexpe
ted rea
tions are verifying su
h properties under interferen
es ofvarious proto
ols.A 
lear 
on
lusion to draw from our experien
e is that tools support-ing abstra
tions would extend a lot the appli
ability of veri�
ation. Justwith applying Live tool with very simple underlying abstra
tion prin-
iples, the state spa
e is in average redu
ed by one order of magnitude.Some other redu
tion te
hniques, whi
h we used manually and whi
h, asstraightforward as they are, turned out to be e�e
tive, 
ould also pro�tfrom tool support. Another dire
tion for tool development would be toautomati
ally 
lose the environment, in the simplest 
ase with a 
haoti




19one, or with one re
e
ting a behaviour de�ned by a temporal logi
 for-mula.We veri�ed properties of Mas
ara 
ontrol as one large entity of thewhole Mas
ara medium a

ess proto
ol. Debugging the 
ode step by stepwith enough time and manpower, one 
ould doubtlessly 
ontinue in thisstyle repairing more errors and verifying further parts of Mas
ara. Inshould be noted, that although the strategy we followed is 
urrently rathertime 
onsuming and tedious, the reasons for it are more of mundane thanof theoreti
al or prin
ipal nature. Here, the signi�
an
e, as we see it, is indemonstrating, that our tools 
an in prin
iple handle 
omplex properties(in
luding properties depending on timers) of a model as large as shown.A
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