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7. Mai 2000 Fehlerfreie Computer?DFN-Vorfall CERT#35894

Si
herheitsbulletin DSB-2000:01 vom 5. Mai 2000Seit Donnerstag, den 4. 5. 2000 errei
hen das DFN-CERT Meldungen ueber einen neuenVisual Basi
 Wurm der unter dem Namen "ILOVEYOU\ verbreitet wird. Zur Zeit verbreitetsi
h dieser Wurm mit grosser Ges
hwindigkeit im gesamten Internet. Befallen werden MSWindows Systeme. [...℄Cert/CC: VBS/LoveLetter VBS
ript Worm, Thu May 4 21:29:23 GMT-0400 200As of 2:00pm GMT-0400 on 05/04/2000, we had re
eived over 250 dire
t reports involvingmore than 300,000 Internet hosts. [...℄ 1



7. Mai 2000 Fehlerfreie Computer?Ein Bli
k zur�u
k, z.B. 1999

� Melissa (M�arz 1999), Melissa-Wurm, �ahnli
h ILOVEYOU, betro�en Mi
rosoftWord, Outlook, S
haden: 80 Millionen Dollar� Ts
hernobyl: (April 1999) E�ekt: gel�os
hte Festplatte, betro�en: 600.000Computer. Verbreitung: Herunterladen von Software� Explore Zip: (Juni 1999). Verbreitung: via Email E�ekt: L�os
hen von Dokumen-ten� Bubbleboy: (November 1999), Verbreitung: Email� Babylonia: Herbst 1999. Verbreitung: via Internet� : : : : : :
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7. Mai 2000 Fehlerfreie Computer?Bugs

1945, Universit�at HarvardGra
e Murray Hopper, working in a temporary World War I building at Harvard Universityon the Mark II 
omputer, found the �rst 
omputer bug beaten to death in the jaws of arelay. She glued it into the logbook of the 
omputer and thereafter when the ma
hine stops(frequently) they tell Howard Aiken that they are "debugging"the 
omputer. The very �rstbug still exists in the National Museum of Ameri
an History of the Smithsonian Institution.
3



7. Mai 2000 Fehlerfreie Computer?Marsmissionen: kleine Fehler, gro�e Wirkung

� 1962 Mariner-1: weg. \Kommafehler" (unbest�atigt) [12℄� 1993: Mars Observer: Verlust der Kommunikation, Grund: ungekl�art [13℄, [14℄,[15℄� Path�nder:fehlerfreie Mission? Risk-DigestBut a few days into the mission, not long after Path�nder started gathering meteorologi
aldata, the spa
e
raft began experien
ing total system resets, ea
h resulting in losses of data.The press reported these failures in terms su
h as "software glit
hes"and "the 
omputerwas trying to do too many things at on
e".
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7. Mai 2000 Fehlerfreie Computer?Airbus: mens
hli
hes Versagen?

� 
y-by-wireFlight international (Fa
hmagazin �uber zivilen Luftfahrzeugbau), April 1988it is possible to build \a lot more" than in the past in software, but \Software risk 
annot bequanti�ed in meaningful terms" (attributed to Brian Tu
ker, GEC Avioni
s): hen
e the needto prote
t oneself somehow. On the other hand, one of the managers in the Airbus program isquoted as saying \Common mode failures are not possible" ("
on�dently"says the magazine.!!!).
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7. Mai 2000 Fehlerfreie Computer?Das Idealbild
Installation

Code Validation

Implementation

Specification

Requirements 

Verification

U
ni

t-
, I

nt
eg

ra
tio

n-
, S

ys
te

m
-T

es
ts

6



7. Mai 2000 Fehlerfreie Computer?Ariane Flug 501

� 4. Juni 1996: Ariane 5, Flug 501: Absturz na
h 37 sek.Ele
troni
 Telegraph"(UK Daily Telegraph) - June 6, 1996 : "A 
omputer error swivelledthe nozzles of Ariane 5's two giant boosters, sending Europe's most powerful ro
ket o�
ourse to its destru
tion, the European Spa
e Agen
y said yesterday. [...℄ "Investigatorsdo not have to 
olle
t debris or hunt for a bla
k box. Final analysis of what 
onfused theguidan
e system will 
ome from a study of the tapes that 
ontain the telemetry messagesthat 
onstantly reported the status of the laun
her's 
omputer and on-board systems. Thedata will be fed into 
omputer simulators, run by Aerospatiale and CNES, the Fren
h spa
eagen
y."� ESA-PressemitteilungFirst statements from DASA, ESA and ArianeSpa
e say, that there were 37 se
onds afterthe start an movement of all engines in one dire
tion, 
ausing the Ariane 5 into an extreme
ight position. This disrupted the main stru
ture of the vehi
le and triggered an automateddestru
tion me
hanism. 7



7. Mai 2000 Fehlerfreie Computer?Ariane 501: Ursa
hen?

� Geldsparen? Spa
e News, Juni 1996: : : the 4 June 1996 explosion of the Ariane 5 ro
ket was 
aused by software in the inertialguidan
e system. Apparently an inertial platform from the Ariane 4 was used aboard theAriane 5 without proper testing. When subje
ted to the higher a

elerations produ
ed bythe Ariane 5 booster, the software (
alibrated for an Ariane 4) ordered an "abrupt turn 30se
onds after lifto�", 
ausing the airframe to fail.The arti
le notes that a request to test the inertial platform under 
onditions similar tothose produ
ed by the Ariane 5 was "vetoed by CNES for budgetary reasons."� ESA Presseerkl�arung [6℄This loss of information was due to spe
i�
ation and design errors in the software of theinertial referen
e system.The extensive reviews and tests 
arried out during the Ariane 5 development programmedid not in
lude adequate analysis and testing of the inertial referen
e system or of the
omplete 
ight 
ontrol system, whi
h 
ould have dete
ted the potential failure.": : : that alignement fun
tion of the inertial referen
e system, whi
h served a purposeonly before lift-o� (but remained operative afterwards), was not taken into a

ount in thesimulations and that the equipment and system tests were not suÆ
iently representative. 8



7. Mai 2000 Fehlerfreie Computer?Ist Testen ein Allheilmittel: Pentium FDIV-Bug

A. Grove, Pr�asident der Intel Corp.The Pentium pro
essor was introdu
ed into the marked in May of '93 after the most extensivetesting program we at Intel have ever embarked on. Be
ause the 
hip is three times as
omplex as the 486, and be
ause it in
ludes a number of improved 
oating-point algorithms,we geared up to do an array of tests, validation, and veri�
ation that far ex
eeded anythingwe have ever done.

� 1993: Markteinf�uhrung� 1994: Fehler bei Flie�kommadivision wird �o�entli
h bekannt
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7. Mai 2000 Fehlerfreie Computer?Hamburg{Altona, 1995

Risk-Digest 16.93German Railway attempted, Sunday Mar
h 12 1995 evening, to repla
e its long establishedrailway swit
h tower at Hamburg-Altona station by a fully 
omputerized system manufa
turedby Siemens bran
h on railway te
hnology. : : :The Altona Railway software glit
h is another example where (for purposes of rationalisation)all 
ustomers be
ome fully dependent of a 
omputerized system. Moreover, the few remainingswit
hmen will NOT be able to understand, in 
riti
al situations, why the 
omputer systembehaves as it does, and they will ONLY be able to swit
h o� the whole system as NO manualmode is foreseen!Risk-Digest 17.2It was determined that the 
ause was not a hardware problem. The system software wasworking properly. The shutdown was tra
ed to a design problem: the main memory was toosmall, it was not suÆ
ient when there were too many events (=trains) and swit
hes.11The rumor mill says it was a sta
k over
ow - would you believe dynami
 data stru
tures in a safety-
riti
al system?!The "�x"was to be another half a meg of memory to be on the safe side... 10



7. Mai 2000 Fehlerfreie Computer?Formale Methoden

The En
y
lopedia of Software EngineeringFormal methods used in developing 
omputer systems are mathemati
ally based te
hniquesfor des
ribing system properties. Su
h formal methods provide frameworks within whi
hpeople 
an spe
ify, develop, and verify systems in a systemati
, rather than ad ho
 manner.A method is formal if it has a sound mathemati
al basis, typi
ally given by a formalspe
i�
ation language. This basis provides a means of pre
isely de�ning notions like
onsisten
y and 
ompleteness, and, more relevant, spe
i�
ation, implementation, and
orre
tness.
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7. Mai 2000 Fehlerfreie Computer?Spezi�kation

� Beispiel: Ontario-Hydro/Atomi
 Energy of Canada LimitedParnas (AECL):Shut-o� the pumps if the water level remains above 100 m for more than 4 se
.� Problem: was hei�t das pr�azise?� Spezi�kationen sind lang� Wer sagt, da� die Spezi�kation sinnvoll ist?� Wer sagt, da� die Spezi�kation fehrlerfrei ist?
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7. Mai 2000 Fehlerfreie Computer?Der erste veri�zierte Chip

� MOD: Aufgabe garantiert si
here Chips f�ur Wa�en� vorherige Chip-Fehler (z.B. im i486) waren bekannt� ) Aufgabe an's RSRE: einfa
her, ni
ht ganz s
hneller, aber veri�zierter Chip� Testen allein bietet keine Garantie: viel zu zeitaufwendig� ) formaler, mathematis
her Beweis der Korrektheit� ) VIPER-Chip2N. Hughes, RSRE: : : the �rst 
ommer
ially available mi
ropro
essor with a proven 
orre
t design. : : :2veri�able integrated pro
essor for enhan
ed reliability 13



7. Mai 2000 Fehlerfreie Computer?Und was wurde aus Viper?

� MOD warb argressiv mit dem S
hlagwort: fehlerfreier Chip� leider: der \veri�zierte" Chip enthielt FehlerThe Independant, 28 Mai 1991: : : It is the most advan
ed 
hip, designed for use in \safety 
riti
al" appli
ations |su
h asnu
lear rea
tor shutdown systems, driverless trains or air
raft 
ontrols| where lives dependupon faultless operation.When the Wor
ester-based 
ompany Charter Te
hnologies goes into voluntary liquidation on4 June, no British 
ompany will be left able to provide potential 
ustomers with software toprogram the Viper 
hip or provide ba
k-up support for its use. The 
ompany issued a writagainst the Ministry of Defen
e this year for alleged negligent misrepresentation of the 
hip's
apabilities and of its potential market.: : : The 
ompany was alleging, in e�e
t, that the mathemati
s were not exhaustive.: : : "Viper is not 
urrently used in any safety-
riti
al 
omputer systems 
ontrolled by theMoD". [K. Carlisle, the Under-Se
retary of Defen
e Pro
urement℄ 14



7. Mai 2000 Fehlerfreie Computer?Was ist ein Beweis?

� Beweis in der Mathematik vs. Beweis der Korrektheit eines Programms� Korrektheitsbeweise f�ur Programme meist ni
ht \tief", aber \lang"� Computerbeweis des Vierfarbensatzes3 [3, 4℄

3Problem seit 1852. 15



7. Mai 2000 Fehlerfreie Computer?Computer-Beweise

� Korrektheits-Beweise nur lang und langweilig:) Computer selbst hilfrei
h bei der Beweisf�uhrung:Computer-Aided-Veri�
ation

� zwei Hauptans�atze{ Computer als Beweisunterst�utzung{ Dur
hsu
hen aller Kombinationen: model-
he
king

16



7. Mai 2000 Fehlerfreie Computer?Model-
he
king

� Methode (zun�a
hst) mit roher Gewalt� automatis
her/mathematis
her Test: erf�ullt das Programm sein Spezi�kation+ Automatis
h{ Systeme gro�! Zustandsexplosion:Annahme: 1 System hat 2 Zust�ande)2 Systeme haben 22, : : : n Systeme haben2n
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7. Mai 2000 Fehlerfreie Computer?Computer als Beweisunterst�utzung

� Re
her hilft beim S
hl�usse-ZiehenWenn A, und wenn \aus A folgt B", dann B� prinzipielle Grenzen4+ rohe Gr�o�e des System ni
ht auss
hlaggeben{ Probleme sind komplex, Beweisen ist hart

4spielen in der Praxis keine Rolle. 18



7. Mai 2000 Fehlerfreie Computer?Flughafen Denver: Fehler dur
h \Bug\?

� autom. Gep�a
kabfertigungssystem. S
haden: 1 Mio.$ (pro Tag)New York Times, 18 M�arz 1994:Problems with an automated baggage-handling system 
ontrolled by 100 
omputers isdelaying the opening of Denver's new airport. It's the �rst su
h system to serve an entireairport, the �rst to be run by distributed desktop 
omputers, and the �rst to use radiolinks. Despite his woes, the 
ontra
tor says the proje
t's worth it: "Who would turn downa $193 million 
ontra
t? You'd expe
t to have a little trouble for that kind of money."Aviation Week, 7. M�arz 1994The hangup is indeed the 
omplex automated baggage-handling system. The arti
le saysthat the underlying problem is simply that system testing has not been 
ompleted in time,but it also des
ribes some spe
i�
 problems that have arisen. \It was mostly a trainingglit
h" [Manufa
turer's president℄ : : :� tats�a
hli
he Inbetriebnahme: Oktober 1995 19



7. Mai 2000 Fehlerfreie Computer?Was sind Gr�unde f�ur Computerfehler/fehlerhafte Systeme?

� komplexe Systeme haben komplexe/viele Fehlerquellen� kleine Ursa
he, gro�e Wirkung (vgl. Mariner, Voyager-2)� \mens
hli
hes Versagen" (\Pilotenfehler")� Komplexit�at von Software, Formbarkeit (vgl. Denver)� Optimismus und Zeitdru
k Nasa-statement (AP item, 14. M�arz 2000:\Faster, Cheaper" have been overzealous, with too little money and not enough oversight.� S
hnelligkeit der Entwi
klung� \Sonstiges Gr�unde" (vgl. Thera
-25) 20



7. Mai 2000 Fehlerfreie Computer?Was kann man tun?

� zum Beispiel: gar ni
htsMi
rosoft Stellungnahme (na
h Spiegel-online, 6. Mai 2000):"Windows und Outlook wurden nur deshalb als Angri�sziele gew�ahlt, weil sie diepopul�arsten Programme auf dem Markt sind\ [B. Grander, dt. Mi
rosoft GmbH℄"Wir haben die S
riptte
hnologie in unsere Produkte eingebaut, weil unsere Kunden unsaufgefordert haben, dies so zu tun."Mi
rosoft Kundeninformation (www.mi
rosoft.
om , 6. Mai 2000): : :Customers 
an avoid being a�e
ted by this virus by following standard best pra
ti
es: : : :Updates to Outlook 97, Outlook 98 and Outlook 2000 are available that make itmore diÆ
ult to inadvertently laun
h atta
hments.
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7. Mai 2000 Fehlerfreie Computer?Was kann man sonst no
h tun?

� gesundes Mi�trauen (als Kunde)/kein 100% Verlassen auf Computer (als Ent-wi
kler, vgl. Altona)� Testen� methodis
hes Vorgehen (Software-Engineering)� Redundanz� Veri�kation (gewinnt an Bedeutung)� Ausbildung� : : : 22



7. Mai 2000 Fehlerfreie Computer?
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