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and especially exception handling. We show soundness and relative com-
pleteness of the proof method.
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1 Introduction

Since the Java language is increasingly used also in safety-critical applications,
the development of verification techniques for Java programs becomes more
and more important. Java has several interesting and challenging features likes
object-orientation, inheritance, and exception handling. Furthermore, Java in-
tegrates concurrency via its Thread-class, allowing for a multithreaded flow of
control.

To reason about safety properties of multithreaded Java programs, this work
introduces a tool-supported assertional proof method for a concurrent sublan-
guage of Java. The language includes dynamic object creation, method invoca-
tion, object references with aliasing, concurrency, Java’s monitor discipline, and
exception handling, but excludes inheritance and subtyping. The concurrency
model includes shared-variable concurrency via instance variables, coordination
via reentrant synchronization monitors, synchronous message passing, and dy-
namic thread creation.

A program specifies a set of classes, where each class declares its own meth-
ods and instance variables. The behavior of a Java program results from the
concurrent execution of methods.

To support a clean interface between internal and external object behavior,
we exclude qualified references to instance variables. I.e., the values of instance
variables of an object can be accessed and modified only within the object. As
a consequence, shared-variable concurrency is caused by simultaneous execution
within a single object, only, but not across object boundaries.

In order to capture program behavior in a modular way, the assertional logic
and the proof system are formulated at two levels, a local and a global one.



The local assertion language describes the internal object behavior. The global
behavior, including the communication topology of objects, is expressed in the
global language. As in the Object Constraint Language (OCL) [57], properties
of object-structures are described in terms of a navigation or dereferencing op-
erator.

The assertional proof system is formulated in terms of proof outlines [44],
i.e., of programs augmented by auxiliary variables and annotated with Hoare-
style assertions [24, 25]. The satisfaction of the program properties specified by
the assertions is guaranteed by the verification conditions of the proof system.
The initial correctness conditions cover satisfaction of the properties in the ini-
tial program configuration. The execution of a single method body in isolation
is captured by standard local correctness conditions, using the local assertion
language. Interference between concurrent method executions is covered by the
interference freedom test [44,33], formulated also in the local language. It has
especially to accommodate for reentrant code and the specific synchronization
mechanism. Possibly affecting more than one instance, communication and ob-
ject creation is treated in the cooperation test, using the global language. The
communication can take place within a single object or between different ob-
jects. As these cases cannot be distinguished syntactically, our cooperation test
combines elements from similar rules in [14] and in [33] for CSP.

Our proof method is modular in the sense that it allows for separate interfer-
ence freedom and cooperation tests. This modularity, which in practice simplifies
correctness proofs considerably, is obtained by disallowing the assignment of the
result of communication and object creation to instance variables. Clearly, such
assignments can be avoided by additional assignments to fresh local variables
and thus at the expense of new interleaving points. This restriction could be
released, without loosing the mentioned modularity, but it would increase the
complexity of the proof system. Computer-support is given by the tool Verger
(VERification condition GFEneratoR), taking a proof outline as input and gen-
erating the verification conditions as output. We use the interactive theorem
prover PVS [45] to verify the conditions, for which we only need to encode the
semantics of the assertion language.

To transparently describe the proof system, we present it incrementally in
four stages: We start with a proof method for a sequential sublanguage of Java,
allowing for dynamic object creation and method invocation. This first stage
shows how to handle activities of a single thread of execution. In the second
stage we additionally allow dynamic thread creation, leading to multithreaded
execution. The corresponding proof system extends the one for the sequential
case with conditions handling dynamic thread creation and the new interleaving
aspects. We integrate Java’s monitor synchronization mechanism in the third
stage. Finally, we include Java’s exception handling in the last stage. We also
show how to express deadlock freedom, and give some examples. The proof system
is shown to be sound and complete.

This incremental development shows how the proof system can be extended
stepwise to deal with additional features of the programming language. Further



extensions by, for example, the concepts of inheritance and subtyping are topics
for future work.

1.1 Related work

This work extends earlier results. In [6] we develop a proof system for a con-
current sublanguage of Java, but without reentrant monitors. Reentrant syn-
chronization was incorporated in [9]; the work [2] integrates also Java’s monitor
methods wait, notify, and notifyAll. An incremental description of the proof sys-
tem, starting with a sequential language and stepwise adding additional language
features, but excluding exception handling, is given in [8]. In [8] we also introduce
proof conditions for deadlock freedom. The work is summarized in Abrahdm’s
PhD thesis [1] and the theoretical aspects in [5]. We discuss the proof system
also in [7] and in [3]. We formalize the semantics of our programming language
in a compositional manner in [4]. This work extends the above ones by including
exception handling.

The semantical foundations of Java have been thoroughly studied ever since
the language gained widespread popularity (see e.g. [10,55,23]). The research
concerning Java’s proof theory mainly concentrated on various aspects of se-
quential sub-languages. To the best of our knowledge, our work defines the first
sound and complete assertional proof method for a multithreaded sublanguage
of Java including its monitor discipline and exception handling.

De Boer [19] presents a sound and complete proof system in weakest precon-
dition formulation for a parallel object-based language, i.e., without inheritance
and subtyping, and also without reentrant method calls. Later work [48,21, 20]
and especially the PhD thesis of Pierik [47] includes more features, especially
catering for a Hoare logic for inheritance and subtyping.

The aim of the work in the Loop project (Logic of Object-Oriented Pro-
gramming) [34] is to specify and verify properties of classes in object-oriented
languages. The project research concentrates on a sequential subpart of Java;
the main focus of application is JavaCard.

A compiler [17] translates programs and their specifications into PVS [30]
and Isabelle/HOL [16]. The translation is based on the embedding of a denota-
tional semantics of the sequential Java subset into Higher Order Logic (HOL).
Soundness of the representation is shown in [26]. LOOP specifications formalized
in JML are represented in HOL by a set of proof rules [32]. Jacobs presents also
a coalgebraic view of exceptions in [29]. Modeling inheritance in higher order
logic is the topic of [27]. The LooOP tool and methodology has been applied to
several case studies; see e.g. [54,53, 18,28, 31].

Instead of the denotational semantics, our work is based on an operational
semantics. Though research within the LOOP project deals with many of the
complexities of Java, they don’t handle recursive calls and concurrency, and
don’t investigate completeness.

The project Bali [15] is concerned with the formalization of various aspects
of Java in the theorem prover Isabelle/HOL [46]. Nipkow and von Oheimb [37,
42] prove type soundness of their Javajgns subset, a large sequential sublanguage



of Java. They formalize its abstract syntax, type system, and well-formedness
conditions. Instead of the denotational semantics in works of the LOOP project,
they develop an operational semantics. Based on this formalization, they express
and prove type soundness within the theorem prover Isabelle/HOL. To comple-
ment the operational semantics of Javaygnt, von Oheimb presents an axiomatic
semantics [39,40], and proves soundness and completeness of the latter with
respect to the operational semantics. With pJava, Nipkow et al. [38] offer an
Isabelle/HOL embedding of Java’s imperative core with classes. They present a
static and a dynamic semantics of the language both at the Java level and the
JVM level.

Based on [38], von Oheimb [41] presents a Hoare-style calculus for a JavaC-
ard subset and proves soundness and completeness in Isabelle/HOL. Nipkow
[36] selects some of the technically difficult language features and deals with
their Hoare logic in isolation. The combination of [41] and [36] in one language
(NanoJava) is formulated in [43].

In contrast to our approach, the Bali project aims to cover only sequential
subsets of Java. Furthermore, they use a semantic representation of assertions;
program execution is specified by state transformations. Our proof system uses
a syntactic representation, and substitution operators instead of state transfor-
mations.

Similarly to our proof system, also Poetzsch-Heffter and Miiller use a syntac-
tical representation of assertions [49-52]. They develop a Hoare-style program-
ming logic for a sequential kernel of Java, featuring interfaces, subtyping, and
inheritance. Translating the operational and the axiomatic semantics into the
HOL theorem prover allows a computer-assisted soundness proof. Neither this
group deals with concurrent sublanguages of Java.

1.2 Overview

The work is organized as follows: Section 2 describes syntax and semantics of
a sequential sublanguage of Java. After introducing the assertional logic, we
present a proof system for the sequential case. Section 3 extends the results to
a concurrent sublanguage. The language introduced in Section 4 includes Java’s
monitor synchronization mechanism. Section 5 covers also exception handling.
The verification conditions in the above sections are formulated as standard
Hoare-triples. Section 6 defines the formal semantics of Hoare-triples, given by
means of a weakest precondition calculus, and reformulates the verification con-
ditions. Soundness and completeness are discussed in Section 7. Section 8 shows
how we can prove deadlock freedom, and gives some examples. Section 9 con-
tains some concluding remarks. The appendix contains proofs of soundness and
completeness.

2 The sequential language

In this section we introduce a sequential sublanguage Java,., of Java. We define
its syntax in Section 2.1, and its semantics in Section 2.2. After defining the



assertion language in Section 2.3, we introduce a proof system for verifying
safety properties of the language in Section 2.4.

Programs, as in Java, are given by a collection of classes containing instance
variable and method declarations. Instances of the classes, i.e., objects, are dy-
namically created, and communicate via method invocation, i.e., synchronous
message passing.

We ignore in Java,, the issues of concurrency, inheritance, and consequently
subtyping, overriding, and late-binding. For simplicity, we neither allow method
overloading, i.e., we require that each method name is assigned a unique list of
formal parameter types and a return type. In short, being concerned with the
verification of the run-time behavior, we assume a simple monomorphic type
discipline for Javaseg.

2.1 Syntax

Javaseq is a strongly typed language; besides class types c, it supports booleans
Bool and integers Int as primitive types, and pairs ¢ x t and lists list t as composite
types. The type of methods without return value is Void. Since Javas., is strongly
typed, all program constructs of the abstract syntax are silently assumed to be
well-typed. In other words, we work with a type-annotated abstract syntax where
we omit the explicit mentioning of types when this causes no confusion.

For each type, the corresponding value domain is equipped with a standard
set of operators with typical element f. Each operator f has a unique type ¢ x- - - X
t, — t and a fixed interpretation f, where constants are operators of zero arity.
Apart from the standard repertoire of arithmetical and boolean operations, the
set of operators also contains operations on tuples and sequences like projection,
concatenation, etc.

For variables, we notationally distinguish between instance variables x €
IVar and local (temporary) variables w € TVar. Instance variables hold the
state of an object and exist throughout the object’s lifetime. Local variables
are stack-allocated; they play the role of formal parameters and variables of
method definitions and only exist during the execution of the method to which
they belong. We use Var = IVar U T'Var for the set of program variables with
typical element y, where U is the disjoint union operator.

The abstract syntax is summarized in Table 1. It slightly differs from Java
syntax. Though we use the abstract syntax for the theoretical part of this work,
our tool supports Java syntax.

Besides using instance and local variables, expressions exp € Fxp are built
from the self-reference this, the empty reference null, and from subexpressions
using the given operators. We use e as typical element for expressions. To support
a clean interface between internal and external object behavior, Java,.q does not
allow qualified references to instance variables. Note that all expressions of the
language are side-effect free, i.e., their evaluation does not modify the program
state. Only the execution of statements may have such an effect.



exp ==z | u | this | null | f(ezp, ..., exp)
€IP o 1= € | exp
stm = x = exp | u = exp | u := new®
| w:= exp.m(exp,..., exp) | exp.m(exp,..., exp)
| €| stm;stm | if exp then stm else stm fi | while exp do stmod . ..
meth ::= m(u,...,u){ stm;return ezp,, }
methwn ::= run(){ stm;return }
class ::= class c{meth...meth}
classmain ::= c{meth...meth methun}
prog ::= (class. . .class classmain)

Table 1. Javas., abstract syntax

As statements stm € Stm, we allow assignments, object creation, method
invocation, and standard control constructs like sequential composition, condi-
tional statements, and iteration. We write € for the empty statement.

A method definition m(uq, ..., u,){stm;return e} specifies the method’s
name m, a list of formal parameters uq, ..., u,, and a method body of the form
stm; return e, i.e., we require that method bodies are terminated by a single
return statement, giving back the control and possibly a return value. The set
Meth. contains the methods of class c. We denote the body of method m of class
¢ by body,, .. Sometimes we explicitly mention the types of formal parameters
and of the return value in Java-style t m(ty w1, ..., t, un){body,, .}

A class is defined by its name c and its methods, whose names are assumed to
be distinct. A program, finally, is a collection of class definitions having different
class names, where classmain defines by its run-method the entry point of the
program execution. We call the body of the run-method of the main class the
main statement of the program.? The run-method cannot be called.

The set IVar, of instance variables of a class ¢ is given implicitly by the
instance variables occurring in the class; the set of local variables of method
declarations is given similarly. In the examples we explicitly define variables in
Java-style.

Besides the mentioned simplifications on the type system, we impose for tech-
nical reasons the following restrictions: We require that method invocation state-
ments contain only local variables, i.e., that none of the expressions e, ..., e, in
a method invocation ey.m(ey, ..., e,) contains instance variables. Furthermore,
formal parameters must not occur on the left-hand side of assignments. These
restrictions imply that during the execution of a method the values of the actual
and formal parameters are not changed. Finally, the result of object creation

3 In Java, the entry point of a program is given by the static main-method of the main
class. Relating the abstract syntax to that of Java, we assume that the main class
is a Thread-class whose main-method just creates an instance of the main class and
starts its thread. The reason to make this restriction is, that Java’s main-method is
static, but our proof system does not support static methods and variables.



and method invocation may not be stored in instance variables. This restriction
allows for a proof system with separated verification conditions for interference
freedom and cooperation. It should be clear that it is possible to transform a
program to adhere to this restrictions at the expense of additional local vari-
ables and thus new interleaving points. The above restrictions could be released,
without loosing the mentioned modularity, but it would increase the complexity
of the proof system.

2.2 Semantics

In this section, we define the operational semantics of Javaseq. After introducing
the semantic domains, we describe states and configurations. The operational
semantics is presented by transitions between program configurations.

States and configurations Let Val' be the disjoint domains of the various
types t. For class names ¢, the disjunct sets Val® with typical elements «, 3, ...
denote infinite sets of object identifiers. The value of null of type cis null® ¢ Val®.
In general we will just write null, when c is clear from the context. We define
Vals, as Val® U {null®}, and correspondingly for compound types. The set
of all possible non-null values |J, Val' is written as Val, and Val,,; denotes
U, Vall,,. Let Init : Var — Val,,, be a function assigning an initial value
to each variable y € Var, i.e., null, false, and 0 for class, boolean, and integer
types, respectively, and analogously for compound types, where sequences are
initially empty. We define this ¢ Var, such that the self-reference is not in the
domain of Init.*

The configuration of a program consists of the set of existing objects and the
values of their instance variables, and the configuration of the executing thread.
Before formalizing the global configurations of a program, we define local states
and local configurations. In the sequel we identify the occurrence of a statement
in a program with the statement itself.

A local state T € X}, of a method execution holds the values of the method’s
local variables and is modeled as a partial function of type TVar — Val,,;;- We
refer to local states of method m of class ¢ by 77¢. The initial local state
T;;L“Ct assigns to each local variable u from its domain the value Init(u). A local
configuration (, T, stm) of a method of an object o # null specifies, in addition
to its local state 7, its point of execution represented by the statement stm. A
thread configuration §& = (ap, 7o, stmo) (a1, 71, stmy) ... (an, Tn, Stmy,) is a stack
of local configurations, representing the chain of method invocations of the given
thread. We write £ o («, 7, stm) for pushing a new local configuration onto the
stack.

Objects are characterized by their instance states o,,,, € Xinst of type [Var U

{this} — Val,,;; we require that this is in the domain dom(o,,,;) of 0. We

4 In Java, this is a “final” instance variable, which for instance implies, it cannot be
assigned to.
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write o7, , to denote states of instances of class c. The semantics will maintain
06, (this) € Val® as invariant. The initial instance state """ assigns a value
from Val® to this, and to each of its remaining instance variables x the value
Init(x).

A global state o € X of type (U, Val®) = X, stores for each currently ea-
isting object, i.e., an object belonging to the domain of o, its instance state.
The set of existing objects of type ¢ in a state o is given by Val°(c), and
ValS,; (o) = Val®(o) U {null°}. For the remaining types, Val'(c) and Vall,; (o)
are defined correspondingly. We refer to the set |J, Val'(c) by Val(o); Val,,;(0)
denotes |, Val',,;;(¢). The instance state of an object a € Val(o) is given by
o(a) with the invariant property o(a)(this) = a. We require that, given a global
state, no instance variable in any of the existing objects refers to a non-existing
object, i.e., o(a)(x) € Val,,; (o) for all classes ¢, objects o € Val®(0), and in-
stance variables z € IVar,. This will be an invariant of the operational semantics
of the next section.

A global configuration (T, o) describes the currently existing objects by the
global state o, where the set T' contains the configuration of the executing thread.
For the concurrent languages of the later sections, T will be the set of configura-
tions of all currently executing threads. Analogously to the restriction on global
states, we require that local configurations («, 7, stm) in (T, o) refer only to ex-
isting object identities, i.e., « € Val(o) and 7(u) € Val,,,; (o) for all variables u
from the domain of 7; again this will be an invariant of the operational seman-
tics. In the following, we write («, 7, stm) € T if there exists a local configuration
(ar, 7, stm) within one of the execution stacks of T

The semantic function [_]z™: (Zinst X Zioc) — (Ezp — Val,,;;) evaluates in
the context of an instance local state (o,,,,,T) expressions containing variables
from dom(o,,,) U dom(7): Instance variables  and local variables u are eval-
uated to o, (z) and 7(u), respectively; this evaluates to o,,,(this), and null
has the null-reference as value, where compound expressions are evaluated by

homomorphic lifting (see Table 2).

Hm]]gm“ﬂ— = Oinst (x)

[ulZ™ " = 7(w)
chis]]gms“T = Oinst (thIS)
[null]g" = null

[Fer, . en)]Zm™ = F(led2™ ..., [eal7)

Table 2. Semantics of program expressions

We denote by 7[u +— v] the local state which assigns the value v to u and agrees

with 7 on the values of all other variables; o, [x+ v] is defined analogously,
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where o[a.x — v] results from o by assigning v to the instance variable x of object
a. We use these operators analogously for vectors of variables. We use 7[g+— 0]
also for arbitrary variable sequences, where instance variables are untouched;
Oinst[U— U] and ooy — 9] are analogous. Finally for global states, oo o]
equals o except on «; note that in case a ¢ Val(o), the operation extends the

set of existing objects by «, which has its instance state initialized to o,,,.

Operational semantics The operational semantics of Javase, is given induc-
tively by the rules of Table 3 as transitions between global configurations. The
rules are formulated such a way that we can re-use them also for the concurrent
languages of the later sections. Note that for the sequential language, the sets
T in the rules are empty, since there is only one single thread in global configu-
rations. We elide the rules for the remaining sequential constructs —sequential
composition, conditional statement, and iteration— as they are standard.

. . Assmst
(TU{£o(a,7,x:=¢;stm)},0) — (T U {0 (a,T,stm)},ola.x H[[e]]g(a)’T])

- - ASSjoc
(TU{o(a,m,u:=¢e;stm)},0) — (T U {Eo (a,T[u »—>|[e]]g(a)’7], stm)}, o)

B € Val®\ Val(o) Cinst = 057 [this — 6] o' = o[B8 Oinst]

inst

NEwW

(T U{€o (a,7,us=new’; stm)}, o) — (T U {€ o (o, T[urs ], stm)},0")

m(w@){ body } € Meth.

B=[eli T € Val(o) 7 =rtae[e]d )
CALL

(T U {0 (a,7,u:= eg.m(€); stm)}, o) —
(T U {€ o (a,,receiveu; stm) o (3,7, body)}, o)

)
7 = e —[er ]3]

RETURN

U {€ o (a, T, receive ue; stm) o (B, 7', return eyer) }, 0) —
T t B, 7'

(T U{€o(a,7", stm)}, o)

RETURNpup

(T'U{(a,7,return)},0) — (T U {(a, 7,¢€)},0)

Table 3. Java., operational semantics

Before having a closer look at the semantical rules for the transition relation
—, let us start by defining the starting point of a program. The initial config-
uration (T, o) of a program satisfies dom (o) = {a}, oo(a) = ¢ [this— af,
and To = {(a, 7 body,,, .)}, where ¢ is the main class, and a € Val®.

inst
s Trun,cy
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We call a configuration (T, o) of a program reachable iff there exists a com-
putation (Ty, o9)—*(T, o) such that (Tp, 00) is the initial configuration of the
program and —* the reflexive transitive closure of —. A local configuration
(a, 7, 8tm) € T is enabled in (T, o), if it can be executed, i.e., if there is a com-
putation step (T,0) — (T”,0’) executing stm in the local state 7 and object
.

Assignments to instance or local variables update the corresponding state
component, i.e., either the instance state or the local state (rules AsS;,s and
ASSjoe). Object creation by w := new€, as shown in rule NEW, creates a new
object of type ¢ with a fresh identity stored in the local variable u, and initializes
the instance variables of the new object. Invoking a method extends the call chain
by a new local configuration (rule CALL). After initializing the local state and
passing the parameters, the thread begins to execute the method body. When
returning from a method call (rule RETURN), the callee evaluates its return
expression and passes it to the caller which subsequently updates its local state.
The method body terminates its execution and the caller can continue. We have
similar rules not shown in the table for the invocation of methods without return
value. The executing thread ends its lifespan by returning from the run-method
of the initial object (rule RETURN 4,).

2.3 The assertion language

In this section we introduce assertions to specify program properties. The asser-
tion logic consists of a local and a global sublanguage. Local assertions describe
instance local states, and are used to annotate methods in terms of their local
variables and of the instance variables of the class to which they belong. Global
assertions describe the global state, i.e., a whole system of objects and their
communication structure.

To be able to argue about communication histories, represented as lists of
objects, we add the type Object as the supertype of all classes into the assertion
language. Note that we allow this type solely in the assertion language, but not in
the programming language, thus preserving the assumption of monomorphism.

Syntax In the language of assertions, we introduce a countably infinite set LVar
of well-typed logical variables with typical element z, where we assume that
instance variables, local variables, and this are not in LVar. We use LVar® for
the set of logical variables of type t. Logical variables are used for quantification
in both the local and the global language. Besides that, they are used as free
variables to represent local variables in the global assertion language: To express
a local property on the global level, each local variable in a given local assertion
will be replaced by a fresh logical variable.

Table 4 defines the syntax of the assertion language. For readability, we use
the standard syntax of first order logic in the theoretical part; the Verger tool
supports an adaptation of JML.

Local expressions exp;, € LExp are expressions of the programming language
possibly containing logical variables. The set of local expressions of type t is
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denoted by LEzp®. In abuse of notation, we use e, €’ ... not only for program
expressions of Table 1, but also for typical elements of local expressions. Local
assertions ass; € LAss, with typical elements p,p’,q, ..., are standard logical
formulas over boolean local expressions. We allow three forms of quantification
over logical variables: Unrestricted quantification 3z. p is solely allowed for do-
mains without object references, i.e., z is required to be of type Int, Bool, or
compound types built from them. For reference types ¢, this form of quantifi-
cation is not allowed, as for those types the existence of a value dynamically
depends on the global state, something one cannot speak about on the local
level, or more formally: Disallowing unrestricted quantification for object types
ensures that the value of a local assertion indeed only depends on the values of
the instance and local variables, but not on the global state. Nevertheless, one
can assert the existence of objects on the local level satisfying a predicate, pro-
vided one is explicit about the set of objects to range over. Thus, the restricted
quantifications 3z € e. p and Jz C e. p assert the existence of an element, respec-
tively, the existence of a subsequence of a given sequence e, for which a property
p holds.

Global expressions exp, € GEzp, with typical elements E,FE,..., are con-
structed from logical variables, null, operator expressions, and qualified refer-
ences F.x to instance variables = of objects E. We write GExp® for the set of
global expressions of type t. Global assertions ass, € GAss, with typical ele-
ments P, Q@ ..., are logical formulas over boolean global expressions. Unlike the
local language, the meaning of the global one is defined in the context of a global
state. Thus unrestricted quantification is allowed for all types and is interpreted
to range over the set of existing values, i.e., the set of values Val,, (o) in a
global configuration (T, o).

exp, == z | x | u | this | null | f(ezp,,..., exp;) e € LEzp
ass; == exp, | —ass; | ass; A ass;
| Jz. ass; | 3z € exp,. ass; | Iz C exp,. ass; p € LAss

exp, ==z | null | f(eap,, ..., exp,) | eap,.x E € GEzp
assq = exp, | ~assg | assg A assgy | 2. assg P e GAss

Table 4. Syntax of assertions

We sometimes write quantification over ¢-typed values in the form V(z : ¢).p
to make the domain of the quantification explicit; we use the same notation also
in the global language.

Semantics Next, we define the interpretation of the assertion language. The
semantics is fairly standard, except that we have to cater for dynamic object
creation when interpreting quantification.
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Logical variables are interpreted relative to a logical environment w € (2, a
partial function of type LVar — Val,,;;, assigning values to logical variables.
We denote by w[Z'— 9] the logical environment that assigns the values ¥ to the
variables Z, and agrees with w on all other variables. Similarly to local and
instance state updates, the occurrence of instance and local variables in 2" is
without effect. For a logical environment w and a global state o we say that w
refers only to values existing in o, if w(z) € Val,,,; (o) for all z € dom(w). This
property matches with the definition of quantification which ranges only over
existing values and null, and with the fact that in reachable configurations local
variables may refer only to existing values or to null.

The semantic function [_]77" of type (2 X Xinst X Xioe) — (LExp U LAss —
Val,..1) evaluates local expressions and assertions in the context of a logical
environment w and an instance local state (o, 7) (cf. Table 5). The evalua-
tion function is defined for expressions and assertions that contain only variables
from dom(w) U dom(o,,,;) U dom (7). The instance local state provides the con-
text for giving meaning to programming language expressions as defined by the
semantic function [_]¢; the logical environment evaluates logical variables. An
unrestricted quantification 3z. p with z € LVar? is evaluated to true in the logical
environment w and instance local state (o,,,;,7) if and only if there exists a value
v € Val' such that p holds in the logical environment w[z ~ v] and instance local
state (0,4, 7), where for the type t of z only Int, Bool, or compound types built
from them are allowed. The evaluation of a restricted quantification 3z € e. p
with z € LVar® and e € LEzp"™t! is defined analogously, where the existence of
an element in the sequence is required. An assertion 3z C e. p with z € LVar'st?
and e € LExp"™t! states the existence of a subsequence of e for which p holds. In
the following we also write w, 0,7 2 p for [p]3 7" = true. By =, p we
express that w,o,,., T E, p holds for arbitrary logical environments, instance
states, and local states.

Since global assertions do not contain local variables and non-qualified ref-
erences to instance variables, the global assertional semantics does not refer to
instance local states but to global states. The semantic function [Jg~ of type
(2 x X) — (GEzp U GAss — Val,,;), shown in Table 6, gives meaning to
global expressions and assertions in the context of a global state o and a logical
environment w. To be well-defined, w is required to refer only to values existing
in o, and the expression respectively assertion may only contain free variables®
from the domain of w. Logical variables, null, and operator expressions are eval-
uated analogously to local assertions. The value of a global expression E.x is
given by the value of the instance variable x of the object referred to by the
expression E. The evaluation of an expression F.x is defined only if E refers
to an object existing in o. Note that when F and E’ refer to the same object,
that is, ' and E’ are aliases, then E.x and E'.x denote the same variable. The
semantics of negation and conjunction is standard. A quantification 3z. P with
z € LVar® evaluates to true in the context of w and o if and only if P evaluates

to true in the context of w[z+v] and o, for some value v € Val’,;, (). Note

5 In global expressions E.x we treat = as a bound variable.
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[127" = w(z)
[2]277" = Ginst(2)
[ul 27" = 7(u)
[this]7 7™ T = 0,4 (this)
[null] 2 %mse ™ = null
[fler, el = f(leal 2”7, feal27)
([[ﬂp]](Z’U”““ =true) iff ([p]z"""" false)
([p1 A p2] 27 "=true) iff ([p1]77™" " =true and [p2] ™" =true)
([Bz. p] 3 7t " =true) iff ([p]s == vl s — e for some v € Val )
([Bzee. p] 27 " =true) iff ([z€enp]; == v b0t ™  frye for some ve Val )
([FzCe. p] 27 " =true) iff ([zCeAp]; == vl %inst ™ — e for some ve Val i)

Table 5. Local evaluation

that quantification over objects ranges over the set of existing objects and null,
only.

[lg” = w(z)

[nullls? = null
[f(E1,....E)]s" = f(BS7,.... [Ea]S”)

[Ez]g® = o([E]g?)(x)

) iff ([[P]]gg = false)
([P A P]g? = true) iff ([P1]g? = true and [P2]57 = true)
) iff ([[P]]EJ[ZHU]"7 = true for some v € Val,,;;(c))

Table 6. Global evaluation

For a global state ¢ and a logical environment w referring only to values
existing in o we write w, o =g P when P is true in the context of w and o. We
write =g P if P holds for arbitrary global states o and logical environments w
referring only to values existing in o.

To express a local property p in the global assertion language, we define
the substitution p[z/this] by simultaneously replacing in p all occurrences of the
self-reference this by the logical variable z, which is assumed not to occur in p,
and transforming all occurrences of instance variables x into qualified references
z.x. For notational convenience we view the local variables occurring in the
global assertion p[z/this] as logical variables. Formally, these local variables are
replaced by fresh logical variables. We write P(z) for p[z/this], and similarly
for expressions. For unrestricted quantifications (3z’. p)[z/this] the substitution
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applies to the assertion p. Local restricted quantifications are transformed into
global unrestricted ones where the relations € and C are expressed at the global
level as operators. The main cases of the substitution are defined as follows:

this[z /this] = z
x[z/this] = z.x
ulz/this] = u
(32", p)[z/this] = 32’. p[z/this]
(32’ € e. p)[z/this] = 32 ’. (2" € e[z/this] A p[z/this])
(32" Ce. p)[z/this] = 32'. (2’ C e[z/this] A p[z/this]) ,

where z is fresh.

This substitution will be used to combine properties of instance local states
on the global level. The substitution preserves the meaning of local assertions,
provided the meaning of the local variables is matchingly represented by the
logical environment:

Lemma 1 (Lifting substitution). Let o be a global state, w and T a logical
environment and local state, both referring only to values existing in o. Let fur-
thermore p be a local assertion containing local variables 4. If 7(4) = w(@) and
z a fresh logical variable, then

w,o Eg plz/this]  iff w,o(w(z)),7Ecp.

The proof can be found in Appendix A.

2.4 The proof system

The proof system has to accommodate for dynamic object creation, aliasing,
method invocation, and recursion. The following section defines how to augment
and annotate programs resulting in proof outlines, before Section 2.4 describes
the proof method.

For technical convenience, we first formulate verification conditions as stan-
dard Hoare-triples. The statements of these Hoare-triples may also contain as-
signments involving qualified references as given by the global assertion language.
The formal semantics is given in Chapter 6 by means of a weakest precondition
calculus [19].

Proof outlines For a complete proof system it is necessary that the transition
semantics of Java,., can be encoded in the assertion language. As the assertion
language reasons about the local and global states, we have to augment the pro-
gram with fresh auziliary variables to represent information about the control
points and stack structures within the local and global states. Invariant pro-
gram properties are specified by the annotation. An augmented and annotated
program is called a proof outline or an asserted program.
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Augmentation An augmentation extends a program by atomically executed mul-
tiple assignments 3 := € to distinct auxiliary variables, which we call observa-
tions. Furthermore, the observations have, in general, to be “attached” to state-
ments they observe in an atomic manner. For object creation this is syntactically
represented by the augmentation u := new® ( := €)™¢* which attaches the ob-
servation to the object creation statement. Observations ¢; := €; of a method
call and observations ¥, := €4 of the corresponding reception of a return value

are denoted by u := eo.m(€) (71 := &)" (g, := &)"°". The augmentation
(o 1= &) 7 stm; return e,e; (73 = é'3>”"‘5t of method bodies specifies 7> := &
as the observation of the reception of the method call and ¢35 := €3 as the ob-

servation attached to the return statement. Assignments can be observed using
y:= € (y := &) . A stand-alone observation not attached to any statement is
written as (¢ := €) . It can be inserted at any point in the program.

Note that we could also use the same syntax for all kinds of observations.
However, such a notation would be disadvantageous for partial augmentations,
i.e., for the specification of augmentations where not all statements are ob-
served. For example, using the notation introduced above, the augmentation
eg.m(€) (stm) uniquely specifies stm as an alone-standing observation following
an unobserved method call; using the same augmentation syntax (stm) for all
kinds of observations, we would have to write eg.m(€) () () (stm) to specify the
same setting. The same remark can be made also for the annotation syntax,
introduced below.

The augmentation does not influence the control flow of the program but en-
force a particular scheduling policy. An assignment statement and its observation
are executed simultaneously. Object creation and its observation are executed
in a single computation step, in this order. For method call, communication,
sender, and receiver observations are executed in a single computation step, in
this order (see Figure 2 on page 25 and Figure 3 of page 26). Points between a
statement and its observation are no control points, since they are executed in a
single computation step; we call them auxiliary points.

To exclude the possibility, that two multiple assignments get executed in a
single computation step in the same object, we require that the caller observation
in a self-communication may not change the values of instance variables. Without
this restriction, we would have to show interference freedom under assignment-
pairs, which would increase the complexity of the proof system. Formally, in each
observation of a method invocation statement ey.m(€), assignments to instance
variables must have the form z := if ¢y = thisthen z else e fi.

In the following we call assignment statements with their observations, unob-
served assignments, alone-standing observations, or observations of communica-
tion or object creation general as multiple assignments, since they are executed
simultaneously.

Ezample 1. Extending an assignment z := e to z := e (u := x)** stores the

value of x prior to the execution of x := e in the auxiliary variable u. Extending
it to « := e (u := x) stores the value of = in u after the execution of = := e.
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Ezxample 2. We can store the number of objects created by an instance of a class
c using an auxiliary integer instance variable n with initial value 0, and extending
each object creation statement u := new® in ¢ to u:=new® (n:=n+ 1)"".

Example 3. We extend Example 2 by additionally observing each call u :=
eo.m(€) in ¢ by u := eg.m(€) (k := n)’“ (k := n — k). Then the value
of the auxiliary local integer variable k after method call, but before return
stores the number of objects created up to the call. After return, it stores the
number of objects created during method evaluation.

Ezxample 4. Let | be an auxiliary integer instance variable of a class c¢. We
can count the number of local configurations executing in an instance of ¢
by augmenting the body stm;return e,.; of each method in class ¢ resulting in
(L:=1+1)7 stm; return epe; (1:=1—1)"et.

The above examples show how to count objects, local configurations in an
object, etc. But this information is not sufficient for a complete proof system:
we have to be able to identify those entities. We identify a local configuration by
the object in which it executes together with the value of its built-in auxiliary
local variable conf storing a unique object-internal identifier. Its uniqueness is
assured by the auxiliary instance variable counter, incremented for each new local
configuration in that object. The callee receives the “return address” as auxiliary
formal parameter caller of type Object X Int, storing the identities of the caller
object and the calling local configuration. The run-method of the initial object
is executed with the parameter caller having the value (null,0).

Syntactically, each method declaration m(@){stm;return e,.;} gets extended
by the built-in augmentation to m(i, caller){{conf, counter := counter, counter +
1) ?call stm; return eye; }. Correspondingly for method calls u := eg.m(€), the ac-
tual parameter lists get extended resulting in u := eg.m(&, (this, conf)). The val-
ues of the built-in auxiliary variables must not be changed by the user-defined
augmentation but may be used in the augmentation and annotation. In the ex-
amples of the following sections we don’t list the built-in augmentation; they are
meant to be automatically included in all proof outlines.

Annotation To specify invariant properties of the system, the augmented pro-
grams are annotated by attaching local assertions to each control and auxiliary
point. We use the triple notation {p} stm {¢} and write pre(stm) and post(stm)
to refer to the pre- and the post-condition of a statement. For assertions at
auxiliary points we use the following notation: The annotation

{po} wi=new® {p1}"" (7:=&)"" {p2}

of an object creation statement specifies pg and ps as pre- and postconditions,
where p; at the auxiliary point should hold directly after object creation but
before its observation. The annotation

{po}u:=eo.m(€) {pi}" (i :=e) " {p2}"* {ps}" " (Gu:=)"" {pa}
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assigns pg and p4 as pre- and postconditions to the method invocation; p; is
assumed to hold directly after method call, but prior to its observation; py de-
scribes the control point of the caller after method call and before return; finally,
ps specifies the state directly after return but before its observation. The anno-
tation of method bodies stm;return e,; is as follows:

{po}?call <ZjQ = €2>?call {pl} stm; {pQ} return €,e; {pS}/ret <Zj3 = €3>/ret {p4}

The callee postcondition of the method call is p1; the callee pre- and postcondi-
tions of return are py and p4. The assertions pg respectively ps specify the states
of the callee between method call respectively return and its observation.

Besides pre- and postconditions, for each class ¢, the annotation defines a lo-
cal assertion I, called class invariant, specifying invariant properties of instances
of ¢ in terms of its instance variables.® We require that for each method of a
class, the class invariant is the precondition of the method body.

Finally, a global assertion GI called the global invariant specifies proper-
ties of communication between objects. As such, it should be invariant under
object-internal computation. For that reason, we require that for all qualified
references E.x in GI with E of type ¢, all assignments to x in class ¢ occur in
the observations of communication or object creation. We require furthermore
that in the annotation no free logical variables occur. In the following we will use
also partially annotated statements; assertions which are not explicitly specified
are by definition true.

Ezample 5. The (partial) annotation u := new® {u # this} of an object creation
statement in a class ¢’ expresses that the new object’s identity differs from the
identity of the creator object. This annotation is invariant, independently of the
rest of the program, since the new object’s identity is fresh and the only shared
variable in the assertion is the self-reference, which may not be assigned to.

The same property can be expressed using the class invariant. Since the class
invariant may refer to instance variables only, we have to store the new object’s
identity in an auxiliary instance variable z in order to refer to it in the class
invariant. We define the annotation u := new® (z := u)"** {z = u} and the class
invariant by x # this. In this case, invariance of the given assertions depends also
on the rest of the class definition: an observation x := this executed in the same
object would of course heart the class invariant. This annotation is useful, if
different assertions in the same class refer to x, and especially if the information
expressed by the class invariant is needed to show properties of incoming method
calls.

Also the global invariant can be used to express the above property: Assume
again u := new® (x := u)™*{z = u} and let the global invariant be defined
by V(z : ). z.x # 2. Again, the invariance of the annotation depends on the

6 The notion of class invariant commonly used for sequential object-oriented languages
differs from our notion: In a sequential setting, it would be sufficient that the class
invariant holds initially and is preserved by whole method calls, but not necessarily
in between.
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rest of the class. But now it additionally depends also on the definition of other
classes, possibly creating new instances of ¢/, thereby extending the domain of
the quantification. Such annotations are used to express dependencies between
different instance states.

Verification conditions The proof system formalizes a number of verification
conditions which inductively ensure that for each reachable configuration the
local assertions attached to the current control points in the thread configuration
as well as the global and the class invariants hold. The conditions are grouped,
as usual, into initial conditions, and for the inductive step into local correctness
and tests for interference freedom and cooperation.

Before specifying the verification conditions, we first list some notation. Let
Init be a syntactical operator with interpretation Init (cf. page 9). Given I'Var,
as the set of instance variables of class ¢ without the self-reference, and z a
logical variable of type ¢, let InitState(z) be the global assertion z # null A
/\erVarc z.x = Init(x), expressing that the object denoted by z is in its initial
instance state.

Finally, arguing about two different local configurations makes it necessary to
distinguish between their local variables, since they may have the same names;
in such cases we will rename the local variables in one of the local states. We use
primed assertions p’ to denote the given assertion p with every local variable u
replaced by a fresh one u’, and correspondingly for expressions.

Initial correctness A proof outline is initially correct, if the precondition of the
main statement, the class invariant of the initial object, and the global invariant
are satisfied initially, i.e., in the initial global configuration after the execution
of the callee observation at the beginning of the main statement. Furthermore,
the precondition of the observation should be satisfied prior to its execution.

Definition 1 (Initial correctness). Let the body of the run-method of the main
class ¢ be {pa} ! (ijy := &) 7 {p3} stm;return with local variables ¥ without
the formal parameters, z € LVar®, and z' € LVar®®t. A proof outline is ini-
tially correct, if

Eg  {InitState(z) AVZ. 2/ = null vV z =2/} (1)
¥, caller := Init(¥), (null, 0)
(Pa(2)}
E¢  {InitState(z) AVZ. 2/ =nullV z = 2’} (2)

7, caller := Init(7), (null, 0); 2.4 := Es(2)
{GI A P3(2) ANe(2)}

The assertion InitState(z) AVz'. 2/ = null V z = 2’ states that the initial global
state defines exactly one existing object z being in its initial instance state. Ini-
tialization of the local configuration is represented by the assignment v, caller :=
Init(¥), (null,0). The observation ¢ := & at the beginning of the run-method of
the initial object z is represented by the assignment z.y5 := Eg(z)
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Ezxample 6. Assume the following proof outline:

{3(21 : Initial). z1 # null AV (22 : Initial). zo # null — z1 = z2} //global invariant

class Initial{
Int x;

{started} //class invariant

Void run(){
Int v;

(Int u;)

{u=0Av=0Az=0}"" //precondition of observation
(u = 1) 7t //observation of call
{u=1Av=0Ax2=0} //postcondition of observation

}
¥
Note that the built-in augmentation extends the observation {u := 1} to
{u, started := 1, true} “*®* | The first initial condition

zZnull A z.x =0 A V(2" : Object). 2/ =null vV z =2/
4
v, u, caller := 0,0, (null, 0)
{u=0Av=0Az.2 =0}

assures that the precondition of the observation holds after initialization but
prior to its execution. The second condition

Eg {z#null A z.x =0A V(2 : Object). 2/ = null V z = 2’}
v, u, caller := 0,0, (null,0); w, z.started := 1, true
{GIN(u=1Av=0A2z=0)A (z.started) }

assures that the global invariant, the postcondition of the observation, and the
class invariant hold after the observation. Satisfaction of the global invariant can
be shown by instantiation with z.

Local correctness A proof outline is locally correct, if the properties of method
instances as specified by the annotation are invariant under their own execution,
i.e., if the usual verification conditions [13] for standard sequential constructs
hold. For example, the precondition of an assignment must imply its postcon-
dition after its execution. The following condition should hold for all multiple
assignments being an assignment statement with its observation, an unobserved
assignment, or an alone-standing observation:

Definition 2 (Local correctness: Assignment). A proof outline is locally
correct, if for all multiple assignments {p1}y := €{p2} in class ¢, which is not
the observation of object creation or communication,

Feip} y:=¢ {pa}. (3)

The conditions for loops and conditional statements are similar. Note that we
have no local verification conditions for observations of communication and ob-
ject creation. The postconditions of such statements express assumptions about
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the communicated values. These assumptions will be verified in the cooperation
test.

Example 7. Assume the following augmented and annotated method which com-
putes the faculty ! for its parameter u:

Int fac(Int u){
Int result;

{u > 0}

result:=1; {result =1Au >0}

vi=u; {u!=result xv! Au>0Av >0}

while (v>1) do {u!=result*xv!Au>0Av>1}
result:=result*v; {ul =result* (v —1)!Au>0Av>1}
vi=v-1; {u! =result xv! Au>0Av >0}

od; {u! = result}
return result

}

The above proof outline satisfies the conditions of local correctness. There are
7 local correctnes conditions (there are no initial correctness, interference free-
dom, and cooperation test conditions for this example). For example, for the
assignment result := result x v local correctness defines the verification condition

Ec {ul =resultxv! Au>0A0>1}
result :=result x v {u! =result*x (v — 1) Au>0Av>1},

whose satisfaction is easy to see.

The interference freedom test Invariance of local assertions under computation
steps in which they are not involved is assured by the proof obligations of the
interference freedom test. Its definition covers also invariance of the class invari-
ants. Since Javase, does not support qualified references to instance variables,
we only have to deal with invariance under execution within the same object.
Affecting only local variables, communication and object creation do not change
the instance states of the executing objects. Thus we only have to cover invari-
ance of assertions at control points over assignments, including observations of
communication and object creation. To distinguish local variables of the different
local configurations, we rename those of the assertion.

Let ¢ be an assertion at a control point and  := € a multiple assignment
in the same class c. In which cases does ¢ have to be invariant under the ex-
ecution of the assignment? Since the language is sequential, i.e., ¢ and i := €
belong to the same thread, the only assertions endangered are those at control
points waiting for return earlier in the current execution stack. Invariance of a
local configuration under its own execution, however, need not be considered
and is excluded by requiring conf # conf’. Interference with the matching re-
turn statement in a self-communication need also not be considered, because
communicating partners execute simultaneously. Let caller_obj be the first and
caller_conf the second component of caller. We define waits_for_ret(q, & := €) by

— conf’ # conf, for assertions {q}“®" attached to control points waiting for
return, if ¢/ := € is not the observation of return;
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— conf’ # conf A (this # caller_obj V conf’ # caller_conf), for assertions {q} %%,
if i/ := € observes return;
— false, otherwise.

For the example configuration intuitively shown in Fig. 1, the assertion p3 at-
tached to a control point waiting for return, has to be invariant under the ex-
ecution of the assignment by its callee, while ps does not have to be invariant
under its own execution. However, if the assignment would observe returning,
then ps would not have to be invariant under the assignment. The assertions p;
and po are automatically invariant, since they describe an object different from
the executing one. Note that satisfaction of ps after execution is assured by the
local correctness conditions.

Fig. 1. Interference for a single thread

The interference freedom test can now be formulated as follows:

Definition 3 (Interference freedom). A proof outline is interference free,
if for all classes ¢ and multiple assignments i :== € with precondition p in c,

Ec{pnIl} y:=¢ {I.}. (4)

Furthermore, for all assertions q at control points in c,

Ec {p A ¢ Awaitsforret(q,7:=€)} y:=¢ {¢}. (5)

Note that if we would allow qualified references in program expressions, we
would have to show interference freedom of all assertions under all assignments
in programs, not only for those occurring in the same class. For a program with
n classes where each class contains k assignments and [ assertions at control
points, the number of interference freedom conditions is in O(c- k - 1), instead of
O((c- k) - (¢-1)) with qualified references.
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Ezample 8. Let {p1} this.m(&) {pa} ! (stmy)'eolt {pg}veit {p,} et (stms) e {ps
be an annotated method call statement in a method m’ of a class ¢ with an in-
teger auxiliary instance variable x, such that all assertions imply conf = x. L.e.,
the identity of the executing local configuration is stored in the instance variable
2. The annotation expresses that the method m’ of ¢ is not called recursively.
That means, no pairs of control points in m’ of ¢ can be simultaneously reached.

The assertions ps and ps do not have to be shown invariant, since they are
attached to auxiliary points. Interference freedom neither requires invariance of
the assertions p; and ps, since they are not at control points waiting for return,
and thus the antecedents of the corresponding conditions evaluate to false. In-
variance of p3 under the execution of the observation stm; with precondition ps
requires validity of =2 {p2 Apj Awaits_for_ret(ps, stm1)} stmq {p5}. The assertion
p2 A py A waits_for_ret(ps, stmy) implies (conf = x) A (conf’ = ) A (conf’ # conf),
which evaluates to false. Invariance of ps under stms is analogous.

Example 9. Assume a partially” annotated method invocation statement of the
form {p;} this.m (&) {conf = z A p2}** {p3} in a class ¢ with an integer aux-
iliary instance variable x, and assume that method m of ¢ has the annotated
return statement {q;} return {caller = (this, z)}"* (stm)'"* {go} . The annota-
tion expresses that the local configurations containing the above statements are
in caller-callee relationship. Thus upon return, the control point of the caller
moves from the point at conf = x A ps to that at ps, i.e, conf = & A ps does not
have to be invariant under the observation of the return statement.

Again, the assertion caller = (this, z) at an auxiliary point does not have to be
shown invariant. For the assertions p1, ps, q1, and g2, which are not at a control
point waiting for return, the antecedent is false. Invariance of conf = x A po
under the observation stm with precondition caller = (this, x) is covered by the
interference freedom condition

. { caller = (this,z) A (conf’ =z A py)A
waits_for_ret((conf = = A p2), stm) } stm {conf' =z A ph} .

The waits_for_ret assertion implies caller # (this, conf’), which contradicts the
assumptions caller = (this, ) and conf’ = z; thus the antecedent of the condition
is false.

Satisfaction of caller = (this, z) directly after communication and satisfaction
of p3 and ¢o after the observation is assured by the cooperation test.

The cooperation test Whereas the interference freedom test assures invariance of
assertions under steps in which they are not involved, the cooperation test deals
with inductivity for communicating partners, assuring that the global invariant
and the preconditions of the involved statements imply their postconditions after
the joint step. Additionally, the preconditions of the corresponding observations
must hold immediately after communication.

The global invariant refers to auxiliary instance variables which are allowed
to be changed by observations of communication, only. Consequently, the global

7 As already mentioned, missing assertions are by definition true.
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invariant is automatically invariant under the execution of non-communicating
statements. For communication and object creation, however, the invariance
must be shown as part of the cooperation test.

We start with the cooperation test for method invocation. The semantics
of method call and returning from a method is intuitively shown in Figures 2
and 3. After communication, i.e., after creating and initializing the callee local
configuration and passing on the actual parameters, first the caller, and then
the callee execute their corresponding observations, all in a single computation
step. Correspondingly for return, after communicating the result value, first the
callee and then the caller observation gets executed. Since different objects may

=
p»
Z

¢) Caller observation d) Callee observation

Fig. 2. Execution of a method call {p1}u := eo.m(&) {p2} (7 := & )" {ps} "
with callee method body {ga} " (72 := &) 7" {3} stm; return ¢’.
Control points are marked by a circle.

be involved, the cooperation test is formulated in the global assertion language.
Local properties are expressed in the global language using the lifting substitu-
tion. As already mentioned, we use the shortcuts P(z) for p[z/this], Q'(z’) for
q'[2' /this], and similarly for expressions. To avoid name clashes between local
variables of the partners, we rename those of the callee.

Let z and 2’ be logical variables representing the caller, respectively the callee
object in a method call. We assume the global invariant and the preconditions
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e) Method evaluation f) Communication (return)

g) Callee observation h) Caller observation

Fig. 3. Execution of return for a method call

{pl}u — eo.m(é») {pQ}!call <g»1 — é»l>!call {p3}wait {p4}?ret <274 = §4>?ret {p5}
with callee method body

{q2}?call (:lj2 = €2>?call{q3} stm; {Q4} return e/ {q5}!'ret <g3 = €3>.’ret {qe} .
Control points are marked by a circle.

of the communicating statements to hold prior to communication. For method
invocation, the precondition of the callee is its class invariant. That the two
statements indeed represent communicating partners is captured in the asser-
tion comm, which depends on the type of communication: For method invocation
eo-m(€), the assertion Eg(z) = 2’ states, that 2’ is indeed the callee object. Re-
member that method invocation hands over the return address, and that the
values of formal parameters remain unchanged. Furthermore, actual parameters
may not contain instance variables, i.e., their interpretation does not change
during method execution. Therefore, the formal and actual parameters can be
used at returning from a method to identify partners being in caller-callee rela-
tionship, using the built-in auxiliary variables. Thus for the return case, comm
additionally states @ = E(z), where @ and @ are the formal and the actual
parameters. Returning from the run-method terminates the executing thread,
which does not have communication effects.

As in the previous conditions, state changes are represented by assignments.
For the example of method invocation, communication is represented by the
assignment 4’ := E(z), where initialization of the remaining local variables ¥/
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is covered by ¥’ := Init(7). The assignments z.7; := Ej(z) and 2.7, := E}(2')
stand for the caller and callee observations g7 := €; and 3> := €, executed in
the objects z and 2’, respectively. Note that we rename all local variables of the
callee to avoid name clashes.

Definition 4 (Cooperation test: Communication). A proof outline sat-
isfies the cooperation test for communication, if

Eg {GI AN Pi(2) NQy(2") Acomm A z # null A 27 # null}

fcomm

{Pa(2) A Q5(2")} (6)
Eg {GI AN Pi(2) NQy(2") Acomm A z # null A 27 # null}

fcomm; fobsl 5 fobs,@

{GIAPs(2) AQ3(2")} (7)

holds for distinct fresh logical variables z € LVar® and 2z’ € LVarC/, in the
following cases:

1. CALL: For all statements {p1 } trer := eo.m(€) {p2} ' (iy := &) 'cll {pz}wait
(or such without receiving a value) in class ¢ with ey of type ¢, where method
m of ¢ has body {qo} 7 (ify 1= &) e {3} stm;return e,es, formal param-
eters i, and local variables U except the formal parameters. The callee class
invariant is g = I.. The assertion comm is given by Eo(z) = 2'. Further-
more, feomm 18 U,V = E(Z)Jnit(ﬁ), fobs1 18 2371 1= El(z), and fopso 18
2 iy = Ey(2).

2. RETURN: For all e := eg.m(€) (stm)ed {py } 2o {py} et (4 := &) 7t {p3}
(or such without receiving a value) occurring in ¢ with ey of type ¢/, such
that method m of ¢’ has the return statement {q1} return ey {Q2}'/Tet (y5 =
&)t {qs} , and formal parameter list ii, the above equations must hold with
comm given by Eo(z) = 2/ AN = E(2), and where feomm is Uper 1= Bl (2),
fobsz 18 2'.45 = E4(2"), and fopse is 2.4 := E4(z).

3. RETURN,4,: For {q1} return {ga}m** (33 := &)'™* {q3} occurring in the run-
method of the main class, py = p2 = ps = true, comm = true, and further-
more feomm and fopsz are the empty statement, and fopsyis 2" = Eg(z’)

Ezxample 10. This example illustrates how one can prove properties of parameter
passing. Let {p} eg.m(v, €), with p given by v > 0, be a (partially) annotated
statement in a class ¢ with ey of type ¢, and let method m(u, @) of ¢ have the
body {q} stm;return where ¢ is u > 0. Inductivity of the proof outline requires
that if p is valid prior to the call (besides the global and class invariants), then
q is satisfied after the invocation. Omitting irrelevant details, Condition 7 of the
cooperation test requires proving =g {P(2)} v’ := v {Q’(z')}, which expands to
Eg{v>0}u =v{v >0}
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Ezxample 11. The following example demonstrates how one can express depen-
dencies between instance states in the global invariant and use this information
in the cooperation test.

Let {p} eg.m(€), with p given by z > 0 A ¢g = o, be an annotated state-
ment in a class ¢ with ey of type ¢/, x an integer instance variable, and o
an instance variable of type ¢/, and let method m(@) of ¢/ have the anno-
tated body {q} stm;return where ¢ is y > 0 and y an integer instance vari-
able. Let furthermore z € LVar¢ and let the global invariant be given by
Vz.(z # null A z.o # null A z.x > 0) — z.0.y > 0. Inductivity requires that
if p and the global invariant are valid prior to the call, then g is satisfied after
the invocation (again, we omit irrelevant details). The cooperation test Condi-
tion 7, i.e., =g {GI A P(z) Acomm A z # null A 2’ # null} @ = E(2) {Q'(2)}
expands to

Eog {(Vz. (z # null A z.o £ null A z.z > 0) = z.0.y > 0)A
(z.x >0A Eo(z) = 2.0) NEg(z) = 2" ANz # null A2’ # null }
i = E(2)
{z'.y > 0}

Instantiating the quantification by z, the antecedent implies z.0.y > 0Az" = z.0,
i.e., 2.y > 0. Invariance of the global invariant is straightforward.

Ezxample 12. This example illustrates how the cooperation test handles obser-
vations of communication. Let {—b} this.m(&){b}"“** be an annotated statement
in a class ¢ with boolean auxiliary instance variable b and let m(%) of ¢ have
the body {—b} e (b := true) *2! {b} stm; return. Condition 6 of the cooperation
test assures inductivity for the precondition of the observation. We have to show
g {~2.b A comm}i := E(2){~2".b}, i.c., since it is a self-call, =g {-z.bA 2z =
2}t := E(2){~7".b}, which is trivially satisfied. Condition 7 of the cooperation
test for the postconditions requires =g {comm}@’ := E(z); 2'.b := true{z.bAz’.b}
which expands to =g {z = 2/}’ := E(z); 2".b := true{z.b A 2.b}, whose validity
is easy to see.

Besides method calls and returns, the cooperation test needs to handle ob-
ject creation, taking care of the preservation of the global invariant, the post-
condition of the new statement and its observation, and the new object’s class
invariant. We can assume that the precondition of the object creation statement
and the global invariant hold in the configuration prior to instantiation. The
extension of the global state with a freshly created object is formulated in a
strongest postcondition style, i.e., it is required to hold immediately after the
instantiation. We use existential quantification to refer to the old value: 2’ of
type LVar'stObiect represents the existing objects prior to the extension. More-
over, that the created object’s identity stored in w is fresh and that the new
instance is properly initialized is expressed by the global assertion Fresh(z’, u)
defined as InitState(u) Au & 2/ AVv. v € 2/ Vv = u (see page 20 for the definition
of InitState). To express that an assertion refers to the set of existing objects
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prior to the extension of the global state, we need to restrict any existential
quantification in the assertion to range over objects from 2’, only. So let P be
a global assertion and 2z’ € LVar™tObiect 4 ]ogical variable not occurring in P.
Then P | 2’ is the global assertion P with all quantifications Jz. P’ replaced
by 3z. obj(z) C 2’ A P’, where obj(v) denotes the set of objects occurring in the
value v. The following lemma formulates the basic property of the projection
operator:

Lemma 2. Assume a global state o, an extension o’ = ola— o] for some
a € Val®, a ¢ Val(o), and a logical environment w referring only to values exist-
ing in o. Let v be the sequence consisting of all elements of |, Valy,,; (o). Then

| . null
for all global assertions P and logical variables z' € LVar'stObect not occurring
m P,

w,o =g P iff w0’ g P72,

The proof can be found in Appendix A. Thus a predicate (Ju. P) | 2/, evaluated
immediately after the instantiation, expresses that P holds prior to the creation
of the new object. This leads to the following definition of the cooperation test
for object creation:

Definition 5 (Cooperation test: Instantiation). A proof outline satisfies
the cooperation test for object creation, if for all classes ¢’ and statements
{p1}u = new® {pa}" (j := &)™ {ps} in '

g 2#null A z#u A 32 (Fresh(z/,u) A (GI A u. Pi(2)) | 2)

— Po(2z) AN c(u) (8)
g {z#null A z#£u A 32", (Fresh(2/,u) A (GI A Ju. Pi(z)) | 2)}
2.0 = E(2)
{GI A P3(2)} (9)

with z € LVar¢ and ' € LVarstObiect fregh,

Ezample 13. Assume a statement u := new®{u # this} in a program, where
the class invariant of ¢ is # > 0 for an integer instance variable x. Condi-
tion 8 of the cooperation test for object creation assures that the class in-
variant of the new object holds after its creation. We have to show validity
of =g (37, Fresh(z’,u)) — u.x > 0, i.e., g u.x = 0 — w.x > 0, which is trivial.
For the postcondition, Condition 9 requires =g {z # u}e{u # z} with € the
empty statement (no observations are executed), which is true.

3 The concurrent language

In this section we extend the language Javaseq to a concurrent language Javaconc
by allowing dynamic thread creation. Again, we define syntax and semantics of
the language, before formalizing the proof system for the concurrent language.
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3.1 Syntax

Expressions and statements can be constructed as in Javase,. The abstract syn-
tax of the remaining constructs is summarized in Table 7. As we focus on con-

meth ::= m(u,...,u){ stm;return ezp, ., }
methwn := run(){ stm;return }

class ::= class c{meth...meth methwun methsear}
classmain ::= class

prog := (class. . .class clasSmain)

Table 7. Javacone abstract syntax

currency aspects, all classes are Thread classes in the sense of Java: Each class
contains a pre-defined start-method that can be invoked only once for each ob-
ject, resulting in a new thread of execution. The new thread starts to execute the
user-defined run-method of the given object while the initiating thread continues
its own execution. The run-methods cannot be invoked directly. The parameter-
less start-method without return value is not implemented syntactically; see the
next section for its semantics. Note, that the syntax does not allow qualified
references to instance variables. As a consequence, shared-variable concurrency
is caused by simultaneous execution within a single object, only, but not across
object boundaries.

3.2 Semantics

The operational semantics of Javacen. extends the semantics of Javase, by dy-
namic thread creation. The additional rules are shown in Table 8. The invoca-

B= [[e]]g(a)’T € Val“(0) —started (T U {§ o (a, 7, e.start(); stm) }, B)

. CALLstar
(T U{€ o (o, 7, estart(); stm) }, o) — (T U {€ o (0,7, stm), (B, Tamn', bodyn ) 1) ot

B =[e]2"™ € Val(o) started (T U {€ o (a, 7, e.start(); stm)}, B)
(T'U{¢o(a,T,estart();stm)},0) — (T U {0 (a, T, stm)}, o)

skip
CALLsfart

Table 8. Javacon. operational semantics

tion of a start-method brings a new thread into being (rule CALLgtgrt). Only
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the first invocation of the start-method has this effect (rule CALLSF?,).8 This
is captured by the predicate started(T, ) which holds iff there exists a stack
(a0, T0, 8tmg) . . . (Qn, Tny Sty ) € T such that 8 = ap. A thread ends its lifespan

by returning from a run-method (rule RETURN,,, of Table 3).°

3.3 The proof system

In contrast to the sequential language, the proof system additionally has to ac-
commodate for dynamic thread creation and shared-variable concurrency. Before
describing the proof method, we show how to extend the built-in augmentation
of the sequential language.

Proof outlines To get a complete proof system, for the concurrent language we
additionally have to be able to identify threads. We identify a thread by the object
in which it has begun its execution. We use the type Thread thus as abbreviation
for the type Object. This identification is unique, since an object’s thread can
be started only once. During a method call, the callee thread receives its own
identity as an auxiliary formal parameter thread. Additionally, we extend the
auxiliary formal parameter caller by the caller thread identity, i.e., let caller be
of type Object x Int x Thread, storing the identities of the caller object, the calling
local configuration, and the caller thread. Note that the thread identities of caller
and callee are the same in all cases but the invocation of a start-method. The
run-method of the initial object is executed with the parameters (thread, caller)
having the values (g, (null, 0, null)), where «y is the initial object. The boolean
instance variable started, finally, remembers whether the object’s start-method
has already been invoked.

Syntactically, each formal parameter list @ in the original program gets ex-
tended to (#,thread, caller). Correspondingly for the caller, each actual parame-
ter list € in statements invoking a method different from start gets extended to
(€, thread, (this, conf, thread)). The invocation of the parameterless start-method
of an object ¢y gets the actual parameter list (ep, (this, conf, thread)). Finally, the
callee observation at the beginning of the run-method executes started := true.
The variables conf and counter are updated as in the previous section.

Remember that the caller observation of self-calls may not modify the in-
stance state, as required in Section 2.4. Invoking the start-method by a self-call
is specific in that, when the thread is already started, the caller is the only active
entity. In this case, it has to be the caller that updates the instance state; the
corresponding observation has the form x := if ey = thisA—started then x else e fi.

Since a thread calling a start method does not wait for return but continues
execution, the augmentation and annotation of such method invocations have
the form {p1} ep.start(€) {po}'c® (stm)'c? {ps}.

8 In Java an exception is thrown if the thread is already started but not yet terminated.
® The worked-off local configuration (o, T,€) is kept in the global configuration to
ensure that the thread of a cannot be started twice.
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Verification conditions Initial correctness changes only, in that the formal
parameters thread and caller get the initial values z and (null, 0, null). Local
correctness is not influenced by the new issue of concurrency. Note that local
correctness applies now to all concurrently executing threads.

The interference freedom test Interference of a single thread under its own exe-
cution remains the same as for the sequential language. However, we additionally
have to deal with invariance of properties of a thread under the execution of a
different thread. Note that assertions at auxiliary points do not have to be shown
invariant. Again, to distinguish local variables of the different local configura-
tions, we rename those of the assertion which we show to be invariant.

An assertion ¢ at a control point has to be invariant under an assignment 3/ :=
€ in the same class only if the local configuration described by the assertion is not
active in the computation step executing the assignment. If ¢ and ¢ := € belong
to the same thread, i.e., thread = thread’, then we have the same antecedent as for
the sequential language. If the assertion and the assignment belong to different
threads, interference freedom must be shown in any case except for the self-
invocation of the start-method: The precondition of such a method invocation
cannot interfere with the corresponding observation of the callee. To describe
this setting, we define self start(q, := €) by caller = (this, conf’, thread’) iff ¢ is
the precondition of a method invocation ej.start(€) and the assignment is the
callee observation at the beginning of the run-method, and by false otherwise.

For the example of Fig. 4, both ps and p4, describing a thread different from
the executing one, have to be invariant under the assignment. Also p7 has to be
invariant, if the assignment does not observe return. The assertion pg does not
have to be invariant, where satisfaction of pg after execution is assured by local
correctness. We don’t have to show invariance of py, ps, ps, and pg, since they
describe objects different from the one in which the assignment is executed.
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Fig. 4. Interference between threads
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Definition 6 (Interference freedom). A proof outline is interference free,
if the conditions of Definition 3 hold with waits_for_ret(q,y := €) replaced by

. L d . L
interleavable(q, 7 := €) ““J thread = thread’ — waits_for_ret(q, ¢ := €) A
thread # thread’ — —self start(q, i/ := €) .

Ezample 14. Assume an assignment {p} stm in an annotated method m of ¢, and
an assertion ¢ at a control point in the same method, which is not waiting for
return, such that both p and g imply thread = this. L.e., the method is executed
only by the thread of the object to which it belongs. Clearly, p and ¢ cannot
be simultaneously reached by the same thread. For invariance of ¢ under the
assignment stm, the antecedent of the interference freedom condition implies
p A ¢ Ainterleavable(q, stm). From p A ¢’ we conclude thread = thread’, and thus
by the definition of interleavable(g, stm) the assertion g should be at a control
point waiting for return, which is not the case, and thus the antecedent of the
condition evaluates to false.

The cooperation test The cooperation test for object creation is not influenced
by adding concurrency, but we have to extend the cooperation test for com-
munication by defining additional conditions for thread creation. Invoking the
start-method of an object whose thread is already started does not have com-
munication effects. The same holds for returning from a run-method, which is
already included in the conditions for the sequential language as for the termi-
nation of the only thread. Note that this condition applies now to all threads.

Definition 7 (Cooperation test: Communication). A proof outline satis-
fies the cooperation test for communication, if the conditions of Definition 4 hold
for the statements listed there with m # start, and additionally in the following
cases:

1. CALLggars: For all statements {p1} ep.start(€) {p2}° (ijy = &) {ps}
in class ¢ with ey of type ¢’, comm is giwen by Eo(z) = 2z’ A —z’.started,
where {qo} e (5jy = &) e {q3} stm;return is the body of the run-method
of ¢ having formal parameters @, and local variables U except the formal
parameters. The callee class invariant is qu = Io. Furthermore, feomm 1S
a,v = E(z), Init(¥), fobss 8 2.41 1= El(z), and fopse 18 2’45 = Eé(z’)

2. CALLz%’;t : For the above statements, the equations must additionally hold
with the assertion comm given by Ey(z) = 2’ A 2’.started, g2 = g3 = true, ¢
and fops; as above, and feomm and fopse are the empty statement.

4 Reentrant monitors

In this section we extend the concurrent language with monitor synchroniza-
tion. Again, we define syntax and semantics of the language Javasyncn , before
formalizing the proof system.
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As a mechanism of concurrency control, methods can be declared as syn-
chronized. Each object has a lock which can be owned by at most one thread.
Synchronized methods of an object can be invoked only by a thread which owns
the lock of that object. If the thread does not own the lock, it has to wait until
the lock gets free. A thread owning the lock of an object can recursively invoke
several synchronized methods of that object, which corresponds to the notion of
reentrant monitors.

Besides mutual exclusion, using the lock-mechanism for synchronized meth-
ods, objects offer the methods wait, notify, and notifyAll as means to facilitate
efficient thread coordination at the object boundary. A thread owning the lock
of an object can block itself and free the lock by invoking wait on the given ob-
ject. The blocked thread can be reactivated by another thread owning the lock
via the object’s notify method; the reactivated thread must re-apply for the lock
before it may continue its execution. The method notifyAll, finally, generalizes
notify in that it notifies all threads blocked on the object.

4.1 Syntax

Expressions and statements can be constructed as in the previous languages.
The abstract syntax of the remaining constructs is summarized in Table 9.

modif ::= nsync | sync
meth ::= modifm(u,...,u){ stm;returnexp,,,}
methwn ::= nsync run(){ stm;return }
methwair ::= nsyncwait(){ ?signal; returngeiock }
methnotity ::= nsync notify(){ !signal ; return }
methnotifyan ::= nsync notifyAll(){ !signal_all; return }
methpredef = methstart Methwait mEthnotify mEth’notifyAll
class ::= class c{meth...meth methwn methpredes }
classmain 1= class
prog = (class. . .class clasSmain)

Table 9. Javayn., abstract syntax

Methods get decorated by a modifier modif distinguishing between non-
synchronized and synchronized methods.'® In the sequel we also refer to state-
ments in the body of a synchronized method as being synchronized. Further-
more, we consider the additional predefined methods wait, notify, and notifyAll,
whose definitions use the auxiliary statements !signal, !signal_all, 7signal, and
returngetlock.u

10 Java does not have the “non-synchronized” modifier: methods are non-synchronized
by default.

1 Java’s Thread class additionally support methods for suspending, resuming, and
stopping a thread, but they are deprecated and thus not considered here.
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4.2 Semantics

The operational semantics extends the semantics of Javacon. by the rules of
Table 10, where the CALL rule is replaced. For synchronized method calls, the

m ¢ {start, run, wait, notify, notifyAll } modif m(@){ body } € Meth.

8= [[en]];(a)’T € Val“(0) 7= T,",'ffﬁ[ﬁ»—)[[?]]g(a)’T] (modif =sync) — —owns(T, B) c
ALL

(T U {€o(a,7,u:= eg.m(€); stm)},o) —>
(T U {€ o (a, 7, receiveu; stm) o (B, 7, body)}, o)

m € {wait, notify, notifyAll}

B=[elg7 € Val*(0)  ouns(€o (a,7,e.m(); stm), B)
CALLmonitor

(T'U {0 (a,T,e.m(); stm)}, o) —
(T U {€ o (a, 7, receive; stm) o (B, Tors, body,, .)},o)

—owns(T, B) RETURN
wait

(T'UA{€ o (o, 7, receive; stm) o (B, 7', retumesiock ) }, o) —>
(TU{¢o(a,T,stm)}, o)

SIGNAL

(T U {€o (a,T,signal; stm)} U {¢' o (o, 7/, ?signal; stm’)}, o) —
(TU{¢o (a,T,stm)} U{E o (a,7',stm)}, o)

wait(T,a) = 0
- - SIGNALskip
(T U{Eo (o, T, signal; stm)},0) — (T U {{ o (e, T, stm)}, 0)
T = signal(T, «
gnal(T’ o) SIGNALALL

(T U {€ o (a,,signalall; stm)}, 0) — (T U {€ o (a, T, stm)}, )

Table 10. Javasy,., Operational semantics

lock of the callee object has to be free or owned by the executing thread, as
expressed by the predicate owns, defined below.

The remaining rules handle the semantics of the monitor methods wait, notify,
and notifyAll. In all three cases the caller must own the lock of the callee ob-
ject (rule CALLponitor). A thread can block itself on an object whose lock it
owns by invoking the object’s wait-method, thereby relinquishing the lock and
placing itself into the object’s wait set. Formally, the wait set wait(T,«) of
an object is given as the set of all stacks in T" with a top element of the form
(a, 7, ?signal; stm). After having put itself on ice, the thread awaits notification by
another thread which invokes the notify-method of the object. The !signal state-
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ment in the notify-method thus reactivates a non-deterministically chosen single
thread waiting for notification on the given object (rule SIGNAL). Analogously to
the wait set, the notified set notified(T, ) of « is the set of all stacks in 7" with
top element of the form (a, 7, returngesock), i.e., threads which have been noti-
fied and are trying to get hold of the lock again. According to rule RETURN 4,
the receiver can continue after notification in executing returngesocr only if the
lock is free. Note that the notifier does not hand over the lock to the one being
notified but continues to own it. This behavior is known as signal-and-continue
monitor discipline [12]. If no threads are waiting on the object, the Isignal of
the notifier is without effect (rule SIGNALgg;p). The notifyAll-method generalizes
notify in that all waiting threads are notified via the !signal_all-broadcast (rule
SIGNALALL). The effect of this statement is given by defining signal(T, «) as
(T \ wait(T, o)) U{&o (B,T,stm) | £ o (B, T, Isignal; stm) € wait(T, o)}

Using the wait and notified sets, we can now formalize the owns predicate: A
thread £ owns the lock of 5 iff £ executes some synchronized method of 5, but not
its wait-method. Formally, owns(T, ) is true iff there exists a thread £ € T" and
a (8,7, stm) € £ with stm synchronized and & ¢ wait(T, 8) U notified(T, 3). The
definition is used analogously for single threads. An invariant of the semantics
is that at most one thread can own the lock of an object at a time.

4.3 The proof system

The proof system has additionally to accommodate for synchronization, reen-
trant monitors, and thread coordination. First we define how to extend the
augmentation of Java,on., before we describe the proof method.

Proof outlines To capture mutual exclusion and the monitor discipline, the
instance variable lock of type Thread x Int stores the identity of the thread who
owns the lock, if any, together with the number of synchronized calls in its call
chain. The initial lock value free = (null,0) indicates that the lock is free. The
instance variables wait and notified of type list(Thread X Int) are the analogues of
the wait- and notified-sets of the semantics and store the threads waiting at the
monitor, respectively those having been notified. Besides the thread identity, the
number of synchronized calls is stored. In other words, these variables remember
the old lock-value prior to suspension which is restored when the thread becomes
active again. All auxiliary variables are initialized as usual. For values thread of
type Thread and wait of type list(Thread x Int), we will also write thread € wait
instead of (thread,n) € wait for some n. If the order of the elements of a sequence
is not relevant, we apply also set theoretical operations to them.

Syntactically, besides the augmentation of the previous section, the callee
observation at the beginning and at the end of each synchronized method body
executes lock := inc(lock) and lock := dec(lock), respectively. The semantics of
incrementing the lock [inc(lock)]z7"" is (7 (thread), n+1) for o,,,, (lock) = (o, n).
Decrementing dec(lock) is inverse: [dec(lock)]z™"" with o, (lock) = (a,n) is
(ayn —1)if n > 1, and free otherwise.
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Instead of the auxiliary statements of the semantics, notification is repre-
sented in the proof system by auxiliary assignments operating on the wait and
notified variables. That means, the auxiliary 7signal, !signal, and !signal_all state-
ments get replaced by auxiliary assignments'? Entering the wait-method gets
the observation wait, lock := wait U {lock}, free; returning from the wait-method
observes lock, notified := get(notified, thread), notified\{ get(notified, thread)}. For
a thread a € Val"™®? and a list notified € Val"st{(ThreadxInt), get(notified, a)
retrieves the value (a,n) from the list. The semantics assures uniqueness of
the association. The !signal statement of the notify-method is represented by
the auxiliary assignment wait, notified := notify(wait, notified), where the value
notify (wait, notified) is the pair of the given sets with one element, chosen nonde-
terministically, moved from the wait into the notified set; if the wait set is empty,
it is the identity function. Finally, the !signal_all statement of the notifyAll-method
is represented by the auxiliary assignment notified, wait := notified U wait, ().

Verification conditions Initial and local correctness agree with those for
Javacone. In case of notification, local correctness covers also invariance for the
notifying thread, as the effect of notification is captured by an auxiliary assign-
ment.

The interference freedom test Synchronized methods of a single object can be
executed concurrently only if one of the corresponding local configurations is
waiting for return: If the executing threads are different, then one of the threads
is in the wait or notified set of the object; otherwise, both executing local con-
figurations are in the same call chain. Thus we assume that either not both the
assignment and the assertion occur in a synchronized method, or the assertion
is at a control point waiting for return.'3

Definition 8 (Interference freedom). A proof outline is interference free,
if Definition 6 holds in all cases, such that either not both p and q occur in a
synchronized method, or q is at a control point waiting for return.

For notification, we require also invariance of the assertions for the notified
thread. We do so, as notification is described by an auxiliary assignment executed
by the notifier. That means, both the waiting and the notified status of the
suspended thread are represented by a single control point in the wait-method.
The two statuses can be distinguished by the values of the wait and notified
variables. The invariance of the precondition of the return statement in the wait-
method under the assignment in the notify-method represents the notification
process, whereas invariance of that assertion over assignments changing the lock

12 In Java, the implementation of the monitor methods are syntactically not included
in class definitions. Their augmentation and annotation can be specified by special
comments.

13 This condition is not necessary for a minimal proof system, but reduces the number
of verification conditions.



38

represents the synchronization mechanism. Information about the lock value will
be imported from the cooperation test as this information depends on the global
behavior.

Example 15. This example shows how the fact, that at most one thread can own
the lock of an object, can be used to show mutual exclusion. We use the assertion
owns(thread, lock) for thread # null A thread(lock) = thread, where thread (lock)
is the first component of the lock value. Let furthermore free_for(thread, lock) be
thread # null A (owns(thread, lock) V lock = free).

Let g, given by owns(thread, lock), be an assertion at a control point and let

{p}7eall (stm) el with p = free_for(thread, lock) be the callee observation at the
beginning of a synchronized method in the same class. Note that the observation
stm changes the lock value. The interference freedom condition =, {p A ¢’ A
interleavable(q, stm)}stm{q’} assures invariance of ¢ under the observation stm.
The assertions p and ¢’ imply thread = thread’. The points at p and ¢ can be
simultaneously reached by the same thread only if ¢ describes a point waiting for
return. This fact is mirrored by the definition of the interleavable predicate: If ¢
is not at a control point waiting for return, then the antecedent of the condition
evaluates to false. Otherwise, after the execution of the built-in augmentation
lock := inc(lock) in stm we have owns(thread, lock), i.e., owns(thread’, lock), which
was to be shown.

The cooperation test We extend the cooperation test for Java .o, with synchro-
nization and the invocation of the monitor methods. In the previous languages,
the assertion comm expressed, that the given statements indeed represent com-
municating partners. In the current language with monitor synchronization, com-
munication is not always enabled. Thus the assertion comm has additionally to
capture enabledness of the communication: In case of a synchronized method in-
vocation, the lock of the callee object has to be free or owned by the caller. This
is expressed by z’.lock = free Vthread(2’.lock) = thread, where thread is the caller
thread, 2z’ is the callee object, and where thread(z’.lock) is the first component
of the lock value, i.e., the thread owning the lock of 2’. For the invocation of
the monitor methods we require that the executing thread is holding the lock.
Returning from the wait-method assumes that the thread has been notified and
that the callee’s lock is free. Note that the global invariant is not affected by the
object-internal monitor signaling mechanism, which is represented by auxiliary
assignments.

Definition 9 (Cooperation test: Communication). A proof outline sat-
isfies the cooperation test for communication, if the conditions of Definition 7
hold for the statements listed there with the exception of the CALL-case, and
additionally in the following cases:

1. CALL: For all statements {p1 } trer := eo.m(€) {pa2} ' (ify := &) 'c {pz}rat

(or such without receiving a wvalue) in class ¢ with ey of type ¢, where
method m ¢ {start, wait, notify, notifyAll} of ¢ is synchronized with body
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{go} 7edll(ify = &) 7l g3} stm;return e, formal parameters i, and lo-
cal variables U except the formal parameters. The callee class invariant is
q1 = Io. The assertion comm is given by Eg(z) = 2’ A (2/.Jlock = free V
thread(z’.lock) = thread). Furthermore, feomm is @,V = E(z), Init(7), fobsi
is given by 2.7 == E1 (2), and fopse is 2.4 == E&(z’) If m is not synchro-
nized, z'.lock = free V thread(z’.lock) = thread in comm is dropped.

2. CALLmonitor: For m € {wait, notify, notifyAll}, comm is given by Ey(z) =
z" A thread(z’.lock) = thread.

3. RETURN yqit:  For {qi} return gesock {g}ret (G5 = &)™ {g3} in a wait-
method, comm is Eo(z) = 2 A’ = E(2) Az lock = freeAthread’ € 2’.notified.

Example 16. Assume the invocation of a synchronized method m of a class c,
where m of ¢ has the body (stm)?°®! {thread(lock) = thread} stm/; return. Note
that the built-in augmentation in stm sets the lock owner by the assignment
lock := inc(lock). Omitting irrelevant details again, the cooperation test requires
=g {true}z’.lock := inc(2’.lock){thread(z’.lock) = thread’}, which holds by the
definition of inc.

5 Exception handling

In this section we extend the previous language with exception handling. Again,
we define syntax and semantics of the language Javae,., before formalizing the
proof system.

5.1 Syntax

We introduce additional statements for exception throwing and handling, as
shown in Table 9. The abstract syntax of the remaining constructs is as for the
previous language.

stm = x:
| u:=emf(e,...,e)|emle,...e)
| throw e | try stm catch (cu) stm ... catch (cu) stm finally stm yrt
| €| stm;stm | if ethen stm else stm fi | whileedo stmod. ..

Table 11. Javae,. abstract syntax
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7' = Tlexcr T(exc) o null]
Try

(T'U {¢o (a,,try stmo; catch (¢ u1) stmi . .. ;catch (cn un) stmy, finally stmp41 yrt; stm’)}, o) —

(T U{€o(a,7', stmo;catch(c1ur) stmy .. .;catch (¢, un) stmy, finally stmp1 yrt; stm’)}, o)

0<n
FINALLY

(T'U {0 (a,T,catch (c1u1) stmy ... ;catch (cn un) stmy finally stma 1 yrt; stm)}, o) —

(T'U{¢o (a,T, stmny1yrt; stm)}, o)

T(exc) = Boo...0 By o PBri1 7' = tlexc o o ... 0 Bi][top > Br1]

if 7/ (top) = null then stm’ = stm else stm’ = throw top; stm fi

(T U{€o (a,7,yrt; stm)},0) — (T U {0 (a, 7, stm’)}, 0)

YRT

Table 12. Javac,. Operational semantics (1)

5.2 Semantics

Exceptions allow a special form of error handling: If something unexpected or
unallowed happens, the executing thread may throw an exception, which is an
object of an arbitrary'* type. The empty reference cannot be thrown.'® If an
exception has been thrown by a thread, then the normal flow of control gets
interrupted, and control tries to find the “nearest” exception handler handling
exceptions of the given type, as explained below.

The operational semantics extends the semantics of Javasyncn by the rules of
the Tables 12 and 13, covering exception handling. In the semantics of exception
handling we add the type Object as the supertype of all classes. Note that no
objects of type Object can be created, thus preserving monomorphism.

Throwing and catching exceptions are syntactically represented by throw
statements and by try-catch-finally blocks. During the execution of a try-catch-
finally block try stmg catch (c1 uy) stmy .. .; catch (¢, uy) stmy, finally stm,, 11 yrt, the

corresponding local configuration contains an “open” try-construct like e.g. stmg; catch (c1 u1) stms . . .; catch (¢,

(rule TRY). We call such blocks also statements, even if they are no statements
in a strong syntactical sense.'® Statements in which no such open try blocks
occur are called try-closed.

The semantics uses the local variable exc of types list Object with initial value
€, to store thrown but not yet caught exceptions. In nested try-catch-finally
statements, each try-catch-finally statement has its own element in the sequence
exc which is used to remember if there is an exception throw in that block which
is not yet caught; a null-reference means the absence of such an exception. The

14 In Java only objects extending Throwable may be thrown.
5 In Java, a NullPointerException is thrown in this case.
16 Note that for example catch (c2 u2) stms is not a statement.
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stm is try-closed stm’ = catch (c1 u1) stm . . .; catch (¢, un) stmy, finally stmni1 yrt
1<i<n [[e]]g(a)’T € Val® V1<j<i. [[e]]g(a)”— ¢ Val®

7 = rlus —[e] 27
THROW

(T U {€ o (a, 7, throw e; stm; stm’; stm”’ )}, 0) —

(T U {€o (a, 7', stmy; finally stmpy1yrt; stm”)}, o)

stm is try-closed stm’ = catch (c1 uy) stmy . .. ;catch (cn un) stmy, finally stmg, 1 yrt
|[e]]g(0‘)’T # null 0<n Vi<i<n. [[e]lg(a)’T ¢ Val®

7(exc) = o o...0 Bk o Prt1 7' =T[excrBoo...0 Bk o [@]]g(“)‘]
THROW2

(T U {€ o (a, 7, throw €; stm; stm’; stm”)}, o) —

(T U{€o (a, 7', stmni1yrt; stm”)}, o)

stm is try-closed
[l £ null T(exc) = Boo...0 Bk o Brt1 7' = 7lexc foo...0 B o [e] 2]

(T U {€ o (o, 7, throw ¢; stm yrt; stm’)}, o) — (T U {€ o (a, 7/, yrt; stm/)}, o)

THROW3

stm' is try-closed [[e]lg(@)”'/ # null 7" = 7[top H[[e]]g(m’T,]
THROW4
(T U {€ o (o, T, receive uret; stm) o (B, 7', throw ¢; stm’)}, o) —
(T' U {€ o (a, 7", throw top; stm)}, o)
stm is try-closed [e]5)™ £ nuil
THROWS5

(T U {(a, 7, throw e; stm;return)}, o) — (T U {(c, 7, return)}, o)

Table 13. Javac,. Operational semantics (2)

additional variable top of type Object is used to store the value of an exception
which should be rethrown.

Entering a try-catch-finally block appends a null-reference to the value of exc,
expressing that there is no thrown but not yet caught exception in that block
(cf. rule TRY).

The execution of a try-catch-finally block consists of the execution of the
try statement until an exception is thrown or the try statement terminates. If
an exception is thrown, and if there is a corresponding catch-clause handling
exceptions of the given type, then this catch-clause (cf. rule THROW;) and the
finally clause (cf. rule FINALLY with n = 0) get executed. Otherwise, if no excep-
tions have been thrown (cf. rules FINALLY) or if there is no corresponding catch
clause (cf. rule THROW?2), then the finally clause gets executed. Also throwing an
exception in a catch-clause (cf. rule THROW2 with n = 0) causes the control to
move to the finally block. Throwing an exception in the finally-clause overwrites
exceptions thrown in the try- or catch-clauses (cf. rule THROW3).
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Exiting a try-catch-finally block removes the last element of exc and stores
it in the variable top (cf. rule YRT). If the value of top is different from the null
reference, i.e., if there was a thrown but not caught exception in the block, then
the exception gets rethrown.

Throwing an exception outside try-catch-finally blocks causes the control to
return to the caller, and to rethrow the exception there (cf. rule THROW,). For
run-methods, throwing such an exception terminates the executing thread (cf.
rule THROWs).

If, due to a thrown exception, control returns to the caller, and if the callee
local configuration is the only one in the stack which executes a synchronized
method of the callee object, then its termination gives the lock free like nor-
mal termination. This happens after evaluating the corresponding finally clause
within the method, if any. Note that returning from a method due to exception
handling does not hand over the return value as specified in the return statement.

5.3 The proof system

The proof system has to accommodate additionally for exception handling. First
we define how to extend the augmentation of Javasyncn, before we describe the
proof method.

Proof outlines We extend the local and the global assertion language with
assertions of the form hastype(e, c) and hastype(FE, ¢), respectively, which state
that the value of e respectively E is of type c¢; we need this construct to be
able to express which type of expression has been thrown. Remember that the
programming language is monomorph, and thus the association is unique.
Furthermore, we extend the syntax of augmentation and annotation of the
previous section to exception throwing and handling statements. Augmentation
and annotation for exception throwing via the throw statement is of the form

{po} throwu {p:}""" (5 := &)™ {pa} .

Exception throwing and its observation are executed in a single computation
step, in this order. The assertion pg is the precondition of the throw statement.
Note that the control point annotated by the postcondition ps is not reachable.
The assertion p; describes the auxiliary point directly after exception throwing
and before its observation y := €.

Furthermore, we extend the augmentation and annotation of method call
statements, in order to logically capture the control flow if control returns to the
caller due to an exception, which gets rethrown:

{po} Cu= eo.m(8) {p1}/e  (ify := & )leall
{p2}walt {p3}?ret <y—»4 — _,4> 2ret
{p4}ea;c {p5}rethr0w <—*thr = é’thr>'reth'row

{pe} -
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Again, after control returns but before the corresponding observation the as-
sertion p3 should hold. If control returns due to an exception, the assertion py
should hold after the observation. In this case the exception has to be rethrown;
ps describes the state directly after rethrowing the exception in top prior to its
observation %y := €wnr. Note that this observation does not have a postcon-
dition, because the control point after the observation is not reachable. Note
furthermore that only po, p2, ps4, and pg annotate a control points. If control
returns due to normal method termination, the assertion pg should hold after
the observation gy = éy.

The augmentation and annotation of try-catch-finally statements is of the
form

{po}  try {pa 3 (Gory 1= Gy)™  {p2} stmuy; {p3}
catch(cy uy) {pa} stm1; {ps}
catch(cy, uy,) {p4} stmn; {ps}
finally {pe} stmni1 {p7}
yrt {pS}yTt <gyrt = gyrt>yrt

{pg}emc {plo}rethrow <37thr = é‘thr>rethr0w

{Pll} .

The assertion pgy is the precondition of the try-catch-finally block. The asser-
tion p; should hold after entering the try-block and before the corresponding
observation gy := €y, where the assertion ps describes the control point after
observation, and p3 is the postcondition of the whole try-block. The pre- and
postconditions of the first and of the last catch blocks are ps and ps respectively
p} and pi. The finally block has the pre- and postconditions pg and p7. After
exiting the finally block, ps should hold prior to the observation ¢ := € of
exiting. If there is an exception to be rethrown, the assertion pg is required to
hold after the observation of yrt, p1g should hold after rethrowing and prior to its
observation ¢ih, 1= €wnr. Again, this observation does not have a postcondition,
because the control point after the observation is not reachable. Note that pq,
ps, and p1g annotate auxiliary points. If there is no exception to be rethrown,
the assertion p1; should hold after exiting the finally-block and executing the
corresponding observation.

Remember that the local variable exc of type list Object with initial value
€ stores the thrown but not yet caught exceptions in nested try-catch-finally
blocks. The variable top stores the value of an exception to be rethrown. We use
the assertion thrown as a shortcut for tail(exc) # null, where the function tail(v)
gives the last element of the sequence v. We use also the function head(v) which
returns the sequence v without its last element!'”. Note that the variables exc
and top are local. In the concurrent setting, all threads have their own exception
mechanism, which are independent of each other.

The augmentation for the built-in auxiliary variable lock gets extended to
capture the case when a thread terminates the execution of a synchronized

17 These functions are applied to non-empty sequences only.
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method due to a thrown exception: We additionally observe each throw state-
ment outside try-catch-finally blocks in a synchronized method by the assign-
ment lock := dec(lock).

Since the global invariant should describe object-external behavior, we re-
quired that instance variables occurring in the global invariant may be changed
by observations of communication or object creation only. Since the execution
of throw statements outside try-catch-finally blocks cause the control to move to
the caller, i.e., its effect is also object-external, the observations of such throw
statements may also change the values of instance variables referred to in the
global invariant.

Verification conditions Initial correctness and interference freedom agree with
those for Javasyncn. Note that exception throwing and handling do not modify
instance states. Invariance under their observations, which are multiple assign-
ments, is already included in the interference freedom test conditions of the
previous section.

Local correctness Additionally to the local correctness conditions of the previ-
ous section, we introduce new conditions to cover the control flow of exception
handling.

Entering a try block pushes an empty reference on the exception stack (cf.
rule TRY); thus the precondition of a try-catch-finally statement should imply
the precondition of the try block after entering the block and executing the
observation of the try keyword as stated in Condition (11). Furthermore, the
precondition of the observation should hold directly after entering the block,
prior to the observation, as formalized in Condition (10).

If no exceptions has been thrown in a try or in a catch block, then after ter-
mination of the block execution continues in the finally block (cf. rule FINALLY);
the postcondition of each try and catch block should imply the precondition of
the finally block, as required by Condition (12).

Exiting the finally block (cf. rule YRT) is covered by the Conditions (13)-
(15). Condition (13) assures that py holds after exiting the finally block but
before its observation. Remember that in case of a thrown but not yet caught
exception the exception is stored in the variable top, and becomes rethrown after
the block; in this case the assertion peyc is required to hold after the observation
of yrt and prior to rethrowing, as stated in Condition (15). If no exceptions must
be rethrown, Condition (14) assures that the assertion p’ is satisfied after the
termination of the try-catch-finally block.

If an exception has been thrown in a try block (cf. rules THROW; and
THROW2), then the precondition of the throw statement must imply the pre-
condition of the corresponding catch block, if any, after throwing and its ob-
servation, and the precondition of the finally block otherwise; these cases are
covered by the Conditions (17) and (19). Satisfaction of the preconditions of
the corresponding observations is covered by the Conditions (16) and (18). The
conditions for exception throwing in a catch block, in a finally block, or outside
try-catch-finally blocks in run methods are modifications of the above conditions.
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Remember that if an exception is thrown but not yet caught, the execution
will not continue after the try-catch-finally block, but move to the next outer try-
catch-finally block or to the caller configuration. The latter (cf. rule THROW,)
is covered by the conditions of the cooperation test for exception handling.

Definition 10 (Local correctness: Exception handling). A proof outline
is locally correct under exception handling, if for all statements stm of the form

{p} try {ptry}try <thry = gtry>try {pO} StMiry; {p6}
catch(ey up) {p1} stmy; {p}}
catch(cn un) {pn} stmn; {p,}
finally {pin} stmen {Df}
yrt {pyrt}yrt <?7yrt = gyrt>yrt

{pexc}ezc {pthr}rethrow <?7thr = é’thr>rethrow

'},

and for all 0 < i < mn,

=r {p} exc :=exconull {pu}, (10)
Ec {p} exc := exconull; Gy == €y {P0}, (11)
Fc p; = Dhin s (12)
= {Pfin} exc, top := head(exc), tail(exc) {py} , (13)
= {pan A tail(exc) = null} exc, top := head(exc), tail(exc); ¥y := én {p'}, (14)
= {Phin A tail(exc) # null} exc, top := head(exc), tail(exc); Hyrt := Ert {Pexc} (15)

and for all statements {qo} throw e {q; }?h"o% (i := &)th"°% in stmy,, which do not
occur in an inner try-catch-finally block inside stmyy, and for all 1 <i < mn,

=2 {qo A e # null A hastype(e, ¢;) AV1 < j < i.—hastype(e, c;)} (16)
U; ‘= €
{Q1}7

Ez {qo A e # null A hastype(e, ¢;) AV1 < j < i.—hastype(e, ¢;)} (17)

uj =€, Y:=¢€
{pi}v
=5 {go N e #null AV1 < j < n.—hastype(e, c;)} (18)
exc := head(exc) o e

{(h} )

Er {go AN e #null AV1 < j < n.—hastype(e, c;)} (19)
exc:= head(exc)oe; §:=¢€
{pfin} .

For statements {qo} throw e {q, }!"°v (5 := &)™ in catch blocks, (18) and
(19) are required to hold without the antecedent V1 < j < m.—hastype(e, ¢;). For
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throw statements in finally blocks, (18) and (19) should hold without the above
antecedent and with psn Teplaced by pg,,. The above conditions (16)-(19) should
hold also for statements of the form {qo}e* {q,}7ethow (i := g)rethrow —yhere
the expression e in the conditions is replaced by top. Finally, for statements
of the form {qo} throw e {q; }?"° (i := &)™ outside try-catch-finally blocks
in a run-method with body stm';return, (18) and (19) should hold without the
above antecedent, with ps, replaced by pre(return), and without the update of
exc. The above conditions must hold also for all statements {qo} {q1 }7*™""°" (i :=
gyrethrow “yshere the expression e in the conditions is replaced by top.
The cooperation test To cover exception handling, we extend the cooperation test
conditions for Javasync, with additional conditions, collected in the cooperation
test for exception handling. The cooperation test for exception handling covers
exception throwing if it is not in the scope of any try-catch-finally block, i.e., if
it causes the control to return to the caller configuration.

Assume a method call and a throw statement outside any try-catch-finally
block in the invoked method:

caller: upe; 1= eg.m(€) ... {p1}** {pa} et (g4 = &)t {ps}e=© ...
callee: o Aat throw e {go} 10w (ify := &) throw

We assume that the global invariant, the precondition ¢; of the throw statement,
and the assertion p; of the caller at the control point waiting for return hold
prior to exception throwing. Exception throwing communicates the identity of
the thrown exception. Directly after exception throwing, the preconditions po
and ¢y of the corresponding observations must hold, as required by Condition
(20) of the cooperation test below. After the throw statement, its observation,
and the observation of the caller have been executed, the global invariant and
the postcondition ps of the caller observation is required to hold, as formalized
in Condition (21). Note that the control point after the callee observation is not
reachable, thus the assertion at this point is not required to hold.

Let the fresh logical variables z and 2z’ denote the caller respectively the
callee object. Since these objects are in general different, the cooperation test is
formulated in the global language. Local assertions are expressed in the global
language using the lifting substitution. For example, the assertion p; of the
caller is expressed on the global level by Pj(z) = p1[z/this]. To distinguish local
variables of caller and callee, we rename those of the callee; the result we denote
by primed variables, expressions, and assertions. For example, to reason about
¢1 in the cooperation test we rename all local variables in ¢; resulting in ¢,
where Q(z') = ¢1[#'/this] is ¢} expressed in the global language.

That the identity of the thrown exception is stored in the local variable top
of the caller is represented by the assignment top := E’(z2’). The callee and
the caller observations are represented by the assignments z’.g% = Eé(z’ ) and
2.4 = E4(z), respectively. Note that if the invoked method is synchronized,
than the observation 2’7 := Ej(z') decrements the value of the lock of z’ by
the built-in augmentation.
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We use the assertion comm to express that the local configurations described
by p1 and ¢; are indeed communication partners: By Ey(z) = 2z’ we require that
the value of 2’ is indeed the callee object of the invocation ey.m(€). Remem-
ber that method call statements must not contain instance variables, and that
formal parameters must not be assigned to. That means, the values of ey, and
the values of the formal and actual parameters do not change during method
evaluation. The assertion @ = E(z) states that the values of the formal and
of the actual parameters agree, which implies that the primed built-in auxiliary
formal parameter caller’ of the callee stores (z, conf, thread) identifying the caller.
Le., the assertion Eo(z) = 2/ A @ = E(z) assures that the local configurations
are in caller-callee relationship. Furthermore, E'(2’) # null expresses that the

exception to be thrown is not the null reference, i.e., that exception throwing is
enabled.

Definition 11 (Cooperation test: Exception handling). A proof out-
line satisfies the cooperation test for exception handling, if for all statements
Urer = €g.m(€) (stm)call {py 1 wait {p L fret (i = &) et {p3} e (or such with-
out recewing a value) occurring in class ¢ with m # start and ey of type ¢, and
for all {q1} throw e {g2} 0% (i3 := &) in m(@) of ¢’ which are not inside
any try-catch-finally statement,

Eg {GI A Pi(2) AN QY (2') A comm} (20)
top := ’( )
{P2(z) NQ4H(2")} and
Eg {GI A Pi(z) NQ}(2") A comm} (21)
top := E'(2'); 2.0 = E4(2); 2.4 = Eu(z)
{GI A Ps(2)}

must hold with distinct fresh logical variables z € LVar® and 2’ € LVarCl, and
with comm given by Eg(z) = 2/ A = E(2) AE'(2) # null A z # null A 2/ # null.

Furthermore, the same conditions must hold also for statements of the form
{q1}e%¢ {ga}Tethmow (i3 := &3)"thv ynder the same requirements, where e in the
conditions is replaced by top.

Example 17. In the proof outline below, the main class Inc offers a method inc,
which increases the value of the instance variable z, if its value is not 100, and
throws an exception of type E, otherwise. Thus the first 100 invocations of inc
will increase x, and each further invocation throws an exception.

The run method of the class calls inc in an infinite loop. Control can exit
this loop only if an exception has been thrown. The proof outline satisfies the
conditions of the proof system, and thus assures that, if the run method termi-
nates, then = has the value 100. Unspecified assertions are by definition true. The
built-in augmentation is not listed in the code. We explicitly define the instance
and local variables in Java-style.



48

class Inc{

int x;
public void run(){
try {

while (true) {
inc () {xz = 100 A hastype(ezc, E) }**°
} {false}
}

catch (E w){ {z =100} }

finally{ {z =100} } {z = 100}°** {z = 100}

return; }

public synchronized void inc(){

E v;

if (x==100) { {z =100}
v = new EQ); {z =100 A hastype(v, E) }
throw v; {false}

} {z # 100}

x = x+1;

return; }

}

class E{...}

We only deal with the conditions for exception throwing and handling. The
conditions for assertions which are by definition true are trivial. For the only
try-catch-finally block, Condition (12) yields

. false — (z = 100)

for ¢ = 0 and
Er (z =100) — (z = 100)

for ¢ = 1. Condition (14) for exiting the block states
. {z = 100} exc, top := head(exc), tail(exc) {z = 100} .

For re-throwing after the method call in the run method, the local correctness
Condition (17) requires

=, {x = 100 A hastype(top, E)} u := top {x = 100} .

The antecedent of Condition (19) leads to a type contradiction. Rethrowing an
exception after the try-catch-finally block terminates the given thread. The local
correctness Condition 19 requires

(x =100 A top # null) — (z = 100)

for this case.

The throw statement in the inc method is outside any try-catch-finally
blocks, thus we have to apply the cooperation test to show inductivity. Con-
dition 21 assures validity of the postcondition of the caller by the requirement

Eg {(z.x =100 A hastype(v', E)) Az = 2" Av' # null A 2 # null A 2’ # null}
top := v'; 2'.lock := dec(z’.lock) {z.z = 100 A hastype(top, E)} .
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6 Weakest precondition calculus

The verification conditions of the previous sections were formulated as standard
Hoare-triples. In this section we define their formal semantics, given by means
of a weakest precondition calculus. To do so, first we introduce substitutions
in Section 6.1, before re-formulating the verification conditions for Javae;. in
Section 6.2 to logical implications, using the substitutions. The proofs of the
lemmas in this section can be found in Appendix A.

6.1 Substitution operations

The verification conditions defined in the next section involve three substitution
operations: the local, the global, and the lifting substitution. The lifting substi-
tution is already defined in Section 2.3. The local substitution will be used to
express the effect of assignments in local assertions. The global substitution is
used similarly for global assertions.

The local substitution p[€/y] is the standard capture-avoiding substitution,
replacing in the local assertion p all occurrences of the given distinct variables
by the local expressions €. We apply the substitution also to local expressions.
The following lemma expresses the standard property of the above substitution,
relating it to state-update. The relation between substitution and update for-
mulated in the lemma asserts that p[€/y] is the weakest precondition of p wrt.
to the assignment ¢/ := €. The lemma is formulated for assertions, but the same
property holds for expressions.

Lemma 3 (Local substitution). For arbitrary logical environments w and
instance local states (0,4, T) we have

OJ, Uinst? T ):l: P[g/m Zﬁ W, Uinst [g’%ﬂé]](zﬂmuﬂ—]? T[g’_)ﬂé‘]]zvgms“‘r] ':[: p °

The effect of assignments is expressed on the global level by the global substi-
tution P[E/z.7), which replaces in the global assertion P the instance variables
Z of the object referred to by z by the global expressions E. To accommodate
properly for the effect of assignments, though, we must not only syntactically
replace the occurrences z.x; of the instance variables, but also all their aliases
E'.x;, when 2z and the result of the substitution applied to E’ refer to the same
object. As the aliasing condition cannot be checked syntactically, we define the
main case of the substitution by a conditional expression [11]:

(E'.x;)[E/2z.@] = (if E'|E/2.&] = 2 then E; else (E'[E/z.7]).x; fi) .

The substitution is extended to global assertions homomorphically. We will also
use the substitution P[E /z.4) for arbitrary variable sequences  possibly con-
taining logical variables, whose semantics is defined by the simultaneous substi-
tutions [E,/z.7] and [E, /4], where & and @ are the sequences of the instance
and logical variables'® of 3, and E, and E, the corresponding subsequences of

18 Local variables are viewed as logical ones in the global assertion language.
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E and [E, /@) is the usual capture-avoiding substitution like in the local substi-
tution; if only logical variables are substituted, we simply write P[E/i]. That
the substitution accurately catches the semantical update, and thus represents
the weakest precondition relation, is expressed by the following lemma:

Lemma 4 (Global substitution). For arbitrary global states o and logical
environments w referring only to values existing in o we have

w,o =g PIE/24) iff W' o' =g P,

where w' = w[ﬁH[Eﬂgn] and o’ = U[[[Z]]gqg'_)[[ﬁ]]ga}

6.2 Verification conditions

In the local verification conditions, the effect of an assignment 3 := € is ex-
pressed by substituting € for 4/ in the assertions. In the global conditions of the
cooperation test, the effect of communication, changing local states only, is ex-
pressed by simultaneously substituting the variables, which will store the result,
by the communicated values. I.e., for the case of method call, the formal pa-
rameters get replaced by the actual ones expressed in the global language. The
effect of the caller observation (7 := &)/°® to a global assertion P is expressed
by the substitution P[E(z)/z.7], where z represents the caller. The effect of the
callee-observation is handled similarly. Note the order: first communication takes
place, followed by the sender, and then the receiver observation. To describe the
common effect, we first have to substitute for the receiver, then for the sender
observation, and finally for communication. For method call, we additionally
have to substitute for the initialization of the local variables.

For readability, in the following definitions we will use the notation p o f
with f = [€/¢] for the substitution p[€/¢]; we use a similar notation for global
assertions. Note that the substitution binds stronger than logical operators.

Definition 12 (Initial correctness). A proof outline is initially correct, if
g InitState(z) A (V2'. 2 = nullvz =2') — (22)
PQ(Z) © finit A (GI A P3(Z) A Ic(z)) o fobs o finit )

—

where ¢ is the main class, {p2} c™ (ify 1= &) 74 {p3} stm;return is the body and
T the local variables of the run-method of ¢, z € LVar¢, and z' € LVar©biet,
Furthermore,

finit = [#, (null, 0, null) /thread, caller][Init(¢) /4] , and
fobs = [52(2)/2372] .

Definition 13 (Local correctness: Assignment). A proof outline is locally
correct, if for all multiple assignments {p1} ¥ := € {pa} in class c, being an un-
observed assignment, an alone-standing observation, or an observed assignment,

':E p1—>p20 fass , (23)
with fass = [/7].
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Definition 14 (Local correctness: Exception handling). A proof outline
is locally correct under exception handling, if for all statements stm of the form

{pr} try {Pey } (Gery 1= Ery) " {po} stmury; {po}
catch(cq uq) {p1} stmi; {p}}
catch(cp, uy,) {pn} stmn; {p,}
finally {pain} stmein {pfn}
yrt {pyre} ¥ (Fyre 2= &)V

{pexc}emc {pthr}mthmw <?7throw = ahrow>TEthTow

'}

and for all 0 <1i < n,

=L D — Puylexc o null/exc] A po [y /Tiry][exc o null/exc] (24)
Fc Pi = Diin s (25)
£ Dhin — Pyrt[head(exc), tail(exc) /exc, top] , (26)
Er (phn A tail(exc) = null) = p'[€t/Tyre] [nead (exc), tail(exc) /exc, top],  (27)
Er (Phin A tail(exc) # null) = pexc|rt/yr] [nead(exc), tail(exc)/exc, top],  (28)

and for all statements {qo} throw e {q; }*"°% (§ := €)™ in stmy, which does
not occur in an inner try-catch-finally block inside stmyy, and for all 1 <i < n,

E. (go A e # null A hastype(e, ¢;) AV1 < j < i.—hastype(e,c;)) =  (29)
qile/us] A pilé/y]le/ui],

Er (go N e#null AV1 < j < n.—hastype(e,c;)) — (30)
q1[head(exc) o e/exc] A psin[€/7][head(exc) o e/exc].

For statements {qo} throw e {g, }?"°v (if := €)% in catch blocks, (30) is re-
quired to hold without the antecedent V1 < j < m.—hastype(e,c;). For throw
statements in finally blocks, (30) should hold without the above antecedent and
with psin Teplaced by pf,. The above conditions (29) and (30) should hold also
for statements of the form {qo}{q1} "% (ij = €)™V  where the expres-
sion e in the conditions is replaced by top. Finally, for statements of the form
{qo} throw e {q }mow (ij = €)hov outside try-catch-finally blocks in a run-
method with body stm’;return, Condition (30) should hold without the above
antecedent, without the update of exc, and with the assertion ps, replaced by
pre(return). For statements {qo} {q1}"¢""o% (if := €)™ the same conditions
must hold where we additionally replace e by top.

Definition 15 (Interference freedom). A proof outline is interference free,
if for all classes ¢, and for all multiple assignments i := € with precondition p
mc,

'ZL',p/\Ic_>Icofassa (31)
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with fass = [€/Y]. Furthermore, for all assertions q at control points in ¢, such
that either not both p and q occur in a synchronized method, or q is at a control
point waiting for return,

- p A ¢ Ainterleavable(q, 7 := €) — ¢/ © fass - (32)

Definition 16 (Cooperation test: Communication). A proof outline sat-
isfies the cooperation test for communication, if

Eg GI APi(2) AQY(2') Acomm A z#null A 2'#null —
(PQ(Z) A Qé(zl)) o feomm N
(GI A P3(Z) A QS(Z/)) © fobs? o fobs] © fcomm (33)

holds for distinct fresh logical variables z € LVar¢ and z' € LVar®, in the
following cases:

1. (a) CALL: For all calls {p1} trer := e9.m(€) {p2} /e {3y := &) call {ps}wait
(or such without receiving a value) in class ¢ with ey of type ¢/, where
method m ¢ {start, wait, notify, notifyAll} of ¢’ is synchronized with body
{qo} 7o (§fy := &) P L g3} stm; return ey, formal parameters i, and lo-
cal variables U except the formal parameters. The callee class invariant
is qu = I». The assertion comm is given by Eo(z) = 2/ A (2’ .lock = freeV
thread(2'.lock) = thread). Furthermore, feomm = [E(2), nit(?)/@, 7],
Fobst = [E1(2)/2.00], fobsz = [E4(2")/2.4). If m is not synchronized,
2" .lock = free V thread(z’.lock) = thread in comm is dropped.

(b) CALLmonitor: For m € {wait, notify, notifyAll}, comm is given by Eo(z) =
2" A thread(z’.lock) = thread.
(¢) CALLgyre: For m = start, comm is Eg(z) = 2’ A —2'.started, where

{g2} el (ify 1= &) 7 {q3} stm;return is the body of the run-method of
/
c

(d) CALLE¥®, - For m = start, additionally, (33) must hold with comm given
by Eo(z) = 2’ A 2'.started, g2 = g3 = true, and feomm and fopse are the
identity functions.

2. (a) RETURN: For all method call statements
Urer = eo.m(€) (1 = &) " {pr} " {pa} " (G = )7 {ps} (or
such without receiving a value) occurring in ¢ with ey of type ¢, such that
method m(@) of ¢’ has the return statement {q1} return e,e; {q2}'7 (93 :=
&)t {q3} , Equation (33) must hold with comm given by Eo(z) = 2/ A
i = E(z), arid where feomm = [Eret(2))/Uret], fors: = [E4(2")/2".45],
and fopse = [Fa(z)/z.94][null/top].

(b) RETURN yait: For {q1} returngeuoer {qa}™ (i3 := &)™ {g3} in a wait-
method, comm is Eg(z) = 2/ A @ = E(z) A 2 .lock = free A thread’ €
2’ .notified.

(¢) RETURN .y, : For {q1} return {q2}'7 (73 := &)™ {q3} occurring in a
run-method, p1 = pa = ps = true, comm = true, and furthermore fcomm
and fops2 the identity function.
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Definition 17 (Cooperation test: Instantiation). A proof outline satisfies
the cooperation test for object creation, if for all classes ¢’ and statements

{p1}u = new {pa}" (g := &)"" {ps} in ¢

=g z#null A z£u A 32", (Fresh(z,u) A (GI A 3u. Py(2)) 1 2') —
Po(2) A L(u) A (GI A Ps(2)) © fops » (34)

with z € LVar® and 2 € LVar"tO%t fresh | and where fops = [E(2)/2.].

Definition 18 (Cooperation test: Exception handling). A proof out-
line satisfies the cooperation test for exception handling, if for all statements
Urer 1= eg.m(€) (stm)e {p} 0ot {po} et (i = &) {ps} (or such without
receiving a value) occurring in class ¢ with m # start and ey of type ¢, and
for all {g1} throw e {g2}""™o% (i3 := &)"°% in m(i@) of ¢ which is not in the
try-block of any try-catch-finally statement,

g GI A Pi(2) ANQY(2") Acomm
— (P2(Z) A Q/Q(Z/)) © fthrow A (GI A PS(Z)) S fobs? o fobsl o fthrow

must hold with distinct fresh logical variables z € LVar® and 2’ € LVarCl, and
with comm given by Eo(z) = 2/ AT = E(2) AE'(2)) # null A z # null A 2/ #
null. Furthermore, finrow 18 [E'(2")/top|, fobs: is [Eé(z’)/z’gjé], and fopso 18
[E4(2)/2.74]. Rethrowing outside try-catch-finally blocks in run methods is sim-

ilar.

7 Soundness and completeness

This section contains soundness and completeness of the proof method of Sec-
tion 6.2. Given a program together with its annotation, the proof system stip-
ulates a number of induction conditions for the various types of assertions and
program constructs. Soundness of the proof system means that for a proof out-
line satisfying the verification conditions, all configurations reachable in the op-
erational semantics satisfy the given assertions. Completeness conversely means
that if a program does satisfy an annotation, this fact is provable. For conve-
nience, let us introduce the following notations: Given a program prog, we will
write @prog OF just ¢ for its annotation, and write prog = ¢, if prog satisfies all
requirements stated in the assertions, and prog’ & ¢, if prog’ with annotation
¢’ satisfies the verification conditions of the proof system:

Definition 19. Given a program prog with annotation @, then prog = ¢ iff for
all reachable configurations (T, o) of prog, for all (a,T,stm) € T, and for all
logical environments w referring only to values existing in o:

1. w,o(a), T = pre(stm), and
2. w,o0 =g GI.

Furthermore, for all classes c, objects 8 € Val®(c), and local states 7':
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3. w,o(B), 7 Er I .

For proof outlines, we write prog’ = ¢ iff prog’ with annotation ¢’ satisfies the
verification conditions of the proof system.

In the following sections we discuss the basic ideas of the soundness and
completeness proofs. The formal proofs can be found in the appendix.

7.1 Soundness

Soundness, as mentioned, means that all reachable configurations do satisfy their
assertions for an annotated program that has been verified using the proof con-
ditions. Soundness of the method is proved by a straightforward, albeit tedious,
induction on the computation steps.

Before embarking upon the soundness formulation and its proof, we need
to clarify the connection between the original program and the proof outline,
i.e., the one extended by auxiliary variables, and decorated with assertions. The
transformation is done for the sake of verification, only, and as far as the un-
augmented portion of the states and the configurations is concerned, the behavior
of the original and the transformed program are the same.

To make the connection between original program and the proof outline
precise, we define a projection operation | prog, that jettisons all additions
of the transformation. So let prog’ be a proof outline for prog, and (T”,0’) a
global configuration of prog’. Then ¢’ | prog is defined by removing all auxil-
iary instance variables from the instance state domains. For the set of thread
configurations, 7" | prog is given by restricting the domains of the local states
to non-auxiliary variables and removing all augmentations. Additionally, for lo-
cal configurations («, 7, return getlock<stm>/’”et) € T, if the executing thread is in
the wait set, i.e., if (v(thread),n) € ¢'(«)(wait) for some n, then the statement
return gegock gets replaced by 7signal; returngegiock. Furthermore, for local config-
urations («, 7, stm; return (stm’)’me*) € T' with stm # € an auxiliary assignment
in the notify- or the notifyAll-method, the auxiliary assignment stm gets replaced
by !signal and !signal_all, respectively. The following lemma expresses that the
transformation does not change the behavior of programs:

Lemma 5. Let prog’ be a proof outline for a program prog. Then (T,0) is a
reachable configuration of prog iff there exists a reachable configuration (T',o")
of prog’ with {T" | prog,c’ | prog) = (T, o).

The augmentation introduced a number of specific auxiliary variables that
reflect the predicates used in the semantics. That the semantics is faithfully
represented by the variables is formulated in the following lemmas.

Lemma 6 (Identification). Let (T, o) be a reachable configuration of a proof
outline. Then

1. for all stacks & and & in T and for all local configurations («, T, stm) € &
and (o/, 7', stm’) € & we have T(thread) = 7/(thread) iff € =&, and
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2. for each stack (ag, 1o, stmg) ... (an, Tn, Stmy,) in T and indices 0 < i,j < n,
(a) 7;(thread) = ap;
(b) i <j and a; = o implies ;(conf) < 7;(conf) < o(a;)(counter),
(¢) 0 < j implies 7;(caller) = (oj_1,7j—1(conf), 7;_1(thread)), and
(d) proj(o(caller), 3) # to(thread),

where proj(v,i) is the ith component of the tuple v.

Lemma 7 (Lock, Wait, Notify). Let (T, o) be a reachable configuration of a
proof outline for the original program prog, o € Val(o) an object identity, and
let £ = (ap, 70, 8tmp) 0 &' € T. Let furthermore n be the number synchronized
method executions of & in «, i.e., n = |{(«a, 7, stm) € & | stm synchr.}|. Then

1. (a) —owns(T | prog, ) iff o(a)(lock) = free
(b) owns(€ | prog,a) iff o(a)(lock) = (ag,n)

2. (a) &€ € wait(T | prog, @) iff (ap,n) € o(a)(wait)
(b) € € notified(T | prog, o) iff (ap,n) € o(a)(notified)
(¢) proj(o(a)(wait)[i], 1) = proj(o(«)(wait)[j], 1) implies i = j
(d) proj(o(a)(notified)[i], 1) = proj(o(a)(notified)[4], 1) implies i = j
(e) if (g, m) € o(a)(wait) or (ap,m) € o(a)(notified) then m =n
(f) o(a)(wait) N o(a)(notified) = @,

where s[i] is the ith element of the sequence s.

The above Lemma assures disjunctness of the sequences stored in the wait and
notified variables; if the order of the elements is unimportant, in the following
we sometimes use set notation for their values.

Lemma 8 (Started). For all reachable configurations (T, o) of a proof outline
for a program prog, and all objects o € Val (o), we have started(T | prog, «) iff
o(a)(started).

Let prog be a program with annotation ¢, and prog’ a a corresponding proof
outline with annotation ¢’. Let GI' be the global invariant of ¢/, I’ denote its
class invariants, and for an assertion p of ¢ let p’ denote the assertion of ¢’
associated with the same control point. We write |= ¢’ — ¢ iff g GI' — GI,
Er I — I, for all classes ¢, and =2 p’ — p, for all assertions p of ¢ associated
with some control point. To give meaning to the auxiliary variables, the above
implications are evaluated in the context of states of the augmented program.
The following theorem states the soundness of the proof method.

Theorem 1 (Soundness). Let prog’ be a proof outline with annotation @preg .
If p’f’Og/ F (ppTog’ then p’f’Og/ ): @prog' .

The soundness proof is basically an induction on the length of computation,
simultaneously on all three parts from Definition 19. For the inductive step,
we assume that the verification conditions are satisfied and assume a reachable
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configuration satisfying the annotation. We make case distinction on the kind
of the next computation step: If the computation step executes an assignment,
then we use the local correctness conditions for inductivity of the executing local
configuration’s properties, and the interference freedom test for all other local
configurations and the class invariants. For communication, invariance for the
executing partners and the global invariant is shown using the cooperation test
for communication. Exception handling and communication itself does not affect
the global state; invariance of the remaining properties under the correspond-
ing observations is shown again with the help of the interference freedom test.
Finally for object creation, invariance for the global invariant, the creator local
configuration, the created object’s class invariant is assured by the conditions
of the cooperation test for object creation; all other properties are shown to be
invariant using the interference freedom test.

Theorem 1 is formulated for reachability of augmented programs. With the
help of Lemma 5, we immediately get:

Corollary 1. If prog’ = ¢progr and = ©progr — ©prog, then prog = ©prog-

7.2 Completeness

Next we conversely show that if a program satisfies the requirements asserted
in its proof outline, then this is indeed provable, i.e., then there exists a proof
outline which can be shown to hold and which implies the given one:

Vprog. prog = @prog = 3prog’. prog’ b @prog A E ©progt = @prog -

Given a program satisfying an annotation prog = @prog, the consequent can be
uniformly shown, i.e., independently of the given assertional part ¢,o4, by in-
stantiating ¢proe to the strongest annotation still provable, thereby discharging
the last clause = Pprog’ — Pprog- Since the strongest annotation still satisfied
by the program corresponds to reachability, the key to completeness is to

1. augment each program with enough information (see Definition 20 below),
to be able to

2. express reachability in the annotation, i.e., annotate the program such that
a configuration satisfies its local and global assertions exactly if reachable
(see Definition 21 below), and finally

3. to show that this augmentation indeed satisfies the verification conditions.

We begin with the augmentation, using the transformation from Section 5.3
as starting point, where the programs are augmented with the specific auxil-
iary variables. To facilitate reasoning, we introduce an additional auxiliary local
variable loc, which stores the current control point of the execution of a local
configuration. Given a function which assigns to all control points unique lo-
cation labels, we extend each assignment with the update loc := [, where [ is
the label of the control point after the given occurrence of the assignment. Also
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unobserved statements are extended with the update. We write [ = stm if [
represents the control point in front of stm.

The standard way for completeness augmentation is to add information into
the states about the way how it has been reached, i.e., the history of the com-
putation leading to the configuration. This information is recorded using history
variables.

The assertional language is split into a local and a global level, and likewise
the proof system is tailored to separate local proof obligations from global ones
to obtain a modular proof system. The history will be recorded in instance
variables, and thus each instance can keep track only of its own past. To mirror
the split into a local and a global level in the proof system, the history per
instance is recorded separately for internal and external behavior. The sequence
of internal state changes local to that instance is recorded in the local history
and the external behavior in the communication history.

The local history keeps track of the state updates. We store in the local
history the updated local and instance states of the executing local configuration
and the object in which the execution takes place. Note that the local history
stores also the values of the built-in auxiliary variables, and thus the identities
of the executing thread and the executing local configuration.

The communication history keeps information about the kind of communica-
tion, the communicated values, and the identity of the communication partners
involved. For the kind of communication, we distinguish as cases object creation,
ingoing and outgoing method calls, and likewise ingoing and outgoing commu-
nication for the return value. We use the set J .o {new’} U U,,c o {!m, ?m} U
{Ireturn, ?return, ! throw, ? throw} of constants for this purpose, where C and M
are the sets of all class and method names, respectively. Notification does not
update the communication history, since it is object-internal computation. For
the same reason, we don’t record self-communication in h.y,.,. Note in pass-
ing that the information stored in the communication history matches exactly
the information needed to decorate the transitions in order to obtain a compo-
sitional variant of the operational semantics of Section 4.2. See [4] for such a
compositional semantics.

Definition 20 (Augmentation with histories). Fvery class is further ex-
tended by two auzxiliary instance variables hinst and heomm, both initialized to
the empty sequence. They are updated as follows:

1. FEach multiple assignment ij := € in each class ¢ that is not the observation
of a method call or of the reception of a return value is extended with

hinst = hinst © ((fa 17)[é’/?7]) ;

where & are the instance variables of class ¢ containing also heomm but with-
out hiust, and U are the local variables. Observations i := € of Uper =
eo.-m(€') and of the corresponding reception of the return value get extended
with the assignment

hinst := if (eg = this) then h;ps; else h;s: o (£, 0)[€/7]) fi,
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instead, if m # start. For ep.start(€'); (i := €)™ we use the same update
with the condition ey = this replaced by ey = this A —started.

2. Bwvery observation of communication, object creation, or of a throw statement
outside try-catch-finally blocks in a method different from run gets extended
by

h comm := if (partner = this) then homm, else

hcomm © (sender, receiver, values) fi ,

where the expressions partner, sender, receiver, and values depend on the kind
of communication as follows:

|communication ||partner [sender [receiver |values |

u = new*® null this null new® u, thread
Upet := €9.m(€) ||€g this € Im(€)
receive return € € this if top = nullthen

? return U, e, thread
else 7 throw top, thread fi

receive call m(@)||caller_obj|caller_obj|this ?m()
return €,q; caller_obj|this caller_obj|! return e, thread
throw e caller_obj|this caller_obj|! throw e, thread

with caller_obj given by the first component of the variable caller.

In the update of the history variable h;,s, the expression (Z, @)[€/¢] identifies the
active thread and local configuration by the local variables thread and conf, and
specifies its instance local state after the execution of the assignment. Note that
especially the values of the auxiliary variables introduced in the augmentation
are recorded in the local history. In the following we will also write (o, ,T)
when referring to elements of h,;.

Note furthermore that the communication history records also the identities
of the communicating threads in values.

Next we introduce the annotation for the augmented program.

Definition 21 (Reachability annotation). We define the following annota-
tion for the augmented program:

1. w,0 =g GI iff there exists a reachable (T, 0"y such that Val(c) = Val(o’),
and for all a € Val(o), o(a)(hcomm) = (&) (hcomm,)-

2. For each class ¢, let w, 0,7 = I iff there is a reachable (T, o) such that
o(a) = 0,4, where a = o, (this). For each class ¢ and method m of ¢, the
pre- and postconditions of m are given by I..

3. For assertions at control points, w, 0,4, T Er pre(stm) iff there is a reach-
able (T, o) with o(a) = 0,4, for a = g, (this), and (a, T, stm; stm’) € T.

4. For preconditions p of observations observing a statement stm which is not
an assignment, let w,0,,., 7T =z p iff there is a reachable (T, o) with o(a) =
Oinst JOr a0 = 0, (this), and with (o, 7', stm; stm’) € T enabled to execute
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resulting in the local state T directly after the execution of the statement but
before its observation.
For observing the reception of a method call, instead of the existence of the
enabled (a, 7', stm; stm’) € T, we require that a call of the method of « is
enabled in (T, o) with resulting callee local state T directly after communica-
tion'?.
It can be shown that these assertions are expressible in the assertion language
[56]. The augmented program together with the above annotation build a proof
outline that we denote by prog’.

What remains to be shown for completeness is that the proof outline prog’
indeed satisfies the verification conditions of the proof system. Initial and local
correctness are straightforward.

Completeness for the interference freedom test and the cooperation test are
more complex, since, unlike initial and local correctness, the verification condi-
tions in these cases mention more than one local configuration in their respective
antecedents. Now, the reachability assertions of prog’ guarantee that, when sat-
isfied by an instance local state, there exists a reachable global configuration
responsible for the satisfaction. So a crucial step in the completeness proof for
interference freedom and the cooperation test is to show that individual reach-
ability of two local configurations implies that they are reachable in a common
computation. This is also the key property for the history variables: they record
enough information such that they allow to uniquely determine the way a con-
figuration has been reached; in the case of instance history, uniqueness of course,
only as far as the chosen instance is concerned. This property is stated formally
in the following local merging lemma.

Lemma 9 (Local merging lemma). Assume two reachable global configura-
tions (Th,01) and (Ta,02) of prog’ and (a,T,stm) € Th with a € Val(o1) N
Val(o2). Then o1(a)(hinst) = o2(a)(hinst) tmplies («, 7, stm) € Ts.

For completeness of the cooperation test, connecting two possibly different
instances, we need an analogous property for the communication histories. Argu-
ing on the global level, the cooperation test can assume that two control points
are individually reachable but agreeing on the communication histories of the
objects. This information must be enough to ensure common reachability. Such a
common computation can be constructed, since the internal computations of dif-
ferent objects are independent from each other, i.e., in a global computation, the
local behavior of an object is interchangeable, as long as the external behavior
does not change. This leads to the following lemma:

Lemma 10 (Global merging lemma). Assume two reachable global configu-
rations (Ty,01) and (Tz,02) of prog’ and o € Val(o1) N Val(oz) with the prop-
erty o1(a)(hecomm) = 02()(heomm). Then there exists a reachable configura-

19 For the precondition of the observation stm at the beginning of the run-method of
the main class, (T, o) can also be the initial configuration before the execution of
the observation stm.
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tion (T,c) with Val(c) = Val(oz), o(a) = o1(a), and o(B) = o2(B) for all
B € Val(o2)\{a}.

Note that together with the local merging lemma this implies that all local
configurations in (T, 01) executing in « and all local configurations in (75, oa)
executing in 8 # « are contained in the commonly reached configuration (T, o).

This brings us to the completeness result:

Theorem 2 (Completeness). For a program prog, the proof outline prog’ sat-
isfies the verification conditions of the proof system from Section 6.2.

8 Proving deadlock freedom

The previous sections described a proof system which can be used to prove safety
properties of Javasyncn, programs. In this section we show how to apply the proof
system to prove deadlock freedom.

8.1 Expressing deadlock freedom

A system of processes is in a deadlocked configuration, if no one of them is
enabled to compute, but not yet all processes are terminated. A typical deadlock
situation can occur, if two threads t; and ts both try to gather the locks of
two objects z1; and z9, but in reverse order: t; first applies for access to the
synchronized methods of z;, and then for those of z9, while ¢5 first collects the
lock of z3, and tries to become the lock owner of z;. Now, it can happen, that
t1 gets the lock of z1, to gets the lock of z9, and both are waiting for the other
lock, which will never become free. Another typical source of deadlock situations
are threads which suspended themselves by calling wait and which will never get
notified.

So, what kind of statements can be disabled and under which conditions?
The important cases, to which we restrict, are

— the invocation of synchronized methods, if the lock of the callee object is
neither free nor owned by the executing thread,

— if a thread tries to invoke a monitor method of an object whose lock it doesn’t
own, or

— if a thread tries to return from a wait-method, but either the lock is not free
or the thread is not yet notified.

To be exact, the semantics specifies method calls to be disabled also, if the callee
object is the empty reference. However, we won’t deal with this case; it can be
excluded in the preconditions by stating that the callee object is not null.

Assume a proof outline with global invariant GI. For a logical variable z
of type Object, let I(z) = I[z/this] be the class invariant of z expressed on
the global level. Let the assertion terminated(z) express that the thread of z is
already terminated. Formally, we define terminated(z) by 37. q[z/thread][z/this],
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where ¢ is the postcondition of the run-method of z, and ¥ its local variables. For
assertions p in 2’ let furthermore blocked(z, 2/, p) express that the thread of z is
disabled in the object 2’ at control point p. Formally, we define blocked(z, 2/, p)
by

3. p[z/thread][z’ /this] A eg.lock # free A thread(eg.lock) # thread if p is the

precondition of a call invoking a synchronized method of e,

— 30. p[z/thread][2’ /this] A thread(ep.lock) # thread if p is the precondition of a
call invoking a monitor method of e,

— 37. p[z/thread][z’ /this]A(2' lock # freeVz ¢ z’.notified) if p is the precondition
of the return statement in the wait-method, and

— false otherwise,

where v is the vector of local variables in the given assertion, and z and 2’ fresh.
Note that thread is substituted and thus the quantification over thread is without
effect. Let finally blocked(z, z) express that the thread of object z is blocked in
the object z’. It is defined by the assertion \/peAss(Z,) blocked(z, 2/, p), where

Ass(z') is the set of all assertions in z’. Now we can formalize the verification
condition for deadlock freedom:

Definition 22. A proof outline satisfies the test for deadlock freedom, if

Fg (GIA (35)
(Vz.z # null = (I(2) A
(z.started — (terminated(z) V (32’. 2’ # null A blocked(z, 2)))))) A
(3z.z # null A z.started A (32”. 2" # null A blocked(z, 2))))
— false .

Soundness of the above condition, i.e., that the condition indeed assures
absence of deadlock, is easy to show. Completeness results from the completeness
of the proof method.

8.2 Deadlock freedom proof examples

For readability, we define the following functions, which describe properties of
synchronization:

owns : (Thread x (Thread x Int)) — Bool,

owns(thread, lock) Y thread # null A proj(lock, 1) = thread
not_owns : (Thread x (Thread x Int)) — Bool,

not_owns(thread, lock) Y thread # null A proj(lock, 1) # thread

depth : (Thread x Int) — Int,

depth(lock) = proj (lock, 2)
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The function proj is defined in Lemma 6; the owns function is already used in
Example 15. In the following we apply the test for deadlock freedom to some ex-
amples. All examples are verified in PVS. The built-in augmentation is not listed
in the code. We additionally list instance and local variable declarations type
name;, where (type name;) declares auxiliary variables. We sometimes skip re-
turn statements without giving back a value, and write explicitly V(z : t).p for
quantification over t-typed values. All missing assertions are by definition true.
An empty auxiliary observation () in a notify- or notifyAll-method represents the
built-in auxiliary assignment in the given method.

Reentrant monitors To demonstrate the basic idea of proving absence of
deadlock, we first define a simple program, which does the following: The initial
object, an instance of class Main, creates an instance of class Synch, starts its
thread, and calls its synchronized m1 method. The thread of the created instance
also invokes m1, which simply calls the synchronized method m2 of itself. Since
synchronized methods cannot be executed simultaneously by different threads,
either the initial thread or the thread of the new object calls m1, and then
m2. The other thread has to wait until control returns from m1, before it can
execute the invocations. The program is deadlock free, since Java’s monitor
concept is reentrant, i.e., a thread owning the lock of an object may invoke
several synchronized methods of that object.

Appendix D.1 contains a proof outline which satisfies the verification condi-
tions and which implies the following invariant program properties:

class Main{
( boolean in_Synch; )
( Synch created; )

nsync Void run(){

Synch obj;

obj := new™™"; (created = obj

obj.start ();

{(=in-Synch) A created = obj A thread = this A obj # null A obj # this}

obj.m1() (in_-Synch = (if obj = this then in_Synch else true fi)) '**
(in_-Synch = (if obj = this then in_Synch else false fi)) "

{—in_Synch}

> new

}

class Synch{
sync Void m1(){
{owns(thread, lock)}
m2 ()
}

sync Void m2(){}

nsync Void run(){
{not_owns(thread, lock) A thread = this N\ started}
m1 ()
{not_owns(thread, lock)}

}
with global invariant

o1
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(V(z : Synch). z # null — (z.lock = (null,0)V
(3(t : Main). owns(t, z.lock) A t.started A t.created = z)V
(owns(z, z.lock) A z.started)))A
(V(t : Main). (t # null A (—t.in_Synch)) — (t.created = null V not_owns(t, t.created.lock)))A
(V(t : Main).t # null — (V(z : Synch). (z # null A owns(t, z.lock)) — t.created = z)).

The annotation shows properties at control points with terminated or possibly
disabled execution, and implies, that a disabled or terminated thread owns the
lock of a Synch-instance only if its current control point is in a synchronized
method of the object. For threads of Main-instances this property cannot be
expressed locally, thus we use the boolean auxiliary instance variable in_Synch
to remember if the control point of the thread of the Main-instance is in itself or
in the Synch-instance obj. To be able to refer to the identity of obj in the global
language, we store the same identity in the auxiliary instance variable created.
The global invariant GI combines properties of Main- and Synch-instances, stat-
ing that the lock of Synch-instances is either free, or owned by the creator of
the instance or by the instance itself. Furthermore, if the variable in_Synch of a
Main-instance z has the value false, than the thread of z does not hold the lock
of z.created; Main-instances can own only the lock of the Synch-instance which
they have been created.

The condition for deadlock freedom implies that there is an object z # null
whose thread is already started and whose execution is disabled in another object
2" # null, i.e., blocked(z, z’). First assume that 2z’ is a Main-instance. Then the
assertion blocked(z, z’) implies that z = 2’ is of type Main, and the thread of
z tries to invoke method m1 of z’.created # null, where the lock of z’.created is
neither free nor owned by z, and we have —z’.in_Synch. Using the global invariant
we get that there is an already started thread which owns the lock of z’.created.

The antecedent of the deadlock freedom condition assures, that the execution
of the lock owner is either disabled, or terminated. Let the current control point
of the lock owner be in an object z”. This object cannot be a Main-instance:
The assertions at both possible control points imply that the executing thread
is the thread of z” and that —2”.in_Synch. With the global invariant we get on
the one hand z”.created = null V not_owns(z", 2" .created.lock), and on the other
hand GI states that the lock of z’.created can be owned by the object itself or
by its creator, i.e., the assumption owns(z”, z’.created.lock) implies z”.created =
z'.created, which leads to a contradiction. Thus the lock owner executes in a
Synch-instance. We have three possible control points of the lock owner:

— The first possibility, prior to the invocation of m2 in m1 of 2", directly leads to
a contradiction by the definition of the assertion blocked: The precondition
of the invocation states that the thread does own the lock of 2", and blocked
extends this assertion by the assumption that the execution is not enabled,
i.e., that the thread does not own the given lock.

— In the second case the lock owner is about to invoke m1 in the run-method of
z". From the precondition of the invocation we get that the executing thread
is the thread of z”. The global invariant implies that Synch-instances cannot
own the lock of other Synch-instances. Now, by assumption z” owns the lock
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of 2’.created, and with the above observation we get that z” = z’.created,
i.e., 2" owns its own lock. But the precondition of the invocation implies,
that the thread does not own the lock of z”, which leads to a contradiction.

— In the third case, the lock owner is the thread of z” and is terminated. Again,
the assumption that the executing thread, i.e., z’/, owns the lock of z’.created
implies with GI that 2" = 2'.created, i.e., that z” owns its own lock. But
the precondition implies that z”” does not own its own lock, which leads to
a contradiction.

For the case that 2’ is a Synch-instance, we get from blocked(z, z’) that the
lock of 2’ is not free, but z is not the owner. The global invariant implies again,
that there is an object whose thread is started and owns the lock of z’. The rest
is analogous to the above case, where z’.created gets replaced by 2’.

A simple wait-notify example Now let’s have a look at an example demon-
strating deadlock freedom for a notification process. Assume a program which
defines two classes: The initial instance of the main class Main creates an instance
of the class Monitor, and invokes its synchronized method m1, which starts its
thread, and suspends the executing thread, thereby giving the lock free. Now
the thread of the Monitor-instance can execute the synchronized method m2,
probably producing some results which the other thread is waiting for. After the
computation is completed, the lock owner sends a notification, and returns from
m2. Now the other thread can continue its execution and use the produced data.
Again, Appendix D.2 lists a proof outline, which satisfies the verification

conditions, and which implies the following invariant program properties:
cr
(V(z1, z2 : Main).(z1 # null A z2 # null) — 21 = 22)A
(V(z1, z2 : Monitor).(z1 # null A zo # null) — z1 = z2)A
(V(z : Main).z # null — (

z.started N\

(z.x =1 — (z.created # null A z.created.lock = (null,0)))A

(z.x = 3 = (z.created # null A z.created.x = 8))))A
(V(z1 : Main).z1 # null — (V(z2 : Monitor).(z2 # null A owns(z1, z2.lock)) — z2 = z1.created))A

(V(z1 : Monitor).z1 # null — (V(z2 : Monitor).(z2 # null A owns(z1, z2.lock)) — (z1.started A za

Intonitor <
((x =2V a="17)— (lock = (creator, 1) A started))A
((x =4V x=5) = (lock = (this, 1) A started))A
(z =6 — (lock = (null,0) A creator € notified A started)))A
((x =3V x=8) — lock = (null,0) A started)

class Main{
( int x; )
( Monitor created; )

nsync Void run(){
Monitor obj;
obj = newM™; (created = obj;x = 1)
{z = 1 A thread = this A created = obj A obj # null}
obj.m1() (x = (if obj = this then z else 2 fi)) '***
(z = (if obj = this then z else 3 fi)) ™

{z =3}

21)))



65

}

class Monitor{
( Main creator; )
( int x; )

nsync Void wait (){
<Z — 3>?call
{3 <z Az <6A thread = creator}
returngeyock (T =7) fret

}

nsync Void notify (){ () return (z=5)"" }
sync Void m1(){
(creator = thread;xz = 1)
start () ;
{x = 2 A thread = creator}
wait () ;
return (x = 8)

?call

Iret

}

nsync Void run(){
<m — 2>?call
{(z =2V x = 3) A thread = this}
m2 ()
{r=6VvVe=T7VvVze=_8}
}

sync Void m2(){
(z = 4) 7ot
{z = 4 A thread = this}
notify ();
return (z = 6)'"*

Note that the precondition of the method invocation in the run-method of
Main together with the global invariant implies that the lock of the callee is free,
i.e., threads cannot be blocked at this control point. Furthermore, the precondi-
tions of both monitor method calls in Monitor imply with the class invariant that
the executing thread owns the lock, i.e., also at these control points execution is
always enabled.

We start again with the assumption that there is an object z whose thread
is started but not yet terminated, and whose execution is disabled in the object
z', where both z and z’ are different from the empty reference. The object z can
be an instance of one of the classes Main or Monitor. According to the above
observations, 2z’ must be an instance of Monitor, and the control point is in the
wait-method or prior to the invocation of m2 in the run-method.

In the first case, the local assertion attached to the control point in the
wait-method implies that z = z’.creator, an instance of Main, does not own
the lock of 2’ and that the thread of z’ is started. Due to the assumptions of
the deadlock freedom condition, the execution of the thread of 2’ is disabled or
terminated. However, using the annotation, termination would imply z’.z = 6
and by the class invariant the execution of the thread of z would be enabled. The
thread of 2’ can neither be in the wait-method, because the local assertion there
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implying thread = creator would lead to a type contradiction. Thus the thread
of 2/ executes the run-method of 2/, and is going to invoke the synchronized
method m2. Since z = z’.creator does not own the lock of 2z’ by assumption, the
precondition of the invocation and the class invariant imply that the lock is free,
and thus that the execution of 2z’ is enabled.

The second case, when the thread of z is in the run-method of z’ prior to the
call of m2, is similar.

A producer-consumer example The proof outline below defines two classes
Producer and Consumer, where Producer is the main class. The initial thread of
the initial Producer-instance creates a Consumer-instance and calls its synchro-
nized produce method. This method starts the consumer thread and enters a
non-terminating loop, producing some results, notifying the consumer, and sus-
pending itself by calling wait. After the producer suspended itself, the consumer
thread calls the synchronized consume method, which consumes the result of the
producer, notifies, and calls wait, again in a non-terminating loop.

Again, we only list a partial annotation and augmentation, which already
implies deadlock freedom; see Appendix D.3 for the complete inductive proof
outline.

def
GI =
(V(p : Producer).(p # null A —p.outside A p.consumer # null) — p.consumer.lock = (null,0))A
(V(c : consumer).(c # null A c.started) — (c.producer # null A c.producer.started))A
(V(cl : consumer).(cl # null — (V(c2 : consumer).c2 # null — cl = c2))

def
Iproducer = true

I consumer o (lock = (null, 0) V (owns(this, lock) A started) V owns(producer, lock))A
length(wait) < 1

class Producer {
( Consumer consumer; )
( boolean outside; )

nsync Void wait O { {false} }

nsync Void run(){
Consumer c;

c = new UM (consumer = c)"V

{c = consumer A —outside A consumer # null A consumer # this A thread = this}

c.produce (); (outside = (if ¢ = this then outside else true fi)) feall

{false}
}

class Consumer {
int buffer;

( Producer producer; )

nsync Void wait (){
{started A not_owns(thread, lock) A (thread = this V thread = producer)A
(thread € wait V thread € notified)}
}

sync Void produce (){
int i;
(producer = proj(caller, 1)) """
i=0;

start () ;
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while (true){
//produce i here
buffer = i;
{owns(thread, lock)}
notify () ;
{owns(thread, lock)}
wait ()

}

nsync Void run(){
{not-owns(thread, lock) A thread = this}
consume () ;

{false}

sync Void consume (){
int i;

while (true){
i = buffer;

//consume i here
{owns(thread, lock)}
notify ();
{owns(thread, lock)}
wait ()

Both run-methods have false as postcondition, stating that the corresponding
threads don’t terminate. The preconditions of all monitor method invocations
express that the executing thread owns the lock, and thus execution cannot be
enabled at these control points. The wait-method of Producer-instances is not
invoked; we define false as the precondition of its return statement, implying
that disabledness is excluded also at this control point.

The condition for deadlock freedom assumes that there is a thread which is
started but not yet terminated, and whose execution is disabled. This thread is
either the thread of a Producer-instance, or that of a Consumer-instance.

We discuss only the case that the disabled thread belongs to a Producer-
instance z different from the empty reference; the other case is similar. Note that
the control of the thread of z cannot stay in the run-method of a Consumer-
instance, since the corresponding local assertion implies thread = this, which
would contradict to the type assumptions. Thus the thread can have its control
point prior to the method call in the run-method of a Producer-instance, or in
the wait-method of a Consumer-instance. In the first case, the corresponding
local assertion and the global invariant imply that the lock of the callee is free,
i.e., that the execution is enabled, which is a contradiction. In the second case,
if the thread of z executes in the wait-method of a Consumer-instance z’, the
local assertion in wait together with the type assumptions implies z’.started A
not_owns(z, z".lock) A z = z’.producer, and that z is either in the wait- or in the
notified-set of 2’.

According to the assumptions of the deadlock freedom condition, also the

started thread of 2’ is disabled or terminated; its control point cannot be in a
Producer-instance, since that would contradict to the type assumptions. Thus
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the control of 2’ stays in the run- or in the wait-method of a Consumer-instance;
the annotation implies that the instance is 2’ itself.

If the control stays in the run-method, then the corresponding local assertion
and the class invariant imply that the lock is free, since neither the producer,
nor the consumer owns it, which leads to a contradiction, since in this case the
execution of the thread of 2z’ would be enabled. Finally, if the control of the
thread of 2’ stays in the wait-method of 2/, then the annotation assures that the
thread doesn’t own the lock of 2’; again, using the class invariant we get that
the lock is free.

Now, both threads of z and 2z’ have their control points in the wait-method
of 2/, and the lock of 2’ is free. Furthermore, both threads are disabled, and are
in the wait- or in the notified set. If one of them is in the notified set, than its
execution is enabled, which is a contradiction. If both threads are in the wait
set, then from z # 2z’ we imply that the wait-set of 2z’ has at least two elements,
which contradicts to the class invariant of z’.

Thus the assumptions lead to a contradiction, which was to show.

9 Conclusion

In this work we presented a tool-supported assertional proof method for a Java
sublanguage including multithreading and exception handling. We introduced
the language and the proof system incrementally in four steps: We started with
a sequential Java sublanguage and its proof system. In the next step we included
dynamic thread creation, resulting in a multithreaded sublanguage. In the next
staged we extended the language and the proof system to cover monitor synchro-
nization and exception handling. We gave proofs of soundness and completeness.
The proof system supports also showing absence of deadlock.

We illustrated the use of our assertional proof system on a small number
of examples, which have been verified using the tool Verger. The tool takes an
augmented and annotated Java program, a so-called proof outline, as input and
generates the verification conditions, which assure invariance of the annotation.
We used the theorem prover PVS to verify the conditions.

Future work The preceding sections on possible extensions and on related work
show, that there are a lot of challenging and interesting research topics in the
field, which need further analysis. The incremental development illustrated how
to extend the language and the proof system to deal with additional language
features. As to future work, we plan to extend the programming language by
further constructs, like inheritance and subtyping. We are also interested on the
development of a compositional proof system. Also further development of the
tool is of interest.
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A Proofs of properties of substitutions and projection

Proof of Lemma 1: By induction on the structure of local expressions and
assertions. The base cases for local expressions are listed below, where the ones
for instance and local variables are covered by the respective provisos of the
lemma.

[z[z/this]] g = [z.2]57 = o([2]g ) () = o(w(2))(z) = [[x]]?a(w(z)),f
[ulz/this]]g” = [u]§ = w(u) = 7(u) = [[u]]zvﬂ(w(Z))-r
[this[z/this]] " = [2]5 = w(z) = [this] 7 <D
[null[z/this] |7 = null = [null] &7 @D
[2'[=/this]lg 7 = []57 = w(z) = [Tz 7“7

Compound expressions are treated by straightforward induction:

[fle1, ..., 6n)[Z/thiS]]]g’a

= f([ex[z/this]]57, ..., [en[z/this]|$7) semantics of assertions
= f([[el]]?g(w(z) T, [[en]]%’g(w(z))’T) by induction
= [f(e1,..., en)]]Z’g(w(z))’T semantics of assertions .

For local assertions, negation and conjunction are straightforward. Unrestricted
quantification 3z’. p in the local assertion language is only allowed for variables
of type t € {Int, Bool} and for types composed from them, for which Val’,, (o) =
Val'. We get

[(3='. p)[z/this]]]w = true
[32". plz/this]]g” = tru def. substitution

— =

<~ [plz /thls]]]w[z =17 — true for some v € Val' assertion semantics
— [D?]]Z[z '—HJ] o(w(z)),7

o(w(z)),7

= true for some v € Val' by induction

— [3.p]} = true assertion semantics.

For restricted quantification over elements of a sequence let 2’ € LVart. Then

[(32' € e. p)[z/this]] g7 = true

> [32. 2’ € e[z/this] A plz/this]] 57 = true by definition

< [2 € e[z/this] /\p[z/this]]];/’a = true semantics
for some v € Valt,; (o) and w’' = w2’ ]

= ([[z']]w 7 e e [z/this]]]“ A [[p[z/this]]]g/’o) = true semantics

for some v € Valt,; (o) and w’' = w[z’ + ]
= ([[z']]z o @WEDT ¢ [e]Y ho@ET A [[p]]‘zl’a(w(z))’7> = true by induction
for some v € Valt,; (o) and w’' = w[z’ + ]

— [(z €e) /\p]]w CWEDT — e semantics
for some v € Val!,;(0) and w’ = w[z’ + ]

— [3 €e p]P CWEDT — e semantics .
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The last equation uses the assumption that the local state 7 and the instance
state o(w(z)) assign values from Val,,,;(c) to all variables, i.e., e does not refer
to values of non-existing objects (see Lemma 11). Consequently, v € Vall,,
together with [z € e]]ﬁzk = Lo @EDT — e implies v € Valt (o). The case
for restricted quantification over subsequences is analogous. O

Proof of Lemma 3: We proceed by straightforward induction on the structure

of local assertions. Let 6,,,, = &, [7—[€]7 U”““T] and 7 = +[§—[e] 7 “"“’T]. In
the case for local variables u = y; we get
IIu[é’/g‘]]]Z1aimt’T — ﬂei]]z7az'ust77—
= #(u)
_ [[u]];’é’”“‘“% )
For instance variables x = y; similarly:
[zle/7]% Finst>T _ = [es]% T inst>T
- Uinst (SC)
— [[:L.]](Z76-mst77‘- .
The remaining cases are straightforward. O

Proof of Lemma 4: Let & = w[gj’H[[Eﬂ]]ga] and § = &[[[z]]g y»—)[[E]] ?]. We
proceed by induction on the structure of global expressions and assertions. The
base cases for null and 2’ are straightforward. For the induction cases, we start
with the crucial one for qualified reference to instance variables. For expressions
E’x[ﬁ /z.4] with & not in ¢ the property holds by induction. So assume that x
is in ¢

[(E".y:)[E/29]%° = [if E'[E/2.5] = 2 then E; else (E'[E/2.9)).y: filg” .

This conditional assertion evaluates to [[El]]"g“r if [E [E/zgj]]]é” = [[z]]“gJU and to
I(E [E’/zgj])yl]]ga otherwise. So in the first case we get

[[(E/y’)[E_’/Zg‘]]]UgJ’U = [E; ]]:;;,[7

=6([z]g"") (y:) by def. of &
=6 ([£ [E/Z 2]]]] 7)(y;) by the case assumption
= ([[E']]w U)( i) by induction

= [E". vilg w g by def. of [ ]g

If otherwise [E’[E/zgﬂ]]‘ég # [[z]]‘g’g7 then

(B o) (/=015 = [(B'[E /=309,
A
Ig

157
%)(y:) by def. of []g
s([E /[E/Z N9 (ys) case assumption+def. &
G([E /]] i) by induction
[[E’ 17 by def. of []g
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For operator expressions we get:

(B, ..., E)E/23005°7
[f(EL[E/2.9, ..., ExE/20)]5° def. substitution
FABLE =137 [/ 2015) def. g
FAEDGS, - BT by induction
= [[f(El,...,En)]]“g)’” def. []g -
For global assertions, the cases of negation and conjunction are straightforward.
For quantification,

3z'. P)[E 2.9 ©7 = true
d) g
[32'. PIE/z.4]]g° = true def. substitution
[P[E/zg]ﬂg[z =% — frue for some ve Val,, (o) def. []g
[P]]UQJ[Z =1 — true for some v € Val ;1 (0) by induction
[32'. P]g° = true, Val(5)=Val(6)

et

where 2’ is not in ¥ (otherwise the substitution renames z’). O

Lemma 11. Let o be a global state and w a logical environment referring only
to values existing in o. Then [E]g7 € Val,,; (o) for all global expressions E €
GFEzxp that can be evaluated in the context of w and o.

Proof of Lemma 11: By structural induction on the global assertion. The case
for logical variables z € LVar® is immediate by the assumption about w, the ones
for null and operator expressions are trivial, respectively follows by induction.
For qualified references E.x with E € GEzp© and x an instance variable of type t
in class ¢, if E.z can be evaluated in the context of w and o, then [E]$7 # null.
Hence by induction [E]$? € Val,,, (o), more specifically [E]57 € Val(o).
Therefore by definition of global states o([E]g7)(z) € Val,;(0). O

Proof of Lemma 2: We prove the lemma by structural induction on global
assertions. Assume a global state &, and let & = s 05,1""] be an extension
of & with a new object @ € Val®, o ¢ Val(&). Assume furthermore a logical
environment w referring only to values existing in &, and let v be the sequence
consisting of all elements of |J, Valy,,;(0). Let finally P be a global assertion,
2 € LVar'®tObect 4 Jogical variable not occurring in P, and & = W[z’ + v]. Since

z" is fresh in P, we have for all logical variables z in P that [[z]]gg =w(z) =

W(iz) = [2]g° == 1 z’ﬂé’é. For qualified references to instance variables, the
argument is as follows:

[B.2]g? = o([E1G7)(x) semantics
= 0([[E]]gg)(z) [E]g°#a by Lemma 11 and o Val (o)
6([E ) z’]]ga)(x) by induction
[(E{2).2]g° semantics
=[(B.x) ] 2]g° def. | 2.
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The interesting case is the one for quantification. For z € LVar®:

0,5 =g 32. P

< W[z 1,5 =g P for some u € Valt,, () semantics

> W[z—u],6 =g P | 2 for some u € Val,,;(&) induction

<~ W[z u],6 =g obj(z) C 2/AP | 2 obj(u) Cwv

for some u € Val',;,(¥)
— W, 6 =g Jz. obj(z) C2Z AP |2 semantics
= 0,6 =g (3z. P) 1 2.
The remaining cases are straightforward. O

B Soundness proof

This section contains the inductive proof of soundness of the proof method.
We start with some ancillary lemmas about basic invariant properties of proof
outlines, for instance properties of the built-in auxiliary variables added in the
transformation. Afterwards, we show soundness of the proof system.

B.1 Invariant properties

Proof of the transformation Lemma 5: We proceed for both directions by
straightforward induction on the length of reduction. The only interesting prop-
erty of the transformation is the representation of notification by a single auxil-
iary assignment of the notifier. For this case we use Lemma 7 showing soundness
of the representation of the wait and notified sets by the auxiliary instance vari-
ables wait and notified. O

Proof of Lemma 6: All parts by straightforward induction on the steps of
proof outlines. O

Proof of Lemma 7: The cases 2a and 2b are satisfied by the definition of the
projection operator. Inductivity for the cases 2c and 2d are easy to show using
Lemma 6 and the cases 2a and 2b of this lemma. If the order of the elements is
unimportant, in the following we also use set notation for the values of the wait
and notified variables. Correctness of the projection operation uses the results of
this lemma and is formulated in Lemma 5. For the other cases we proceed by
induction on the length of the run (Tj, 00>*>*<T, 6) of the proof outline prog’.

In the base case of an initial configuration (Ty, 0g) (cf. page 11), the set Ty
contains exactly one thread («, T, stm), executing the non-synchronized main-
statement of the program, i.e., mowns(Ty | prog, ), and initially the lock of the
only object « is set to free. Furthermore, the instance variables wait and notified
of the initial object are set to (), and the wait and notified sets of the semantics
are also empty.

For the inductive step, assume (Ty, 0o)—*(T',&) — (T, 6). We distinguish
on the kind of the last computation step.



s
Case: CALLgiqrt, CALLiffﬁt, RETURN 4y, TRY, FINALLY, YRT, THROW,
THROW;y, THROW3, THROW;
In these cases none of the concerned variables or predicates are touched, and the
property follows directly by induction.

Case: ASSinst, ASSioc

Note that this case handles assignments, but not the observations of communi-
cation, object creation, and exception handling. Remember furthermore that the
signaling mechanism is implemented in proof outlines by auxiliary assignments,
and thus this case covers also the rules SIGNAL, SIGNALg;p,, and SIGNALALL.

If the assignment is not in a notify- or in a notifyAll-method representing
notification, then the case is analogous to the above one.

Assume first that the assignment in the last computation step represents no-
tification in a notify-method of the proof outline. If the wait set &(a)(wait) is
empty, then no notification takes place; the property follows directly by induc-
tion. Thus assume that the wait set is not empty. L.e., a thread & € T notifies
another thread & = (g, T, stm) o &, € T in the wait set of . Remember that
notification is represented by a single assignment of the notifier, and thus the
stack of the notified thread & does not change. However, according to the pro-
jection definition, as the notifier changes the value of wait of «, the projection
&o | prog represents a thread being in the wait set in <T,ér) and being in the
notified set in (7', 6).

The only relevant effect of the step is moving (ag,n) € &(«)(wait) from
the wait set into the notified set of «, where n is by induction the number
of synchronized invocations of & in «. Thus the properties la, 1b and 2e are
automatically invariant. Induction implies also uniqueness of the representation
of the wait and notified sets, i.e., ag is contained neither in &(«a)(notified) nor
in 6(a)(wait). Thus moving the thread of a from the wait into the notified set
does not violate uniqueness of the representation.

The case for the assignment in the notifyAll-method is analogous, with the
difference that all threads in the wait set get notified by &;. The notifier sets
the value of the auxiliary instance variable notified of o to &(c)(notified) U
&(a)(wait), whereas the corresponding wait variable gets the value (). By induc-
tion we have &(«)(notified) N &(a)(wait) = @, and thus the required properties
are invariant under notification.

Case: NEW

Assume that the last step creates a new object, and executes the corresponding
observation. Let « € dom(&). Then « either references the newly created object,
or @ € dom(5). In the first case a ¢ dom (o), and by the definition of global
configurations (cf. page 10) there is no local configuration (o, 7, stm) € T, and
the wait and notified set of o in 7" are empty. Since the last step doesn’t add
any local configurations to T, we have o # 8 for all (8,7, stm) € T and thus
—\owns(T J prog,a). Since the lock of the new object is initialized to free, and
wait and notified of o get the value ), the required property holds for the new
object. In the second case, if « € dom(5), the property follows directly by
induction.
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Case: CALL
Let o € dom(6). Then also o € dom(5). If « is not the callee object, then the
property holds directly by induction. If « is the callee object, the only new local
configuration (, 7, stm) in T represents the execution of the invoked method.
If the invoked method is non-synchronized, then the property follows by in-
duction (invocations of monitor methods are covered by the CALL,onitor case
below). In the case of a synchronized method, let £ € T be the executing thread.
The antecedent —owns (T\{§ } | prog, ) implies by induction that, if there is no
local configuration in the thread’s stack executing a synchronized method of «
then o(a)(lock) = free, and o(a)(lock) = (cp,n) otherwise, where (av, 70, stmg)
is the deepest configuration in the thread’s stack and n the number of synchro-
nized method invocations in the stack £. If in the state prior to the method
invocation &(a)(lock) = free, then (a,7,stm) is the only local configuration
in T representing the execution of a synchronized method of a by a thread
not in the wait or notified sets of a. Furthermore, the callee observation sets
6(a)(lock) = (o, 1), and thus the required property holds. In the second case,
using the fact that the callee configuration is on top of its stack, the callee ob-
servation changes &(a)(lock) = (agp,n) to 6(a)(lock) = (ag,n + 1), and we get
the property by Lemma 6 and by induction.

Case: CALLponitor

Similarly to the case CALL, for a@ € dom(d) also a € dom(¢), and if « is not
the callee object, then the property holds by induction. In the case of the non-
synchronized notify- and notifyAll-methods, none of the concerned variables or
predicates are touched, and thus the property holds by induction again. So let
¢ € T be the executing thread invoking the non-synchronized wait-method of a.

The antecedent owns(€ | prog, «) implies by induction &(a)(lock) = (g, n),
where (ag, 70, stmg) is the deepest configuration in the stack £ and n is the
number of its synchronized method invocations in a. Furthermore, since ¢ does
not yet execute a wait-method prior to the call, from £ ¢ waz’t(T 1 prog,a) U
notzﬁed(T J prog, a) we conclude by induction that «q is contained neither in
wait nor in notified of « in &.

The execution places the thread into a’s wait set and, since at most one
thread can own a lock at a time, it gives the lock of « free, i.e., we have —owns (T 1
prog, ). The corresponding callee observation extends &(«)(wait) with (ag,n),
and sets the lock-value of a to free. Thus the case follows by induction.

Case: RETURN

Assume « € dom(F) = dom(5). If « is not the callee object, or if the invoked
method is non-synchronized, then the property holds directly by induction. Note
that returning from the wait-method is covered by the RETURN 44 case below.
Solet £ € T be the thread of ag returning from a synchronized method of a; we
denote the thread after execution by ¢ € T.

Since ¢ is neither in the wait nor in the notified set of o, we get by definition
owns(§ | prog, @) prior to execution. If the given method is the only synchronized
method of « executed by &, then in the successor configuration —owns(¢' |
prog,«), and from the invariant property that at most one thread can own
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a lock at a time we imply ﬁowns(T 1 prog,a). Otherwise, if £ has reentrant
synchronized method invocations in «, then the thread doesn’t give the lock free
upon return, i.e., in the successor state we still have owns(£’ | prog, a).

Using owns (€ | prog, ), we get by induction &(«)(lock) = (ag,n), where n
is the number of invocations of synchronized methods of o by €. The auxiliary
variable lock of « is set by the callee augmentation to free, if n = 1, and to
(ag,m — 1), otherwise. Since the auxiliary variables wait and notified are not
touched, the property follows by induction.

Case: RETURN g4t
Assume that the thread £ € T of an object qq is returning from the wait-method
of a € dom(6) = dom(¥); we denote the thread after execution by ¢ € T,

The semantics assures —owns (T 1 prog, &) and by definition £ € notified (T d
prog, ). We get by induction &(a)(lock) = free and (ag,n) € o(«)(notified),
where n is the number of invocations of synchronized methods of a by £. After
returning, the thread gets removed from the notified-set of o and gathers the
lock of a, ie., £ ¢ notz’ﬁed(T 1 prog, ) and owns(&' | prog, a).

The augmentation of the wait-method removes (ag,n) from &(a)(notified);
from the uniqueness of the representation follows ay # S for all (8,m) €
6(a)(notified). Furthermore, the observation sets the lock of « to (ag,n), by
which we get the required property.

Case: THROW,

This case is analogous to the case RETURN. Remember that the observations
of throw statements outside try-catch-finally blocks in synchronized methods
decrement the lock value. O

Proof of Lemma 8: Straightforward by the definition of augmentation. O

B.2 Proof of the soundness theorem

Proof of the soundness Theorem 1: We prove the theorem by induction
on the length of the computation, simultaneously for all parts of Definition 19.

For the initial case assume dom(og) = {a}, oo(a) = o [thisa], 79 =
7" [thread + a], and let {po} 7% (ify := &) 7 {p3} stm be the main statement.
Then the initial configuration (7§, () of the proof outline satisfies the following:
oy = oolais r—>[[é’2]];°(a)’70], and for the stack we have T} = {(a, 7, stm)} with

ao(a),To

70 = 1ol ] J-
Let w be a logical environment referring only to values existing in 0. As in
oo there exists exactly one object a being in its initial instance state, we have

wlzal, 00 Eg InitState(z) AVZ'. 2'=null v 2=2" |

where 2 is of the type of the main class, and 2’ is a logical variable of type Object.
Using the initial correctness condition we get

wlz—=al,00 Eg (GI A P3(2) AN1(2)) © fobs © finit
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with I the class invariant of «, ¥ the local variables of the run-method of the
main class, and

finit = [this, (null, 0, null) /thread, caller][Init(¥) /7] , and
fobs = [Ea(2)/2.52]

Applying Lemma 4, we get for the global invariant «’,0) Eg GI for o' =
wlz = a][U+ 7{(¥)]. Since GI may not contain free logical variables, its value
does not depend on the logical environment, and therefore w, o{, =g GI.

Similarly for the local property ps, we get with Lemma 4 that ', 0 ¢
P5(z). With Lemma 1 we get w’, of(c), 7 E2 pre(stm). Since pre(stm) does not
contain free logical variables, we get finally w,o((a), 7} . pre(stm). Part 3 is
analogous.

For the inductive step, assume (T, oo)—* (T, &) — (T', &) such that (T, &)
satisfies the conditions of Definition 19. Let w be a logical environment referring
only to values existing in 6. We distinguish on the kind of the computation step
(T, &) — (T,6).

If the computation step is executed by a single local configuration, we use the
local correctness conditions for inductivity of the executing local configuration’s
properties, and the interference freedom test for all other local configurations
and the class invariants in (T',6). For communication, invariance for the exe-
cuting partners and the global invariant is shown using the cooperation test for
communication. Communication itself does not affect the global state; invariance
of the remaining properties under the corresponding observations is shown again
with the help of the interference freedom test. The case for throwing exceptions
outside try-blocks is similar. Finally for object creation, invariance for the global
invariant, the creator local configuration, the created object’s class invariant is
assured by the conditions of the cooperation test for object creation; all other
properties are shown to be invariant using the interference freedom test.

Case: ASSinst, ASSioc

Note that signaling is represented in proof outlines by auxiliary assignments,
thus this case covers also the rules SIGNAL, SIGNALALL, and SIGNAL;,. Note
furthermore that this case does not cover observations of communication, object
creation, or exception throwing and handling.

Let the last computation step be the execution of an assignment in the local
configuration (o, 71,4 := €; stmq) € T resulting in (a, 71, 8tmy) € T. According
to the semantics, 7 = 7, [gj’H[[é’]]Z(a)’h] and 6 = &[a.g’r—)[[é’]]g(a)’h].

Since assignments, that does not observe object creation, communication, or
exception throwing, don’t change the values of variables occurring in GI, part (2)
is satisfied.

For part (1), assume (3, 12, stma) € T. 1f (8,12, stma) = (a, 71, stmy) is the
executing local configuration, then by induction w, &(«), 71 =, pre(y := €). The
local correctness condition implies that w, &(«), 71 =2 pre(stmq)[€/9]. Using the
properties of the local substitution formulated in Lemma 3 we get w, 6(«), 71 Er
pre(stmy).
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If otherwise (S, 72, stmz) is not the executing local configuration, then it
is contained in T. If « # [, i.e., the execution didn’t take place in (3, then
5(B) = 6(B), and thus w,5(B), 2 |, pre(stms) by induction. Otherwise let T
be 71 [V — 12(7)], where ¥ = dom(12) and ¢’ fresh. Then Lemma 6, the induction
assumptions, and the definition of interleavable imply

w,o(a), T =z pre(y := €) A pre’(stms) A interleavable(pre(stms), i := €) ,

and with the interference freedom test we get w, o(a), 7 = pre’(stma)[€/7]. Us-
ing the substitution Lemma 3 and the fact that, due to the renaming mechanism,
no variables in ¥’ may occur in g, yields w, §(«a), 72 =z pre(stmsz).

Part (3) is similar, using the fact that the class invariant may contain instance
variables only, and thus its evaluation doesn’t depend on the local state.

Case: CALL
Let (o, 71, tper := e0.m(&); (71 = &) stm1) € T be the caller configuration
prior to method invocation, and let («, 7, stm}) € T and (8, 12, stma) € T
be the local configurations of the caller and the callee after execution. Let
furthermore (7 := &) 7°* stms be the invoked method’s body and # its for-
mal parameters. Directly after communication the callee has the local state
Fo = Tinit[ﬁ,_)[[é»]]g(a)ﬁ'l];
s(a), 71
e

lcall

after the caller observation, the global state is ¢ =
and the caller’s local state is updated to 71 = 71 [#1 r—>[[§1]]g(a)’h].
Finally, the callee observation updates its local state to 72 = 72| H[[?g]]g(ﬁ )’%2]
and the global state to 6 = 5[5.7 H[[é’z]]g(ﬁ)’h]

assume w = wlz — af[z" — B][v1 — T1(01)].

[T[oz.gﬁ i—)[[gl]]

. Let ¥ denote dom(+1) and
The semantics assures o # null and 3 = [[eo]]g(o‘)’%1 # null, and we get with
Lemma 1 and the definition of & that w, & Eg z # null A 2/ # null A Eg(z) = 2.
If the method is synchronized and £ is the stack of the executing thread in T7
then according to the transition rule —owns (T\{f} 1 prog, B). Using Lemma 7
and Lemma 6 we get o(8)(lock) = free V thread(o(8)(lock)) = 7y (thread) and
thus w, o =g 2’ .lock = free V thread(z’.lock) = thread.

In the following let p1 = pre(uret = eg.m(€)), pa = pre(th := &), ps =
post(th = €), ¢1 = Iy, g2 = pre(fo 1= €), and g3 = post(§> := &), where
I, is the class invariant of the callee. Then we have by induction w, o =g GI,
for the class invariant w,o(8), 71 ¢ Iy, and for the precondition of the call
w,0(a), 71 Er p1. Using the lifting lemma, the cooperation test for communica-
tion implies

0,5 g (Pa(2) A Qy(2)[E (=), Init(d) /@, 7] A
(GI A P3(2) A Q5())E(2)/2 ) [Er(2) /2.1 [E (=), Inie(0) /@, ]

where U contains the local variables of the callee without the formal parameters
4. Using the lifting lemma again but in the reverse direction and Lemma 4
results w,d =g GI, and thus part (2). Note that in the annotation no free
logical variables occur, and thus the values of assertions in a proof outline do
not depend on the logical environment. Furthermore, using the same lemmas we
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get
w,o(a), 71 Fr p2 w,0(B), 72 Fr ¢
w7é—(a)77£1 ':L b3 W7é(6)77£2 ':E qs -

Thus part (1) is satisfied for the local configurations involved in the last
computation step. All other configurations (7,73, stms) in T are also in 1. If
v # a and v # B, then &(y) = 6(v), and thus w,d(y), 73 Er pre(stmsz) by
induction.

Assume next v = a and a # 3, and let 7 be 7 [V — 73(¥)], where ¢ =
dom(73). Then Lemma 6, the induction assumptions, and the definition of the
assertion interleavable imply with the interference freedom test w,o(a), 7 .
pre’(stmg)[€1/y1]. The substitution Lemma 3 and the fact that, due to the re-
naming mechanism, no local variables in ©' occur in #, yield w,d(a), 73 Er
pre(stmg). Now, since 8 # «, the callee observation also does not change the
caller’s instance state, and we have §(a) = J(a). Thus we get w,d(a), 73 Er
pre(stmg).

The case v = 8 and a # § is similar. Communication and caller observation
do not change the instance state of 3, i.e., 5(8) = (). The interference freedom
test results w,d(8), 7 [ pre'(stms)[éa/y2] with 7 = R[0— 73(7)]. Due to
the renaming mechanism, we conclude with the local substitution lemma that
w,6(B), 7 = pre’(stmg) with 7(0") = 13(7), and thus w, 6(8), 13 =2 pre(stms).

For the last case v = a = [ note that, according to the restrictions on
the augmentation, the caller may not change the instance state. Thus the same
arguments as for v = 8 and « # 8 apply. Le., part (1) is satisfied.

Part (3) is analogous: The interference freedom test implies w,&(a), 7 Er
I, where I, is the class invariant of the caller. Since I, may contain instance
variables only, its evaluation doesn’t depend on the local state. Similarly for the
callee, w,d(8), 72 = I;. The state of other objects is not changed in the last
computation step, and we get the required property.

Case: CALLgqy, CALLSP,

These cases are analogous to the above one, where we additionally need w, o =g
—z'.started and o, & =g 2’ .started, respectively, to be able to apply the coopera-
tion test. The above properties result from the transition antecedents —started (T, B)

and started(T, B), respectively, using Lemma 8 and w(z’) = 8.

Case: CALLpmonitor
As above, where w,& =g thread(z’.lock) = thread is implied by the transition
antecedent owns( | prog, ) for the executing thread &, and Lemma 6.

Case: RETURN

This case is analogous to the CALL case, where we define ¢; as the precondition
of the corresponding return statement instead of the callee class invariant. The
requirement &, & =g Eo(z) = 2/ A’ = E(z) of the cooperation test results from
the fact that the values of formal parameters may not change during method
execution, and that the method invocation statements may not contain instance
variables, so that the values of the formal parameters and the expressions in the
method invocation statement are untouched during the execution of the invoked
method.



83

For the application of the interference freedom test, to show the validity of
the interleavable predicate, we use the fact that the assertion pre(stms) neither
describes the caller nor the callee, since the corresponding local configuration is
not involved in the execution.

Case: RETURN .,
Similar to the return case.

Case: RETURN 44t

In this case the antecedent ﬂowns(T J prog, B) of the transition rule together
with Lemma 7 imply @, & g 2’.lock = free. Furthermore, the executing thread
is in the notified set prior to execution, and the same lemma yields that the
executing thread is registered in &(3)(notified), i.e., w, & =g thread’ € 2’.notified.

Case: THROW,
This case is similar to the RETURN case, where ¢; is the precondition of the
given throw statement.

Case: TRY
Let the last computation step be the entering of a try-catch-finally block with ob-
servation ¢ := €, executed in the local configuration (a, 7y, sfml) e, resulting
in (o, 11, st}nl) eT. According to the semantics, directly after entering the block
]]ér(a),i'l

but before the corresponding observation we have 7, = 71 [exc — [exc] onull]

—

and & = &. After executing the observation we get 71 = 71 [g]H[[e]]g(a)’ﬁ} and
6 = slag[e]2 ™).

Since observations of try keywords must not change the values of variables
occurring in GI, part (2) is satisfied.

For part (1), assume (3, 7y, stmy) € T. If (8,72, stmy) = (a, 71, stmy) is the
executing local configuration, then by induction w,&(c), 1 =, pre(stm;). The
local correctness condition implies w, o(a), 71 =, pre(stm1)[€/7][exc o null/exc].
Using the properties of the local substitution formulated in Lemma 3 we get
w,d(a), 71 = pre(stmy).

If otherwise (S, 72, stma) is not the executing local configuration, then it
is contained in 7. If « # B, i.e., the execution didn’t take place in [, then
(B) = 6(B8), and thus w,5(S5), 72 = pre(stmsz) by induction. Otherwise, anal-
ogously to the argumentation above, the local correctness Condition 10 implies
w,o(a), T = pre(y := €)[exc o null/exc]. Using the properties of the local sub-
stitution formulated in Lemma 3 we get w, (), 71 =2 pre(§ := ).

Let 7 be 1[0 — 72(7)], where ¢ = dom(72) and ¥ fresh. Then Lemma 6, the
induction assumptions, and the definition of interleavable imply

w, (), T = pre(y := €) A pre(stma) A interleavable(pre(stms), 7 := €) ,

and with the interference freedom test we get w, o(a), 7 = pre’(stma)[€/7]. Us-
ing the substitution Lemma 3 and the fact that, due to the renaming mechanism,
no variables in ¥ may occur in ¥, yields w, §(a), 72 = pre(stms).

Part (3) is similar, using the fact that the class invariant may contain instance
variables only, and thus its evaluation doesn’t depend on the local state.
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Case: FINALLY, YRT

These cases are analogous to the above one, where for FINALLY we have 7, = 74,
and for YRT 7; = 1 [exc, top —[head(exc) Z(a)’h, [tail(exc) g(a)’h]; the substitu-
tion [exc o null/exc] is replaced accordingly.

Case: THROW,

Let (a, %, stm) € T with stm = throw e; (§ := €)% stmy; catch (1 uy) stm,
..; catch (¢, uy) stmy, finally stmy, 1 yrt; stmy, 12 be the executing local con-

figuration prior to the computation step, resulting in (a,7,stm) € T with
stm = stmy; finally StMp, 41 yrt; stmy, o after execution. According to the seman-

tics, [[e]]?mﬁ € Val® for some 1 < 4 < n, implying [e#£null Ahastype(e, ci)}]g(a”.

Furthermore, from V1 < j < 4. [[e]]g(a)’% ¢ Val® we conclude [V1 < j <

7.7 hastype(e,cj)]]g(a)’%.
Directly after exception throwing we have ¥ = 7[u; »—>[[e]]g(a)’T] and & = 0.

The observation modifies the states resulting in 7 = %[QH[E]]Z(Q)’%] and ¢ =

Sla.g—[e]2 .

Since observations of exception throwing inside try-catch-finally blocks must
not change the values of variables occurring in GI, part (2) is satisfied.

For part (1), assume (3,7, stm’) € T. If (B, 7, stm") = (a,7,stm) is the
executing local configuration, then by induction w,&(a),7 =, pre(stm). The
local correctness Condition 17 implies w,o(a), 7 =z pre(stm)[é/y][e/u;]. Us-
ing the properties of the local substitution formulated in Lemma 3 we get
w,d(a), f = pre(stm).

If otherwise (83,7, stm’) is not the executing local configuration, then it
is contained in 7. If « # B, i.e., the execution didn’t take place in [, then
5(B) = 6(B), and thus w,(B), 7" Er pre(stm’) by induction. Otherwise, the
induction assumptions, the local correctness Condition 16, and the local substi-
tution Lemma 3 imply w, (), 71 = pre(y = €).

Let 7 be 7[¢' — 7/ (¥)], where ¢ = dom(7") and ¥" fresh. Then Lemma 6, the
induction assumptions, and the definition of interleavable imply

—

w,o(a), 7 =L pre(y := €) A pre’(stm’) A interleavable(pre(stm'), 7 := €) ,

and with the interference freedom test we get w, &(a), 7 = pre’(stm’)[€/y]. Us-
ing the substitution Lemma 3 and the fact that, due to the renaming mechanism,
no variables in ¥ may occur in ¥, yields w, §(«), 7" £z pre(stm’).

Part (3) is similar, using the fact that the class invariant may contain instance
variables only, and thus its evaluation doesn’t depend on the local state.

Case: THROWy, THROW3, THROW;
These cases are similar to the above one. None of these statements may change
the values of variables occurring in the global invariant, and thus part (2) is
satisfied.

The induction assumptions and the semantics assures that the antecedents of
the corresponding local conditions hold in the configuration prior to execution.
Satisfaction of the local conditions and the local substitution lemma imply that
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the precondition of the statement of the executing local configuration hold after
the computation step.

For the other local configurations, local correctness assures additionally, that
the precondition of the attached observation hold directly before its execution.
Again, we use induction assumption, satisfaction of the interference freedom
conditions, and the local substitution lemma to show that the given assertion
attached to the control point of the non-executing local configuration hold after
observation.

Case: NEW

Let (o, 71,u := new; (7 := &)"“stm;) € T be the local configuration of the
executing thread prior to object creation, and (o, 71, stmy) € T after it. Ob-
ject creation updates the global state to & = &[3+ o [this— j3]], where 3 ¢
dom(&); the executing thread’s local state gets updated to 7 = 71[u+— (]. Af-

ter observation we have 7, = 7| [Q'Hﬂé]]g(a)’ﬁ] and for the global state § =

Flage]2 ™.

In the following let p; = pre(u := new), pa = pre(y := €), and ps =
post(y := €). By induction w, s g GI and w,5(a), 71 [, p1. Using the lifting
lemma we get w,0 g GI A Pi(2) for w = w[z+ o][th — 71 (1)] and ¥ the
variables from the domain of 7;. Lemma 2 yields w[z’+— dom(5)][u— B],5 Eg
(GI A (u. Pi(2))) | 2. Note that GI may not contain free logical variables,
and thus its evaluation does not depend on the logical environment. The newly
created object with a fresh identity is in its initial instance state, implying
w[z' = dom(5)][ur— B],5 Eg Fresh(z’,u). Thus the cooperation test for object
creation implies

[urs 8,6 g Pa(2) A Lnew(u) A (GI A P3(2))[E(2)/2.4]

where I, is the class invariant of the new object. Using the lifting lemma again
but in the reverse direction and Lemma 4 results w, ¢ =g GI, and thus part (2).
Note that in the annotation no free logical variables occur, and thus the values
of assertions do not depend on the logical environment.

Furthermore, using the substitution lemmas we get

w, 6'(04), 7:1 ):,C D2, w, é’(O{)7 741 ):,C pP3, and W, é(ﬁ)a T ':L Inew

for all 7. For the class invariant of the executing thread, the interference freedom
test implies w, 5(a), 1 [z I, where T is the class invariant of a. Since I may
contain instance variables only, its evaluation doesn’t depend on the local state,
and the required property holds. The state of other objects not involved in the
last step is not changed in the last computation step, and part (3) is satisfied.

Furthermore, part (1) is satisfied for the local configuration involved in the
last computation step. All other configurations (v, 72, stms) in T are also in T
and v # 8. If v # «a, then &(v) = 6(v), and thus w, (), 72 Er pre(stms) by
induction.

Assume now vy = «, and let 7 be 1[0 — 12(¥)], where ¥ = dom(72). Then,
since &(a) = &(a), Lemma 6, the induction assumptions, and the definition
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of interleavable imply using the interference freedom test that w,s(a), 7 Er
pre’ (stma)[€/4]. The substitution Lemma 3 and the fact that, due to the re-
naming mechanism, no local variables in @' occur in ¥, yields w,é(a), 2 Er
pre(stms). Le., part (1) is satisfied. O

Proof of the soundness Corollary 1: The proof is straightforward using the
soundness Lemma 1. O

C Completeness proof

The following lemma states that the variable loc indeed stores the current control
point of a thread:

Lemma 12. Let (T, o) be a reachable configuration of prog’ and (e, T, stm) € T'.
Then 7(loc) = stm.

Proof of Lemma 12: Straightforward by the definition of augmentation. [

Proof of the local merging Lemma 9: Assume two computations (T, o) —*
(T1,61) and (Ty, 00)—* (T3, 62) of prog’, and let (o, 7, stm) € Ty with o €
dom(61) N dom(62) and 61(a)(hinst) = 62(a)(hinst). We prove (o, 7, stm) € Ty
by induction over the sum of the length of the computations.

In the initial case both Tl and Tg contain the same single initial local con-
figuration, and thus the property holds.

For the inductive case, let <T1,[71> — <T1,c’rl> and <T2,&2> — <T2,62> be
the last steps of the computations. The augmentation definition implies that
each computation step appends at most one element to the instance history
of a. If &1()(hinst) = G1()(hinst), then, by the definition of the augmenta-
tion, (T1,01) — (T1,61) did not execute in a, ie., (a,7,stm) € T, and the
property follows by induction. The case for &2 (a)(hinst) = G2(a)(hinst) is anal-
ogous. Thus assume in the following &1 () (hinst) = o1 () (hinst) © (04,4, 71) and
62(a)(hinst) = 2(a)(hinst) © (05sr,72). From 61(a)(hinst) = G2()(hinst) we
conclude that &1 () (hinst) = Fa(a)(hinst) and (o}, 71) = (02,4, T2)-

Since 61(a)(hinst) # 01(a)(hinst), the computation step (Tl, 1) — (Tl, 61)
executed some statements in «. If there is only one local configuration in «
that was involved in the step, then the augmentation definition and the local
substitution lemma imply that its resulting local configuration in Ty is given
by (o, 71, stm1) with stm; = 71(loc). From (o}, 7) = (02,,,,72) we conclude
that the same local configuration executed in (T5, &9) — (Th, 62). Thus, either
(v, 7, stm) € Ty is the executing configuration (e, 71, stmy) and then it is also in
Tg, or not, and then it is in Tl, by induction in Tg, and since it wasn’t involved
in the execution <T2, To) — <T2, G2), also in T.

If otherwise there are two local configurations in « involved in (17, 5;) —

(T1,61), then (o _,, ) specifies the callee’s instance local state. However, due to
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the built-in auxiliary variables, the identity of the caller local configuration is also
stored in 71, in the formal parameter caller of the callee. The caller configuration
is in Tl, and by induction in Tg. Furthermore, since there are no two local
configurations with the same identity in a reachable configuration, both steps
execute in the same instance local configuration.

Thus, either (o, 7, stm) € T} is one of the executing configurations and then
it is also in 7%, or not, and then it is in 77, by induction in Ty, and since it wasn’t
involved in the execution, also in Tg. O

Proof of the global merging Lemma 10: Assume two reachable configura-
tions (17, 61) and (T3, 62) and let o € dom (61 )Ndom (62) satisfying &1 () (hcomm )
69()(heomm). We show that there exists a reachable (T',6) with dom(s) =
dom(62), 6(a) = 61(), and 6(B) = &2(p) for all 5 € dom(F2)\{a}. We proceed
by induction on the sum of the lengths of the computations.

In the base case we are given (Tl, 61) = (TQ, G92) and the property trivially
holds.

For the inductive step, let (Tl,&l) — (Tl,él) and <T2,€72> — (Tg,ég) be
the last steps of the computations.

If & ¢ dom(51) or a ¢ dom(d2), then o was created in one of the last steps,
and thus 1 (@) (hcomm) = 62()(hcomm) = €. That means, no methods of o were
involved yet, i.e., a is in its initial instance state 61 () = d2(a) = o [this+— af;
in this case <T2, G2) already satisfies the requirements. Assume in the following
a € dom(o1) N dom(&2). We distinguish whether the last computation steps
update the communication history of a or not.

Case: 01 (a)(hc\omm) =4 (a)(hcomm)

In this case (T1,01) — (T1,61) doesn’t execute any non-self communication
or object creation in a. By induction there is a computation (T, oo)—*(T", &)
leading to a configuration such that o(a) = &1(a) and o(8) = 62(8) for all
B € dom(é2)\{a}.

In case (Ty,&1) — (T, 61) does not execute in o at all, i.e., &y (a) = 61(c),
then (T, o) already satisfies the requirements.

Otherwise, the local configurations in 71 which execute in « and which are
involved in the computation step (Tl, 1) — (Tl, 61) are by the local merging
Lemma 9 also in 7. Furthermore, from &1(a)(heomm) = 61(@)(heomm) we con-
clude that they don’t execute any non-self communication or object creation,
and thus their enabledness and effect depends only on the instance state of «.
That means, the same computation as in (11, &1) — (11, 61) can be executed in
<T, o), leading to a reachable global configuration satisfying the requirements.

Case: &Z(Q)(hcomm) = 6'2(94)(hcomm)
In this case (Ts,02) — (Th, d2) does not execute any non-self communication

or object creation involving «. By induction, there is a reachable <T ,0) with
o(a) = d1(a) and o(8) = 02(B) for all 8 € dom(d2)\{a}.
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If (Ty, &5) — (Th, 62) performs a step within o, then, according to the case
assumption, it executes exclusively within «. This means, &2(8) = d2(8) for all
B e dom(é2)\{a}, and (T, &) already satisfies the required properties.

If otherwise (Ty, &9) — (T, 65) does not execute in «, then all local con-
figurations in T27 executmg in an object different from «, are also in T this
follows from 09(8) = &(B) for all g € dom(o2)\{a}, and with the help of the
local merging Lemma 9 applied to (T, &) and (1%, &2). The enabledness of local
configurations, whose execution does not involve «, are independent of the in-
stance state of «; furthermore, the effect of their execution neither influences the
instance state of a nor depends on it. Thus in (T, &) we can execute the same
computation steps as in <T2, ba) — (TQ, G2), leading to a reachable configura-
tion with the required properties.

Case: 01(a)(hcomm) # 61 (q)(hcomm) and} &g(a)(hcomm) # dg(a)(hcomm)
In this case finally both (T1,01) — (T1,61) and (Th,02) — (I2,62) exe-
cute some object creation or non-self communication in «, including exception
throwing between different objects. We show that in this case J1(a)(heomm) =
G2(a)(hcomm) implies also &1(a)(heomm) = F2(a)(heomm), and thus by induc-
tion there is a computation leading to a configuration (1", &) such that dom(&) =
dom(52), o(a) = 01(), and &(8) = d2(B) for all other objects 8 € dom(o2)\{a}.
Furthermore, combining those local configurations involved in (Tl,&l> —
(T, 61) which execute within o with those in (7%, o2) — — (T3, 63) which execute
outside v, we can define a computation (T', &) —» (T, ) such that () = 61(a)
and 6(8) = d2(B) for all other objects 5 € dom(52)\{a}.

The case assumptions imply, that the last elements of the communication
histories &1 () (hcomm ) and 62 () (hcomm ) were appended in the last computation
steps; 61(a)(heomm) = F2(a)(hcomm) imply that the last elements are equal.

According to the augmentation, each computation step extends the commu-
nication history of o with at most one element. Thus we get &1(a)(hcomm) =
&2()(Neomm), and by induction there is a reachable (T',&) with dom(s)
dom(&2), o(a) = o1(a), and o(8) = d2(B) for all 8 € dom(d2)\{a}.

Note that the last elements of the communication histories &1 (a)(hcomm)
and 62(a)(hcomm ) record the kind of execution, and so we know that both steps
execute the same kind of communication in «. Furthermore, the last elements
record also the identity of the local configuration executing in «, the communi-
cation partner of o, and the communicated values, which are consequently also
equal.

We distinguish on the kind of the computation step (Tl, o1) — (Tl, 61):

Subcase: NEW
In this case 61(a)(hcomm) = 01()(heomm) © (o, null, (new®r, thread,)), where
thread,, is the identity of the creator thread as specified by its local variable
thread, and ~ is the newly created object.

From the preliminary observations we conclude that (T%,52) — (T, 62)
creates the same new object v being in the same initial state; furthermore, it
leaves the states of all objects from dom(&2)\{a} untouched.
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As o(a) = o1(a), the local merging Lemma 9 implies that the local config-
uration of the creator in 7} is also contained in 7. Thus, since 7 ¢ dom(oz) =
dom(¥), the same computation step as in (T}, &) — (Tl, 61) can be executed
also in (T, a) leading to a reachable configuration (T',6) with Val®®*(4) =
Val®®*t (5) U {7} = Val®™*(55) U {v} = Val®®*(6y), 6(a) = 61(a), and
6(B) = o(B) = &2(B) = 62(B) for all 8 € dom(d2)\{a}. Finally, for the newly
created object we have &(7) = G2(y) = ot [this+~], and thus 6(3) = 62(3)
for all 8 € dom(62)\{a}.

Subcase: CALL

Assume first that « is the caller object and 8 # « the callee. According to
the preliminary observations, also <Tg, Fo) — <T2, G2) executes the invocation
of the same method of 8, where « is the caller and § the callee. Furthermore,
by the local merging lemma, the caller local configuration from T is also in
T, and its execution is also enabled in (T, o). The last property holds also for
synchronized and monitor methods, since the invocation of the same method of
8 by the same thread is enabled in (T%, &3), and &(8) = &(8).

Thus the caller local configuration from Tl can execute the method invoca-
tion in (T',&), leading to a reachable configuration (T',6) with &(a) = 1(c).
Furthermore, (T, &5) — (T',6) and (T, &2) — (T, 62) execute the same callee
observation in the same instance state d2(8) = &(8) and the same initial local
state after the communication of the same actual parameter values, and thus
6(8) = 62(B). The states of other objects are not touched, and thus (T',6)
satisfies the required properties.

Similarly, if the callee object is «, then the same caller local configuration as
in (T, 53) —» (T, 63) can execute in (T, &) leading to a reachable configuration
satisfying the requirements.

Subcase: RETURN, THROW4

These cases are analogous to the above case for CALL. The computation <T, Fy —
(T, 6) is constructed from the execution of the local configuration in a which ex-

ecutes in (Tl, o1) — (Tl, 61), together with the execution of the communication

partner of o which executes in (TQ, O2) — (TQ, Ga). O

Lemma 13 (Initial correctness). The proof outline prog’ satisfies the initial
conditions of Definition 12.

Proof of Lemma 13: Let {py} 7 (i, := &) 7% {p3} stm;return be the main
statement with local variables v, and let I be the class invariant of the main
class. We have to show for arbitrary ¢ € X' and w € {2 referring only to values
existing in o, that
w,0 Eg InitState(2) A (V2'. 2" = nullv 2z =2') —
Py(z) o finit AN (GI A P3(2) N1(2)) © fobs © finit s

where z is of the type of the main class, 2z’ of type Object, and where fin;; =
[z, (null, 0, null) /thread, caller][Init(¥) /9] and fops = [E2(2)/z.52]. We observe that

w,0 g InitState(2) A (V2'. 2/ = null vV 2’ = 2)
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implies that o is the initial global state prior to the execution of the callee
observation at the beginning of the main statement, i.e., defining exactly one

existing object w(z) = a being in its initial instance state o(a) = "% [this+ a].

We start transforming the right-hand side using the substitution Lemmas 4 and
1:
[P2(z)[z, (null, 0, null) /thread, caller] [Init(v) /7]] g

(
= [P2(2)[2, (null, 0, null) /thread, caIIer]]]w[”Hln't(ﬁ)]’”
_ HPQ(Z)]] w [V + Init(7)][thread — a],c

_ HP2]]L o(a),T

with 7 defined by 77 [thread — a][caller —(null, 0, null)]. The above value is
true, since the run-method of the main class is initially invoked in the given
context.

For the global invariant we get similarly

[GI[Ey(2)/z 2.92][2, (null, 0, null) /thread, caller][Init(%) /][ 57
[GI[Bs () .:172]]](5[733—)Init(ﬂ)][threadHa],a
= [G1]2
=[]

for some logical environment w’ and ¢’ given by o[a.%s »—)[[62]]0(0‘) ]. In the last
step we used the restriction that the global invariant may not contain free logical
variables. The step before made use of the following equation for Ey(z), which we
get using Lemma 1 and with the fact that & does not contain logical variables:

HE2 (Z)]]E[EH Init(7)][thread — a],0 [z/thls]]]g[f)'»—) Init(¥)][thread — a],o

o [[82]]w[17>—> Init(?)][thread — o]0 (),
- g

_ [[6»2]]45 o(a),™

Since (I7,0') with T = {(a 7', stm)} and 7 = T r—>[[eg]] @).7 "] is an initial
global configuration of prog’ after the observation at the beginning of the main
statement, it is reachable, and the initial condition for the global invariant is
satisfied. The cases for p3 and I are similar to that of GI, where we additionally
use the lifting substitution Lemma 1 to show that HPg(Z)HEI’OJ = [[pg]]zl’ol(a)’T/
O

Lemma 14 (Local correctness: Assignment). The proof outline prog’ sat-
isfies the conditions of local correctness from Definition 13.
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Proof of Lemma 14: Let ¢ be a class of prog’ with class invariant I, w € 2,
Oinst € Zinst, and 7 € Yo with o, (this) = a. Assume a multiple assignment
{p1} ¥ := é{p2} in ¢ which is not the observation of communication or object
creation. We have to show that

W Oinsty T ':L', b1 _>p2[é'/g’] .

From w,0,,.,,T Er p1 it follows by the definition of the annotation that there
is a reachable (T',&) with &(a) = 0,,,, and (o, 7,7 := & stm) € T. Executing
the local configuration in (T', &) leads to a reachable global configuration (T,6)
with 6(a) = 0,,.[7—[E]z"""] and (o, T[7—[€]e™"], stm) € T. Thus by the
definition of the annotation for prog’ we have

W, Oinat [T 1€, 7l = [l "] e p2

and further with the substitution Lemma 3 w,0,,.;, T £ p2[€/¥], as required.
([l

Lemma 15 (Local correctness: Exception handling). The proof outline
prog’ satisfies the conditions of local correctness from Definition 14.

Proof of Lemma 15: Let stm be a statement of the form try (G, := €)Y stmo;
catch (c1 up) stmy .. .;catch (¢, uy,) stmy, finally (Ghin := &)™ stmp1 yrt Gy =
)Y in a class c. We show that for all w, &,,,,, and 7,

W, Omst, T E pre(stm) — pre(Yry := €y )[exc o null/exc] A

pre(stmo)[€wry/Yery|[exc o null /exc] .

From w, 5,4, 7 =2 pre(stm) it follows by the definition of the annotation that
there is a reachable (T, &) with &(a) = &, and (o, 7, stm; stm’) € T. Execut-
ing the exception throwing in the above local configuration in (7', &) updates

inst )T

the local state to 7 = %[exc+—>[[exc]]g o null]. The corresponding observa-
tion completes the computation step and leads to a reachable global configura-
e = a’%nst 7‘7— 4 > = a'1,11,sf, ’i—
inst [ytry ’_>[[€UY]]S ] '_>]7 T = T[ytry H[[etry]]s ]7 and
(o, 7, stmg; catch (cy uy) stmy .. . ; catch (¢, uy,) stmy, finally (Fan = &in)/™ stmp, 1
yrt) € T
Thus by the definition of the annotation for prog’ we have

tion (T, ¢) with 6 = &[0, 7

W, Ginsts T Er pre(stmo) ,

and further with the substitution Lemma 3

N

W, Osnsts T Ec pre(stmo)[Ein/Utin)[exc o null /exc] .

Note that the annotation may not contain free logical variables.
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The case for the precondition of the observation is similar: By definition
we have ,0,,4,7 Fr pre(Juy = @uy), and thus w,0,,,,7 Ez pre(Guy =
By )[exc o null/exc] , as required.

The other cases are similar. The antecedents of the conditions assure reacha-
bility and enabledness; we use the local substitution lemma to show the required
properties. O

Lemma 16 (Interference freedom). The proof outline prog’ satisfies the con-
ditions for interference freedom from Definition 15.

Proof of Lemma 16: Assume an arbitrary assignment 3 := € with precondi-
tion p in class ¢ with class invariant 7, and an arbitrary assertion ¢ at a control
point in the same class. We show the verification condition from Equation (32)
on page 52

W, Oimsts T E2 P A Ainterleavable(q, 7 := €) — ¢'[€/7] ,

for some logical environment w together with some instance and local states o,,,,
and 7, where ¢’ denotes ¢ with all local variables u replaced by some fresh local
variables u'.

Let o = 0,,,,(this), and assume first that i := € is not the observation of
communication, object creation, or exception throwing or handling. The first
clause w, 0,, ., T = p implies that there exists a computation reaching (Tp, Tp)
with &, () = 0,4, and a configuration (o, 7,7 := €; stmy,) € T,

From w,0,,,,T E=r ¢ we get by renaming back the local variables that
W, Omet, T =2 q for 7/(u) = 7(u') for all local variables u in ¢. Let ¢ be the
precondition of the statement stm,. Note that ¢ is an assertion at a control
point. Applying the annotation definition we conclude that there is a reachable
(T,,5,) with &4() = 0,,; = &p(a) and (o, 7', stmg; stmy) € T,. The local
merging Lemma 9 implies that (c, 7/, stmy; stmy) € Tp.

Let (T}, 6,) result from (T}, &,) by executing the enabled local configuration
(a, 7,7 = & stm},). We have 6,(a) = 0, [7—[€]¢"""]. From the assumption
W, 0inets T [Fr interleavable(q, i := €) we get that (a,7’, stmg; stmy,) is not the
executing configuration, and thus («, 7', stmg; stmy) € Tp.

According to the annotation definition w, o, [7—[€]z"""],7" ¢ ¢, and
after renaming the local variables of ¢ also w, o, [y [€]e™""],7 Fz ¢'- Due
to renaming, no local variables of ¢’ occur in ¥, implying

W, Ognot [T 1€l ), Tl = (el ")

Finally, by the substitution Lemma 3 we get w, 0,4, 7 Er ¢'[€/7].

If the assignment observes object creation, communication, or exception
throwing or handling, the proof is similar. For object creation, w,o,,,,7 Ez p
implies that there exists a computation reaching (T}, ) with op(@) = 0,4
and an enabled configuration (a, 7, stmy; stm;,) € T,, where stm,, is of the form
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u := new; (§ := €)™ . The local state 7, is 7[u+> v] for some value v, such that
the local configuration is enabled to create 7(u). Directly after creation, the cre-
ator local configuration has the local state 7 and executes its observation result-
ing in the local state 7[§—[€]z*""] and instance state o, [7—[€]z™*"]. Note
that o,,,, is not influenced by the object creation itself. Again, the interleavable
predicate assures that (o, 7/, stmg; stm'q) is not the executing configuration, and
we get w,0,,.,, T Er ¢'[€/7] as above.

The other cases for observations of communication, object creation, or excep-
tion throwing and handling are analogous. In the case of caller observation in a
self-communication, the restrictions on the augmentation imply that ¢ := € does
not change the values of instance variables, and the requirement follows directly
from the assumptions. If p is the precondition of a callee observation at the be-
ginning of a method body, then the annotation assure that the invocation of the
method is enabled in (7, », 0p) such that 7 is the local state of the callee directly
after communication but before observation. Note that for self-communication,
the caller part does not change the instance state. Thus the only update of the
instance state of « is given by the effect of i/ := €. Again, the interleavable pred-

icate assures that («, 7', stm,; stmy) is neither the caller nor the callee, and thus
(o, 7', stmg; stmy,) € T,. We get w,0,,..,7 =r ¢ [¢/7) as above.

Validity of the verification condition 31 for the class invariant is similar, where
we additionally use the fact that the class invariant refers to instance variables
only. O

Lemma 17 (Cooperation test: Communication). The proof outline prog’
satisfies the verification conditions of the cooperation test for communication of
Definition 16.

Proof of Lemma 17: We distinguish on the kind of communication starting
with the verification condition for synchronized method invocation.

Case: CALL

Let {p1} Urer := e0.m(€); {p2} ' (i) := & )" {p3}*¥* be a statement in a class
c of prog’ with ey of type ¢/, where method m ¢ {start, wait, notify, notifyAll} of
¢ is synchronized with body {g2} 7% (i, := &) “°®" {g3} stm, formal parameters
i, local variables without the formal parameters given by ¢, and let ¢; = I be
the callee class invariant. Assume

w,0 g GIAPi(2) NQi(2") Acomm A z # null A 2’ # null

for distinct and fresh z € LVar¢ and 2’ € LVar® , and where comm is Eo(z) =
z' A (2'.lock = free V thread(z’.lock) = thread). Note that for completeness we
don’t need the information stored in the caller class invariant. By definition of
the global invariant, the assumption w,& g GI implies that there exists a
reachable (T, o) with

dom(5) = dom(o) and &(¥)(heomm) = () (hcomm) for all v € dom(o).
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Assuming w(z) = « as caller identity, &, g Pi(z) implies w, 5(«), 71 Er p1 by
the substitution Lemma 1, for some local state 1 with 71 (u) = w(u) for all local
variables u occurring in p;. By the annotation definition there exists a reachable
configuration (77, 01) such that

o1(a) = o(a) and (o, 1, Urer == €o.m(E); (i1 := &)W stmy) € T .

Recall that o(v)(heomm) = 0(7)(hcomm) for all v € dom(c), and especially
for the caller o(@)(hcomm) = (@) (hcomm) = 01(a)(heomm). Using the global
merging Lemma 10 applied to (T7,01) and (T, o) we get that there is a reachable
(T", o’y with dom(c’) = dom (o) and

o'(a) = o1() and o' () = o(v) for all v € dom(o)\{a}.

Furthermore, (a, 71, Uret := eg.m(€); (7 = &) stmy) € T}, o1(a) = o'(a),
and the local merging Lemma 9 implies that

Q,T1, Uret := €9-m(€); (31 := €1 stmy) € .
— = callt T/

Let 8 = w(z’) be the callee object. In case of a self-call, i.e., for « = 3, we di-
rectly get that (T, 0") = (T",¢’) is a reachable configuration such that ¢/ (a)) =
g(a), " () (hcomm) = 5(¥)(heomm) for all v € dom(&), and (o, 71, Uper =
eo-m(€); (1 := &)/ stmy) € T".

Otherwise, the assumption w, & =g I/ (2") implies w, &(8), 72 =, I for some
local state 2. Note that the class invariant contains instance variables, only. By
definition of the class invariant, there is a reachable global configuration (Ts, o9)
such that

02(5) :&(ﬁ)~

We need to fall back upon the two merging lemmas once more to obtain a com-
mon reachable configuration: Analogously to the caller part, the global merging
Lemma 10 applied to (Ta,02) and (T”,0’) yields that there is a reachable con-
figuration (7", o) with dom(c”) = dom(c’) and

" (B) = o2(B) and o (y) = o' (7) for all v € dom(o")\{B} .

Now, (a,71,Urer = eo-m(€); (7 = &)"stmy) € T', 0"(a) = o'(a), and
the local merging Lemma 9 implies that the local conﬁguratlon (@, 71, Uper =
eo-m(€); (71 := &)/ stmy) is in T".

Thus (T, ”) is a reachable configuration with o”(a) = (), o”(5)
5(B), " (¥)(hcomm) = (V)(hcomm) for all v € dom(&), and (o, 71, Uper =
eo-m(€); (71 := &)/ stmy) € T".

With the antecedent w,& g z’.lock = free V thread(z’.lock) = thread of
the cooperation test we get o(8)(lock) = free V thread(5(8)(lock)) = 71 (thread).
With o(8) = o”(8) and Lemma 7 we get —owns(T"\{{}, 5), where £ is the
stack with (o, 71, Uurer 1= eg.m(€); (71 = €1>’Ca” stmy) on top. Furthermore,
W,0 Eg comm implies w, o Eg Ep(z) = 2/, and by the lifting substitution

lemma [[eo]];(a)ﬂ'ﬂ'mbzl _ [[eo]];//(a) ,T1

= w(z’) = B. This means, the invocation of
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—

method m of 3 is enabled in the local configuration (v, 71, et := €9.m(€); (1 :
El> lcall stml) in <T//7 //>.
The definition of the augmentation, and ¢” (o) = &(«a) gives

L\U, (:J'(OZ), 7\-1 ':[, P2,

which by the substitution Lemma 1 and with the definition of #; yields w, & =g
P5(z). Due to the renaming mechanism we get

(:J,b' ):Q PQ(Z) o fComm

for feomm = [E(z), Init(¥)/u’, ¥']. For the precondition of the method body, the
annotation definition implies

w,0(B), 72 Fr a2

with 7 = 7% [7 e ]]U(a)’ﬁ] For the actual parameters we obtain by the sub-
stitution Lemma 1 [[E(z)]]gg = [[é']]“ﬁj’o(o‘)ﬁ1 = [[(?]]g(a)’n, and further with the

same lemma
w, 7 =g Qu(2")[E(2), Init(v) /', V']

as required by the cooperation test.
Directly after communication we have a global configuration with still the
same global state o”'. The caller observation evolves its own local state to 71 =

171 »—>[[é’1]]0 (a)’n] and the global state to ¢ = o’ [a.71 —[&1]7 ", "], Finally,
the callee observation changes the global state to 6 = (3.7 H[[egﬂg(ﬁ)’mL where

its own local state is updated to 72 = T2[i l—)[[gg]]g(ﬂ)’%z}

annotation definition we get

. According to the

(:.1,0/'(01)7741 ):ﬁ P3, wvo,'(ﬁ)a%Q ':[, qs, and U\Jaé’ ):g GI .

Let & = W[t > Init(D)][@ — ]2 ™[5 &2 ™[ - [3] 2 7). The lift-
ing lemma implies w,d =g GI A Ps(z) A Q4(2'); with the global substitution
lemma finally

0,6 g (GI A Py(2) A Q4())Ey(2) /2 ) [Er (2)/ 2] [E(2), Init(D) /T, 7]

and thus the cooperation test is satisfied for the invocation of synchronous meth-
ods.

The case for non-synchronized methods is analogous, where the antecedent
z'.lock = free V thread(z’.lock) = thread is dropped.

Case: CALLmonitor

This case is similar to the above one of CALL, where for the invocation of a
method m € {wait, notify, notifyAll}, the assertion comm is given by Ey(z) =
2" Athread(z’.lock) = thread, implying owns (€, 8) for the caller thread & and the
callee object 3.
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Case: CALLgtqrt

Enabledness of starting the thread of an object 8 requires —started(T”, 3). Due
to the definition of comm, we have additionally w,o” g —z.started, which
implies —o” () (started). We get enabledness by Lemma 8.

. skip
Case: CALL ;.
skip

The enabledness argument is similar for CALL;,",, where we use w,o” |=¢
z'.started to imply the enabledness predicate started(T", 3).

Case: RETURN
For return, the construction of (T",¢") is similar, where we get instead of the
enabledness of the caller that the callee configuration (3,72, return e,e;; (3 :=
&)™) is in (T, "), and thus enabled to execute.
Case: RETURN 45t
In this case we additionally have to show —owns(T"”, 3), which we get from the
comm assertion implying w, & =g z’.lock = free and using Lemma 7.
Case: RETURN
Since the run-method cannot be invoked directly, we conclude that the exe-
cuting local configuration is the only one in its stack, i.e., the transition rule
RETURN,;, of the semantics can be applied in (T" ") to terminate the callee
(B, T2, return; (73 := &)'™t).

O

Lemma 18 (Cooperation test: Instantiation). The proof outline prog’ sat-
isfies the werification conditions of the cooperation test for object creation of
Definition 17.

Proof of Lemma 18: Let {p;1} u := new®; {p2}"" (¢ := €)™ {p3} be a state-
ment in class ¢’ of prog’, and assume

0,0 g 2z #null Az #u A2 Fresh(z',u) A (GI A Fu. Pi(2)) |2

with z € LVar® and 2’ € LVar'stOPiect frogh. Note that we don’t need the class
invariant of the creator for completeness. We show that

0,6 =g Pa(z) A L(u) A (GI A Py(2))[E(2)/2.9] -

Let @(z) = o and @(u) = B. According to the semantics of assertions we have
that

w, & g Fresh(2',u) A (GI A Ju. Pi(2)) |72

for some logical environment w that assigns to 2z’ a sequence of objects from
Val®®lt (5) = |, ValS,;,(5), and agrees on the values of all other variables with

&. The assertion Fresh(z’,u) is defined by

InitState(u) Au & 2’ AVv.vEZ' Vo=u,
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where InitState(u) expands to u # null A Ay, w.z = hnit(z). Thus, w,d =g
Fresh(z/,u) implies that 8 € Val®(5) with &(3) = oiMi[this— 3], and addi-

inst

tionally Val®®(5) = w(z’) U {B}. Let & be the global state with domain

Valom:e“(&) = Val®®**(5)\ {8} and such that () = &(y) for all objects v €
Val®¥*(5). Then & = {3 o222 [this — 6]], and from

inst
w,& =g (GI ATJu. Pi(z)) |2
we get with Lemma 2
w,0 Eg GI AJu. Pi(z) .
By definition of the annotation, w,o =g GI implies that there is a reachable
configuration (71, &1) such that
dom(o1) = dom () and &1 () (heomm) = 0(7) (hcomm,) for all v € dom(5).

The precondition of the object creation statement

w, o =g Ju. Pi(2)
implies

wlursol,& g Pr(2)

for some v € Valgzjﬁd(fy). Applying the lifting Lemma 1 we get that

w, &(a)v T ':C D1

for a local state 7 with 7(u) = v and 7(v) = w(v) for all other local variables v.
By definition of the annotation, there is a reachable global configuration (Ts, &o)
such that

Fa(e) = &) and (a, 7, u = new; (7 := &) stm) € Tj.

Recall that &1(7)(hcomm) = 0(7)(hcomm) for all v € dom(o); especially we
have &1(@)(hcomm) = 0(@)(heomm) = 02()(heomm ). Using the global merging
Lemma 10 applied to the reachable global configurations (I, ) and (17, 57)
we get that there is a reachable configuration <T3, o3) with

dom(&3)=dom(&1), o3(a)=02(c), and o3(y)=0d1(y) for all yedom(&1)\{a}.
Furthermore, (v, 7, u := new; (§ := )" stm) € Ty, &a(a) = &3(a), and the
local merging Lemma 9 implies that (o, 7, u := new®; (§ := €)™ stm) € T5.

So we know that <T 5,03) is a reachable configuration containing the lo-
cal configuration (o, #,u := new; (7 := &) stm) € T5. With Val%%**(5) =
Val®®* (5)\{B}, dom(&1) = dom(5), and dom(5s)=dom (o) we get that 5 ¢
dom(&3), i.e., the local configuration is enabled to create the fresh object 8 =
w(u). With &3(a) = d2(a) = 5(a) we get

w7ov—(a)77v— ':L‘, P2,
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where 7 = 7[u+— f]; with the lifting Lemma 1 together with the definition of +
this means w, & =g Pa(2), as required in the cooperation test.

Executing the instantiation in the local configuration («, 7, u := new®; (§ :=
&) stm) in (T3, 573), creating a new object 8 ¢ dom(&s), results in (T, 53)
with &3 = o33+ o™ [this+ []]; executing the creator observation leads to
a reachable (T, 63) with ¢35 = 3[.7—[€]2**7] and (a, 7, stm) in T5 with
7 = #g[e 2.

As (T3, 63) is reachable with &5(3) = o™it [this— 8] = 5(3) we know

w,5(B), 7 Er 1.

As I. may not contain local variables, applying the lifting Lemma 1 again with
w(u) = B yields the required condition &, & =g I.(u) for the class invariant. It
remains to show that

@,6 =g (GI A Ps(2))[E(2)/2.7] .

Applying the substitution Lemma 4 and the fact that GI does not contain free
logical variables yields

[GIE(2)/=0)5° = [GI]5°

with & = 6[@.37»—>[[E(z)]]§’ﬂ. Thus we have to show the existence of a reachable
configuration with a global state defining the same object domain and com-
munication history values as ¢. The configuration (T3, 4s3) satisfies the above
requirements, since, first, it is reachable with

ValObjeCt(é'g) _ ValObjeCt(b'g) U {B} — VO,ZObjeCt(éj) U {/B}
— ValObjeCt(b') U {B} _ VQZObjeCt(é') — VGZObjeCt(é').

Furthermore, d3(a) = &B(Q)[ZjH[[g]]gs(a),f]

&(a) and

, and with &3(a) = o3(a) = d2(a) =

HE(Z)HS76 = Hg[z/thls]]]§6 = IIE’]]Z(Q)’% — [[é‘}]gS(a)ﬂv_ ,
we get 63(a) = 6(a). For the new object, 63(3) = 55(8) = ol fehis+— 5] =

&(B) = 6(B). Finally, for all other objects v different from both « and § from

the domain of 6 we have &3(7)(hcomm) = 03(7)(hcomm) = o1(7)(heomm) =
é—(’Y)(hcomm)

Similarly for the postcondition ps of the observation,
[Ps(2)[E(2)/240lg" = [Ps(2)]g"”
— Hps[z/thisn]g,a — Hpg]]%ﬁ(a)ﬂ' — [[pSHOZ,Us(a)vT )
Thus we have to show the existence of a reachable configuration with a global
state defining the same instance state for a as 63 and containing the local config-

uration (o, 7, stm). The configuration (T3, d3) satisfies the above requirements.
(|



99

Lemma 19 (Cooperation test: Exception handling). The proof outline
prog’ satisfies the wverification conditions of the cooperation test for exception
handling of Definition 18.

Proof of Lemma 19: The proof is analogous to the proof for the cooperation
test for communication. Let w,er = eg.m(€) (stm)'e {p} %% {py} et (7, =
1)t {p3} be a statement in a class ¢ with m # start and eq of type ¢/, and let
{q1} throw e {g2} "% (jj3 := €)% be a statement in m(@) of ¢’ which is not

in the try-block of any try-catch-finally statement. We have to show that

w, 0 g GI APy(2) AQY(2') A comm
— (PQ(Z) A QIQ(Z/)) ° fihrow A (Gl A P3(Z)) © fobs2 © fobst © fthrow

holds for arbitrary w and &, with distinct fresh logical variables z € LVar® and
2’ € LVar® , and with comm given by Ey(z) = 2/ AW = E(2)AE'(2) # nullAz #
null A 2" # null. Furthermore, finrow is [E'(2")/top], fobs: is [Eé(z’)/z’ﬁé], and
fobsQ is [E4(Z)/Zg4]

So assume that the antecedent holds. From w,s =g GI we get that there
exists a reachable (T, o) with

dom (&) = dom(o) and () (hcomm) = o(7)(hecomm ) for all v € dom(o) .

Assuming w(z) = « as caller identity, w, & =g P1(z) implies w, o(), 71 |, p1 by
the substitution Lemma 1, for some local state 1 with 7 (u) = w(u) for all local
variables u occurring in p;. By the annotation definition there exists a reachable
configuration (T4, 01) such that

o1(a) = o(a) and (o, 71, receive trer; (F4 := &4) ™ stmy) € T} .

Recall that o(v)(hcomm) = (7)(hcomm) for all v € dom(o), and especially
for the caller o(a)(hcomm) = 0(@)(hcomm) = 01(a)(hcomm). Using the global
merging Lemma 10 applied to (T3, 01) and (T, o) we get that there is a reachable
(T", ") with dom(c') = dom (o) and

o'(a) = o1() and o' () = o(v) for all v € dom(o)\{a}.

Furthermore, (o, 71, receive u,es; (Ju 1= €1) "t stmy) € T, o1(a) = o'(a), and
the local merging Lemma 9 implies that

—

(v, 71, receive et (Ya := €4) fret stmy) € T'.

Let 8 = w(z’) be the callee object. The assumption w,s =g Q)(z') implies
w,0(B), 2 Er q1 with 75(v) = w(v') for all local variables v in ¢;. By definition
of ¢; there is a reachable global configuration (75, 02) such that

o2(B) = &(B) and (B3, 72, throw e; (773 := &)™ stmy) € Ty

In case of a self-call, i.e., for a = 3, we directly get that (T",0") = (T',0")
is a reachable configuration such that o”(a) = &(a) = &5(8), ¢’ (V) (hcomm) =
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() (heomm) for all v € dom(&), and (a, 71, receive u,es; (Ya = &) ¢t stmy) €

T”. With the local merging lemma we get additionally (8,7, throw e; (g3 :
é'3>throw Stmg) c T".

Otherwise, for a non-self-call, we need to fall back upon the two merging
lemmas once more to obtain a common reachable configuration: Analogously to
the caller part, the global merging Lemma 10 applied to (T,02) and (T”,0”)
yields that there is a reachable configuration (T, ¢”) with dom(¢") = dom(c’)
and

o"(8) = 02(8) and " (7) = o' () for all 5 € dom(o'\{B}
Now, (a, 71, receive t,es; (s := €1) " stm1) € T', 0" (o) = o' (), and the local
merging Lemma 9 implies that the local configuration (o, 71, receive wyet; (ga :=
€1) et stmy) is in T". Similarly, (8, 7o, throw e; (i3 := &)™"°% stmy) € Ty, 0" (B) =
o2(f), and the local merging Lemma 9 implies (3, 72, throw e; (i3 := &)!7°% stmy) €
T".

Thus (T",0”) is a reachable configuration with ¢”(a) = &(a), o”(B)
5(B), " (7)(hcomm) = (7)) (heomm) for all v € dom (&), («, 71, receive wyet; (Ga :=
€1) ¢t stm1) € T" and (B, T2, throw e; (3 := &3)"™% stmy) € T".

With the antecedent w, o =g comm of the cooperation test we get w, s g
Eo(z) = 2/ AN’ = E(2) AE'(2') # null A z # null A 2’ # null, and by the lifting

substitution lemma [[eoﬂg(a)’h = [[60]];//(&)’%1 = d}(z’) = . Furthermore, using

the same lemma gives [[ﬁ]]?’an(’@)’%2 = [[E]]Gg’a”(a)’%1 and [[e]]g“(ﬁ)’%2 # null. Le.,
the values of the formal and actual parameters agree, and thus the augmentation
definition and Lemma 6 assures that the local configurations are in caller-callee
relationship. Additionally, the value of the exception to be thrown is not the
empty reference, and thus the exception throwing is enabled.

The definition of the augmentation, and ¢” (o) = () gives

L:J, &(0[), 711 ':L‘, D2,

with 1 = 7 [top H[[e]]g“(’g)’%z], which by the substitution Lemma 1 and with the
definition of ; implies that w[top+—[e]z (ﬂ)’Tz], & Eg Pa(2), ie.,

d}aé— ’:g PQ(Z)Ofcomm~

Since the local state of the callee is not modified during exception throwing, the
annotation definition implies w, 5(8), 72 £ g2, i.e., w, 0 Eg Q4(2"). Due to the
renaming mechanism we get

O\J, o )Zg QIQ(ZI) © fcomm .

Directly after communication we have a global configuration with still the
same global state ¢”. The callee observation evolves the global state to & =
" 8.75 +—>[[é'3]]g”(5 )’%“]. Finally, the caller observation changes the global state
to & = Fla.ga »—>[[é'4]]g(a)’ﬁ], where its own local state is updated to 7, =
71[Ya +—>[[€4]]g(a)’ﬂ]. According to the annotation definition we get

w,6(a), 71 Ecps and w,6 g GI.
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Let & = wltop—[e]2 i > [es]27 ][5 —[2a]2*™]. The lifting lemma
implies &, & =g GI A P3(z); with the global substitution lemma finally

.6 g (GI A Py(2))[Ea(2)/ 244 [E3 /2 T [E' (') /top]

and thus the cooperation test for exception handling is satisfied for this case.
The case for rethrowing is analogous. O

Proof of Theorem 2: Straightforward using the Lemmas 13, 14, 15, 16, 17,
and 19, and 18. o

D Deadlock freedom examples
D.1 Reentrant monitors

cr
(V(z : Synch).z # null —
(z.lock = (null,0)V
(3(t : Main).owns(t, z.lock) A t.started A t.created = z)V
(owns(z, z.lock) A z.started)))A
(V(t: Main).(t # null A —t.in_Synch) — (t.created = null V not_owns(t, t.created.lock)))A
(V(t: Main).t # null — (V(z : Synch).(z # null A owns(t, z.lock)) — t.created = z))

de,
I ain ef started

class Main{
( boolean in_Synch; )
( Synch created; )

nsync Void run(){
Synch obj;
{thread = this A —in_Synch A created = null A\ conf = 0}
obj = new™™"; {thread = this A conf = 0}"" (created = obj)"*"
{obj # null A obj # this A thread = this A —in_Synch A created = obj A conf = 0}
obj.start ();
{obj # null A obj # this A thread = this A =in_Synch A created = obj A conf = 0}
obj.m1();
{thread = this A conf = 0}'**"" (in_Synch = (if obj = this then in_Synch else true fi)) ‘'
{thread = this A created = obj A conf = 0}****
{thread = this A conf = 0}"* (in_Synch = (if obj = this then in_Synch else false fi)) "
{thread = this A —in_Synch A created = obj A conf = 0}

}

class Synch{

?call Iret }

nsync Void wait () { {false} {false} returngeyock {false}
sync Void m1(){

{owns(thread, lock) A depth(lock) = 1}

m2 () ;

{owns(thread, lock) A depth(lock) = 1}
}

sync Void m2(){
{owns(thread, lock) A depth(lock) = 2}
}

nsync Void run(){
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{thread = this A started A not_owns(thread, lock)}
m1 () ;
{not-owns(thread, lock)}

D.2 A simple wait-notify example

or¥

(V(z1, 22 : Main).(z1 # null A za # null) = 21 = 22)A
(V(z1, 22 : Monitor).(z1 # null A zo # null) — z1 = 22)A
(V(z : Main).z # null —
(z.started A z.x > 0 A z.z < 3A
(z.x = 0 — z.created = null A (V(z2 : Monitor).zo = null))A
(z.x =1 — (z.created # null A z.created # z A z.created.lock = (null,0) A z.created.z = OA
length(z.created. wait) = 0 A length(z.created.notified) = OA
z.created.counter = 0 A —z.created.started)) A\
(z.x = 3 = z.created # null A not_owns(z, z.created.lock) A z.created.x = 8)A
(z.x = 2 — z.created # null)))A
(V(z1 : Main).z1 # null — (V(z2 : Monitor).(z2 # null A owns(z1, z2.lock)) — z2 = z1.created))A

(V(z1, z2 : Monitor).(z1 # null A z2 # null A owns(z1, z2.lock)) — (z1.started A zg = z1))

def
IMonitor =

(V(e € wait U notified).e = (creator, 1))A
(x =0 — (lock = (null, 0) A length(wait) = 0 A length(notified) = 0 A —started))A
(x =1 — (lock = (creator, 1) A length(wait) = 0 A length(notified) = 0 A —started))A
((x =2V a=T7)— (lock = (creator, 1) A length(wait) = 0 A length(notified) = 0 A started))A
(x = 3 = (lock = (null, 0) A length(wait) = 1 A length(notified) = 0 A started))A
(x =4 — (lock = (this, 1) A ((length(wait) = 1 A length(notified) = 0)V
(length(wait) = 0 A length(notified) = 1)) A started))A
(x =5 — (lock = (this, 1) A length(wait) = 0 A length(notified) = 1 A started))A
(x =6 — (lock = (null, 0) A length(wait) = 0 A length(notified) = 1 A started))A
(x =8 — (lock = (null, 0) A length(wait) = 0 A length(notified) = 0 A started))

class Main{
( int x; )
( Monitor created; )

nsync Void run(){
Monitor obj;

{z = 0 A thread = this A conf = 0 A started}
obj = newM: fthread = this A conf = 0}" (created = obj;x = 1)"*
{z = 1 A thread = this A conf = 0 A started A created = obj A obj # null}
obj.m1()
{z = 1 A thread = this A conf = 0 A created = obj}'****
(z = (if obj = this then z else 2 fi))‘°***
{x = 2 A thread = this A conf = 0 A created = obj }****
{x = 2 A thread = this A conf = 0 A created = obj}™
(z = (if obj = this then x else 3 fi)) "
{z = 3 A thread = this A conf = 0 A created = obj}

}

class Monitor{
( Main creator; )
( int x; )

nsync Void wait (){
{x = 2 A thread = creator}®! (z = 3)7atl

{3 <z Az <6A thread = creator}
returngetiock
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{x = 6 A thread = creator}'™ (x =T7)'"
}

nsync Void notify (){
{z = 4 A thread = this A length(wait) = 1}

0
{z = 4 A thread = this A length(wait) = 0}
return

{x = 4 A thread = this A length(wait) = 0}'™* (z = 5)'™*
}

nsync Void notifyAll(){
{false} () {false}

sync Void m1(){

{z = 0}%*"" (creator = thread;x = 1)
{z = 1 A thread = creator A conf = 0}
start () ;

{z = 2 A thread = creator}

wait () ;

{z = 7 A thread = creator}

return

{x = 7 A thread = creator}'™" (xz = 8)'m*
¥

nsync Void run(){
{x = 1 A thread = this A caller = (this, 0, creator)} " (x = 2)7ett
{(z = 2V x = 3) A thread = this A started}
m2 ()
{(x =6V x=7Vax=_8)A thread = this}

sync Void m2(){
{x = 3 A thread = this}**' (x = 4)7t
{z = 4 A thread = this A length(wait) = 1 A started}
notify () ;
{z = 5 A thread = this}
return
{x = 5 A thread = this}'™" (z = 6)'*

D.3 A producer-consumer example

or¥

(V(p : Producer).(p # null A —p.outside A p.consumer # null) —
(p.consumer.lock = (null, 0) A length(p.consumer.wait) = OA
p.consumer.producer = null A —p.consumer.started A p.consumer.counter = 0))A
(V(p : Producer).(p # null A p.consumer # null A p.consumer.producer # null) — p.outside)A
(V(c: Consumer).(c # null A c.started) — (c.producer # null A\ c.producer.started))A
(V(c1,c2 : Consumer).(cl # null A ¢2 # null) — ¢l = ¢2))A
(3(p : Producer).p # null A (¥(p2 : Producer).p2 # null — p2 = p)A
(p.consumer = null — (V(c: Consumer).c = null)))A
(V(c: Consumer).(c # null A c.producer # null) — c.producer.started)

def
Iconsumer =

(lock = (null,0) V (owns(this, lock) A started) V owns(producer, lock)) A length(wait) <1

class Producer{
( Consumer consumer; )
( boolean outside; )

nsync Void wait (){ {false}?m” {false} returngeiock {false}.’ret }
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nsync Void run(){

}

Consumer c;
{—outside A thread = this A consumer = null A started}
c = newSUm™er s fihread = this}"” (consumer = c)"
{c = consumer A —outside A consumer # null A consumer # thisA
thread = this A started}
c.produce () {thread = this}'*®" (outside = (if c = this then outside else true))'°***

{false}

class Consumerq
int buffer;

( Producer producer; )

nsync Void wait (){

}

{owns(thread, lock) A started A length(wait) = 0} 7
{started A not_owns(thread, lock) A (thread = this V thread = producer)A
(thread € wait V thread € notified)}

returngetiock
{started A lock = (null,0) A thread # null A (thread = this V thread = producer)A
thread € notified}'met

nsync Void notify (){

}

{owns(thread, lock) A started}

O

{owns(thread, lock) A length(wait) = 0}

nsync Void notifyAll(){ {false} () }

sync Void produce (){

}

int i;
{thread # null A\ producer = null A thread = proj(caller, 1)
length(wait) = 0 A —startedyeett
(producer = proj(caller, 1)) "
{o’suns(thread, lock) A thread = producer A —started A conf = 0 A producer # this}
1=0;
{owns(thread, lock) A thread = producer A —started A conf = 0 A producer # this}
start () ;
{owns(thread, lock) A started A thread = producer}
while (true){
{owns(thread, lock) A started A thread = producer}
//produce i here
buffer = 1i;
{owns(thread, lock) A started A thread = producer}
notify ();
{started A thread = producer}****
{owns(thread, lock) A started A thread = producer A length(wait) = 0}
wait ()
{started A thread = producer}****
{owns(thread, lock) A started A thread = producer}
}

{false}

return

{false}'m*

nsync Void run(){

{—started A caller = (this,0, producer)} "
{not_owns(thread, lock) A thread = this A thread # null A started}
consume ()

{false}

sync Void consume (){

int i;
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{thread = this A free_for(thread, lock) A started}
{owns(thread, lock) A started A thread = this}
while (true){

}

{owns(thread, lock) A started A thread = this}

i = buffer;

//consume i here

{owns(thread, lock) A started A thread = this}

notify ();

{started A thread = this}"**t

{owns(thread, lock) A started A thread = this A length(wait) = 0}
wait ()

{thread = this}"***

{owns(thread, lock) A started A thread = this}

{false}

return

{false}'™*



