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Motivation

o safety-critical application areas
— need for verification

¢ model checking: mostly for finite state systems
¢ existing deductive methods: mostly for sequential Java
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Multithreading core of Java

Object of study: Javayt

e heap-allocated objects, aliasing

e object creation

¢ method invocation, recursion, self-calls

e multithreading

e wait & notify monitor synchronization

e exceptions

e not covered (yet): inheritance, polymorphism ...
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Multithreading

e threads = sequential sequence of actions

e method calls/returns: stack of method bodies, each with
local variables

e running in parallel
¢ sharing instance states

e dynamically created as instances of thread classes (+
explicitely started)
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Monitors

e each object can act as monitor:

e mutual exclusion between synchronized methods of a
single instance
e monitor coordination via methods: wait, notify, notifyAll

sync. call
———inside

get lock I wait

notified . waiting
? notify
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Abstract syntax

exp == x| u|this|nil|f(exp,...,exp)
Stm = X:=exp|u:=exp|u:=new
| exp.m(exp,...,exp);receiveu | exp.start()
| €] stm;stm | ifexp thenstm else stmfi. ..
modif := nsync |sync
meth = modifm(u,...,u){ stm;returnexp}
methpreder = Methyyy, Methsgrr Methy,i methygir, Meth,ginyal
class == c{meth...meth methyreger}
prog := (class...class classmain)

E. Abrah am, W.-P. de Roever, F. S. de Boer, M. Steffen Java proof system



Semantics

¢ transitions between global configurations
states

T valu vari
local alues of local variables
- . .
lobal values of instance variables
for each existing object

configurations
local  (r,stm) local state + point of exec.
thread (7o,Stmg) ... (m,Stmy,) stack of local configurations

global (T,o0) set of thread configurations
+ global state
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Impressionistic view on the SOS

3= [e]Z) e dom(s)  -started(T U {¢ o (a, 7. e start(); stm)}, 3)

CALLsan
(T U{ge (o, estart();stm)}, o) — (T U {0 (a,7,5t), (4, 7o, b08Y gan o)}, )
5= [e]¢”)" edom®(s)  started(T U {¢ o (a. 7, e.start(); stm)}, 5) .
CALLLL
(T O{€e (aumestart()istm)}.o) — (T U {€o (a,m.stm)}, o)

- RETURNm

(T 0 {(a,m.rewrn)}.a) — (T 0 {(a.7.0)}.a)

m & {wait, notify, notifyAll}
5= [elZ')" edom®(c)  owns(¢ o (a.7,e.m();stm). 5) c
AlLontor

(T 0 (€ (ar.em();stm)}.o) — (T 0 {€o (a.7.5tm) o (3,75 body o)} o)

—owns(T ) —

(T 0 {€ o (7. receive; stm) o (4, 7. etuMgepocc )} o) — (T U {€ o (a,7,Stm)} o)

SiGNAL
(T 0 {€ 0 (o Isignal; stm)} U {€ o (a. 7", ?signal; stm')} . o) —
(T 0 {€o (am.stm)} U {€' o (a7, st')} o)
wait(T o) = 0
SIGNALup
(T U {0 (.7 signal;stm)}, o) — (T U {¢o (a.7,stm)},0)
I I(T .o
Snal(l.) SIGNALALL

(T U {€o (o, 7 signal all;stm)},a) — (T' U {€o (a,7,5t)} o)
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Semantics, e.g., instantiation

e instantiating a new object:

create a fresh objectid (i.e., 5 ¢ dom(o))
initialize the instance state

extend the heap

store the new identity

Bfresh oy = oS this— 3] o' = o[ 0ig]
NEwW

(T U{€o(a,7,u:=new’;stm)}, o) — (T U {€o (a,7[u G],stm)}, o)

one thread
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Proof-theoretical challenges

e dynamic object creation

e concurrency, multithreading
¢ intra-object: shared variables concurrency
e inter-object: communication via method calls, (self-calls)
e monitor synchronization
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The assertional proof system

e proof outline
e augmentation by auxiliary variables/bracketed sections
e assertions:
e |ocal assertions to all control points
e class invariant for each class
e global invariant

¢ verification conditions for
e initial correctness
e inductive step:

e |ocal correctness
e interference freedom test
e cooperation test
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The assertion language

local sublanguage: properties of method execution

exp; == z|x|u]this|nil|f(exp,...,exp)
ass exp, | —ass, | ass; A ass

| 3Jz:nt.ass...
|  3(z:Object) € exp,.ass; | I(z:Object) T exp,. ass,

global sublanguage: properties of communication/object

structure
expy = Z|expg.x | nil|f(expg,...,expy)
assy = expgy | —assg | assg Aassg | Jz. assg
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Local correctness

local inductiveness for the executing local configuration (no
communication):

=c pre(y := €) — post(y := €)[€/Y]
Fe p—lc

for all assignments (outside bracketed sections) in class ¢ with
class invariant I,
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Interference freedom

e variables shared within one instance = interference
e when exactly can different “executions” interfere?

o different threads, except matching signalling
communication pairs

e reentrant code pieces of the same thread, except matching
return-communication

—

Ec pre(y := €) Aq’ Ainterferes(q’,y := €) — q'[€/Y]
where interferes(p,y := €) is defined as

thread = thread’ — waits_for_ret(p,y := €)A

thread # thread’ — —self_start(p,y := €). S
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Coop. test for communication (call)

{p1} ( e0.n(this, conf,thread,e); {p2} Vi:=€1); {ps}
( receive Uei; {pa} Va:=€s); {ps} ...

{lc} sync m(caller,caller_thread,u) { {02}

( conf := counter, counter := counter + 1,
thread := caller_thread,
lock :=inc(lock), ¥>:=6); {dgs}
{da}

(return ere; {gs} lock := dec(lock), ys:=€3) } {lc}
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Coop. test for communication (call)

— GIAPL(2) A QL) A
commA z # nil Az’ # nil —
(P2(z) A Q3(2")) © feomm A
(Gl AP3(z) A Q3(2")) o fobs2 © fobsi © feomm

e z, z': distinct fresh logical variables
e cOmm =

(Eo(z) = 2') A (2".lock = free V thread(z’ .lock) = thread)

o foomm = [E(2), INit(V) /0", V'], fons1 = [Ex(2)/2.%1],
fobse = [Eé(zl)/zlyé]'
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Coop. test for communication

e other kinds of communications: variations of the
comme-assertion (and the “observations”):

return: must match caller and callee

monitor-callers must own the lock

start can be called (effectively) only once

return from a wait-method must re-acquire the lock

return from a start-method . ..
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Coop. test for object creation

{p1}(u :=new®; {p2}y := €){ps}

e new object’s id must be fresh

e heap extended = range of (unbounded) quantification
changes

Eg z #nilA
Jz’: IistObject.(Fresh(z’, u) A (Gl A3Ju.Py(2)) | z’) —
P2(z) Alec(u) A (Gl A P3(2)) o fops

e Fresh(z’,u) = InitState(u) A\u €z’ AW.vez' Vv =u
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Coop. test for notification

{lc} nsync wait (caller,caller_thread) { {qgz}
(conf :=counter,counter :=counter +1,thread:=call er_thread,
wait :=wait U {lock}, lock := free, Vj:=8});
{as}(?signal; {ds} ¥’ :=¢€"); {as}
( returngeock; {0s} | 0ck :=get (notified,thread),
notified := notified \ get(notified,thread), V}:=é&3){l}

{lc} nsync notify (caller,caller_thread) { {p-}
(conf :=counter,counter :=counter +1,thread:=caller_thread;y, := €);
{ps}(!signal{ps} notified := notified U get(wait, partner),
wait := wait \ get(wait,partner), y:=¢€); {ps}
{return; {ps} Vs:=¢€3){l}
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Coop. test for notification

Ez psAds — (PaAdy)ofeomm A (Ps Ads) o fops © feomm

where feomm = [{thread’} /partner],

o formulated in the local assertion language
e similar conditions for

e notifyAll = broadcast
e signalling without receiver
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Auxiliary variables

o thread/object identification: aux. formal parameters
o caller’s object id
o id of caller’s local configuration = “return address™
e id of caller thread

e capture monitor discipline: aux. instance variables

e lock : Object x Int + free
o wait, notified : 2CbiectxInt

= The proof system is sound and (relative) complete I

plus a mechanism to uniquely identify local configurations within an .
object, e.g., counter.
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Related work

Pierik, de Boer [4]
¢ inheritance, subtyping
e sequential

de Boer, Amerika (Pool) [1] ...

Poetzsch-Heffter, Miller [5], sequential Java.

M. Huismann, B. Jacobs, et.al (Loop, PVS+Isabelle) [2] ...
e etc.
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Conclusion

future/ongoing work:
¢ inheritance, exceptions, etc
¢ refined semantics: deadlock-sensitive
e compositionality
e PVS implementation
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