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introduction

Motivation

e Safety-critical Java application areas
— need for verification

e model checking: mostly for finite state systems

e existing deductive methods: mostly for sequential Java
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The programming language
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Multithreaded core of Java with exceptions

e class-based object-oriented language
e dynamically heap-allocated objects, aliasing

e method invocation, recursion, self-calls

e multithreading

e wait & notify monitor synchronization

e here in particular: exception handling

e not covered (yet): inheritance, polymorphism, inner classes
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Multithreading

e threads = sequential sequence of actions

e method calls/returns: stack of method bodies, each with local
variables

e running in parallel
e sharing instance states

e dynamically created as instances of thread classes (+
explicitely started)
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Monitors

e each object can act as monitor:
e mutual exclusion between synchronized methods of a single

instance
e monitor coordination via methods: wait, notify, notifyAll

sync call
—— > inside

get lock I'wait

notified . waiting

? notify
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Exceptions

class Inc extends Thread
int x;
public void m(){
E v;

try{
/*statements possibly throwing ezceptions*/
throw v;

catch (E1 uw){/*handle ezceptions of type E1x/}

catch (En w){/*handle exzceptions of type En*/}
finally{/*clean up*/}

}
}

class E extends Exception{...}
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Semantics: Exception handling

try

try{
v = new E();
throw v;
stmt;

catch (E u){
stmt;

finally{
stmt;

stmt;

catch (E w){

stmt;
}
finally{

stmt;

}
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Semantics: Exception handling

try

try{
v = new EQ);

throw v; // v IS THROWN
stmt;

catch (E u){
stmt;
}

finally{
stmt;

stmt;

catch (E w){

stmt;
}
finally{

stmt;

}
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Semantics: Exception handling

try

try{
v = new EQ);
throw v; // v IS THROWN
stmt;

catch (E w{ // v IS CAUGHT
stmt;
}

finally{
stmt;

stmt;

catch (E w){

stmt;
}
finally{

stmt;

}
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Semantics: Exception handling

try

try{
v = new EQ);
throw v; // v IS THROWN
stmt;

catch (E u){ // v IS CAUGHT
stmt;
}

finally{
stmt;

stmt;

catch (E w){

stmt;
}
finally{

stmt;

}
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Semantics: Exception handling

try

try{
v = new EQ;
throw v; // v IS THROWN
stmt;

catch (E w{ // v IS CAUGHT
stmt;
}

finally{
stmt;

stmt;

catch (E w){

stmt;
}
finally{

stmt;

}

E. Abrahém, F. S. de Boer, W.-P. de Roever, M. Steffen Java & exceptions proof theory



language

Semantics: Exception handling

void m1()

try{
this.m2();

catch (E w){
stmt;

finally{
stmt;

stmt;

}

void m2(){
v = new EQ);
throw v;
stmt;
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Semantics: Exception handling

void m1()

try{
this.m2();

catch (E w){
stmt;

finally{
stmt;

stmt;

}

void m2(){
v = new EQ;
throw v;
stmt;
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Semantics: Exception handling

void m1()

try{
this.m2();

catch (E w){
stmt;
}

finally{
stmt;

stmt;

}

void m2(){
v = new E(Q);
throw v; //v IS THROWN
stmt;
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Semantics: Exception handling

void m1()

try{
this.m2(); //v IS RETHROWN

catch (E w){
stmt;
}

finally{
stmt;

stmt;

}
void m2(){
v = new EQ;

throw v; //v IS THROWN
stmt;
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stmt;
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stmt;
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Semantics: Exception handling

void m1()

try{
this.m2(); //v IS RETHROWN

catch (E w){ //v IS CAUGHT
stmt;
}

finally{
stmt;

stmt;

}
void m2(){
v = new EQ;

throw v; //v IS THROWN
stmt;
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Semantics: Exception handling

void m

try{
v = new E(Q);
throw v;
stmt;

catch (E’ w{
stmt;

finally{
u=new E’?();
throw u;

stmt ;
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Semantics: Exception handling

void m()
try{
v = new E();
throw v; //v IS THROWN
stmt;

catch (E’ w{
stmt;

finally{
u = new E’’();
throw u;

stmt ;

E. Abrahém, F. S. de Boer, W.-P. de Roever, M. Steffen Java & exceptions proof theory



language

Semantics: Exception handling

void m()
try{
v = new EQ);

throw v; //v IS THROWN
stmt;

catch (E’ w){
stmt;

finally{
u = new E’?();
throw u; //u IS THROWN

stmt ;
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language

Semantics: Exception handling

void m()
try{
v = new EQ);

throw v; //v IS THROWN
stmt;

catch (E’ u){
stmt;

finally{

u = new E’’();

throw u; //u IS THROWN
} //u IS RETHROWN
stmt ;
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Semantics: Exception handling

es yes
mb’ execute
finally
no

yes execute |_| re-throw | |
finally exception

re—throw | |
exception

method differen
rom run?

no

re—throw | |
exception
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Semantics: Exception handling

yes yes
m» execute
no finally

yes [

execute | | re-throw
finally exception

re-throw | |
exception
method differen re—throw
rom run? exception

no
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Semantics: Exception handling

execute
finally

execute
finally

re—throw
exception

re—throw

exception | |

re—throw
exception

no

method differen
rom run?
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Semantics: Exception handling

execute
finally

method differen
rom run?

no

finally

execute |

e

re—throw

exception | |

re—throw

exception
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Abstract syntax

e == x|u|this|null]|f(e,... e)
€ret = € | €
stm = Xx:=e€
| u=-e|u:=new|u:=em(e,....,e)|eme,...e)
| throwe
|  trystmcatch (c u) stm...catch (c u) stmfinally stmyrt
| €| stm;stm | if ethen stmelse stmfi | whileedostmod...
modif = nsync | sync
meth == modifm(u,...,u){ stm;return e}
methyn = nsync run(){ stm; return }
methpredef = methgary methyai methnotify methnotifyAII
class = class c{meth...meth meth,,, methpreder }
classmain = class
prog = (class.. .class classmain)
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Semantics

states

local T values of local vars
global o values of instance vars
for each existing object

configurations

local  («,T,stm) local state +
point of exec.

thread (o, 70, Stmg) . .. (n, Th, Stmy,)  stack of local confs

global (T,o) set of thread confs
+ global state
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Impressionistic view on SOS

Sy stm) 1,0 = (T 0180 (0

(TO{€o (avmyrtistm)}) — (T U {€o(aur.stm)},0)  FINALLYoue

€ o (a7, throw 3 stm)}, o) FINALLYGE

(T U {€o (a,7yrty; stm)},0) — (T

nz0
FINALLY,

(T U {& o (. 7.catch (c; ug) stmy ... catch (¢, un) stm, finally stmyrt; stm')}. o) —
(T U{Eo (a7 stmyrt; stm')}, o)

stm' = catch (c; i) stmy ... catch (¢, u,) stm, finally stm, . yrt
Val® 1<) <i[e]d7 ¢ Val

o el )

stm i try-closed
1<i<n  [e]2

7

(T 0 {€ 0 (a, 7. throw e; stmstm'; stm")}, 7) —

(T O (€0 (o, 7, st finally sty yrt; stm'”)}, o)

stmis try-closed  stm' = catch (¢, ua) sty .. catch (¢, uy) st finally stm,..; yrt

[lZ =8#nul 0<n  ¥1<i<n[e]g™7 ¢ val
FINaLLY e
(T 0 {€0 (0.7, throw &; stmstm'; stm”)}, o) — (T U {€ o (o, 7. stmyiayrt; stm”)}, o)
stmis try-closed  [e]2”)" = 5 # null
THROWFINALLY
(T 0 (€ (o, 7, throw e;stm yrt,; stm')} o) — (T U {€ o (. myrty; stm')}. )
o(3).7"

stm' s try-closed = # null
RETURN®®
(T U (&0 (a7 receive uyer; stm) o (4. . throw e; st )}, ) —

(T U {€o (a7 throw; stm)). o)

stm s try-closed  [e]Z"7 = 5 # null
TERMINATES®

(T 0 ({7, throw e; st return)}. @) — (T 0 {(cx, 7, returny)}..o)
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The assertional proof system
assertion language
verification conditions
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proof system assertion language verification conditions

The assertional proof system

Verification process:
1. define a proof outline through
e augmentation by auxiliary variables and
e annotation, which specifies invariant properties.
2. generate verification conditions for

e initial correctness and

e for the inductive step for
® |ocal correctness,
e interference freedom test, and
® cooperation test.

3. prove the verification conditions
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proof system

Augmentation

Built-in auxiliary variables:

local configuration id: aux. local variable

thread id: aux. formal parameter

identification of caller: aux. formal parameter
capture monitor discipline: aux. instance variables

exception handling: aux. local variables store the thrown but
not yet caught exceptions
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Augmentation

User-defined augmentation: (for exceptions)

e throw e <y e>throw

° try . yrt <y e>rethrow

° = €p. m( ) <y1 _ el>lcall <}/4 >?ret< - é'/>rethrow
° <)/2 &) 7l stm; return e,er (y3 1= &)t

°
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The assertion language

Local sublanguage: properties of method execution

exp; == z|x|u|this|null|f(exp,...,exp)
assy exp; | mass; | ass; A ass;

| 3Jz:nt.ass;...
| 3(z:Object) € exp,. ass; | I(z:Object) T exp,. ass;

Global sublanguage: properties of communication/object structure

exp, = z|expgx|null|f(exp,,...,exp,)
assg = exp, | massg | assg A assg | 3z. assg
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Annotation

An annotation assigns
e |ocal assertions to all control points;
e a class invariant to each class;
e a global invariant to the program.
For example:
o {po} throw e {p; } " (5 == &)throw {py}
o {po} try...yrt{p1} e {py}rethrow (j . &rethrow .}

° {PO} U= eo.m(é’); o {pl}exc {pz}rethrow <)7/ =
é»/>rethrow { P3}
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Example: Proof outline

int x;
public void m(){

try {
while (true){
inc(); {x == 100 A hastype(exc, E) }¢*¢

} {false}

catch (E w){{x == 100}

finally { {x ==100} } {x == 100} {x == 100}

return; }

public synchronized void inc(){

E v;

if (x==100) { {x == 100}
v = new EQ); {x == 100 A hastype(v, E) }
throw v; {false}

}+ {x! =100}

x = x+1;

return; }

Java & exceptions proof theory
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Verification conditions

Cooperation test:

AN @ [ )

P q

?

AN @ [ ]
q

0
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Local correctness

{p} try {po} ... {qo} throwe... {pp}
catch(cpu1) {p1} stm {p1}
catch(c,un) {pn}  stm, {p,}
finally {pin}  stmgin {ptin}
yrt {Pexc}™e {p'}

=z {qo A e # null A hastype(e, ¢;) AV1 < j < i.—hastype(e, ¢;)}
ui=e;

{pi}
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proof system asserti e verification conditions

Local correctness

{p} try {po} ... {qo} throwe... {pp}
catch(cpu1) {p1} stm {p1}
catch(c,un) {pn}  stm, {p,}
finally {pin}  stmgin {pfin}
yrt {pexc}exC {Pl}

=z {qo A e # null A hastype(e, ¢;) AV1 < j < i.—hastype(e, ¢;)}
uj = e;
{pi}
Er {qo N e # null AV1 < j < n.—hastype(e, )}
u:i=e;

{Pfin}
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Interference freedom

e Variables shared within one instance = interference
e When exactly can different method executions interfere?

o different threads, except one is starting the other
e the same thread, except matching communication pairs

=r pre(V := €) A ¢’ Ainterferes(q’, ¥ := €) — ¢'[€/Y]

where interferes(q’, y := €) is defined as

thread = thread’ — waits_for_ret(q, y := é)A
thread # thread’ — —self start(q, y := €).
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Cooperation test for exceptions

-aller: Upet 1= €. m(é’) {pl}wait {p }7ret <}—/'4 — é'4> Pret {p3}exc
allee: m(@){... {qi}throwe {q}ov (y3 := &)throw ..}
Eg {GI A Pi(z) A Qi(2) A comm}
exc:= E'(Z))
{P2(2) A @5(2)}
Eg {GI A Pi(2) A Q{_(z’)Acomm}

exc:=E'(Z); Z.5:=E}(2); z.Js:= Ey(2)
{GI A P3(2)}

with =
comm = Ey(z) =2z Ni' = E(z) ANE'(Z') # nullA
z #null A 2/ # null

Java & exceptions proof theory
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Cooperation test for exceptions

aller: U i= €9.m(€)... {p1}ait {pa}7ret (yy = é'4>7“9t {ps}&°
allee: m(@){... {qi}throwe {q}tow (y; := &)throw ..}
Eg {GI A P1(2) A Qi(2') A comm}
exc:= E'(Z')
{P2(2) A ()}
Eg {GI A P1(z) A Qi(2) A comm}

exc:=E'(Z); Z.35:=E}(2); z.Js:= Ey(2)
{GI A P3(2)}

with

comm = Ey(z) =2 AT = E(2) A E'(Z) # nullA
z Znull A Z' # null

E. Abrahém, F. S. de Boer, W.-P. de Roever, M. Steffen Java & exceptions proof theory



proof system assertion language verification conditions

Results & tool support

e modular proof system

= The proof system is sound and (relative) complete'
o Verger

e takes a proof outline as input,

e generates the verification conditions, which are
e verified in PVS interactively

® no exceptions yet
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conclusion
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Related work

e Pierik, de Boer [8]
e inheritance, subtyping
e sequential

de Boer, Amerika (Pool) [4] ...

e exceptions in Jacobs/Huisman [7, 6]

Poetzsch-Heffter, Miiller [9], sequential Java.
e M. Huismann, B. Jacobs, et.al (Loop, PVS+Isabelle) [5] ...
e etc.
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Conclusion

Future work:
e PVS optimization
e automatic generation of annotation/augmentation
e inheritance etc.

e compositionality
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