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Four necessary conditions for a deadlock

@ Mutual Exclusion
o Wait-for
@ No-preemption

@ Circular wait
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Four necessary conditions for a deadlock

@ Mutual Exclusion
o Wait-for
@ No-preemption

@ Circular wait

Deadlock

Each of two or more threads, which form a circular chain, wait for
a lock that is held by the next thread in the chain.
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Overview

e Find potential deadlocks in programs by detecting circular
wait statically
o Use program points, m, to characterize locks according to their
origin
e Calcuate abstract behaviour by effect inference
o Execute the abstract behaviour

@ Setting:

o No lock creation in a loop/recursive function
o Reentrant lock in a loop (recursive function), the lock counter
is set to
e oo (locking)
o L (unlocking)
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Overview

Example
let t = fn (z1,2z2). zi1.lock;zz.lock;stop
in

let x1 = newy L in

let x2 = news, L in

spawn (t (x1,x)); t (x2,x1); stop

start @ start @

L7172 lock

O

L™172| lock

O
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Syntax

t == stop| v |letx:T =eint

e u= t | ee |if etheneelsee |spawne |newl | v.lock
|  v.unlock

v = x| | |fax:T.t |fun :T.x:T.t

Sequential composition e;; ey is represented by let-construct

let x:T = e inep x ¢ fv(e)
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Syntax

t == stop| v |letx:T =eint

e u= t | ee |if etheneelsee |spawne |newl | v.lock
|  v.unlock

v = x| | |fax:T.t |fun :T.x:T.t

Sequential composition e;; ey is represented by let-construct

let x:T = e in e, x ¢ fv(e)

For the operational semantics:
P == 0| pit) | P|P
o P — o F P with o:Lw— {free,p(n)}
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Syntax

t == stop| v |letx:T =eint

e u= t | ee |if etheneelsee |spawne |newl | v.lock
|  v.unlock

v = x| | |fax:T.t |fun :T.x:T.t

Sequential composition e;; ey is represented by let-construct

let x:T = e in e, x ¢ fv(e)

For the operational semantics:
P == 0| pit) | P|P

o P — o F P with o:Lw— {free,p(n)}
An example run:

@ = p0<P> — ... [/1 — pl(l), /2 = po(].)] = p1</2. 1OCk> H p0</1. 10Ck>
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Circular Wait

Lemma
A deadlocked configuation o = P is of the form:
P =P | po(to) || --- || px(tk), where k > 2 and where the threads

ti are of the form t; =let x;:T; = li11. lock in ¢t/ for 0 < i < k,
and t, =let xx:Tx = lp. lock in t;(.
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Type and Effect System

The judgment of our type and effect system is given by:

Nl—e: Ty

Types and effects are described by:

\'
|

Bool |Int | T —® T | L" | Thread

el x| oo | ote | pxe |spawnyp | VL
L™ . lock | L" . unlock

{m}y | rur | 0
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Type and Effect System with Inference Algorithm

The judgment of the type and effect system with the
inference algorithm is given by:

N-e:T:op

Types and effects are modified as:

T = «
p = p
r o= p
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Type and Effect System with Inference Algorithm

The judgment of the type and effect system with the
inference algorithm is given by:

N-e: T:p0

where 6 is a substitution which maps:
@ a+— T, «is a type variable
@ B+ o, B is an effect variable

@ p— r, pis an annotation variable

Types and effects are modified as:

T = «
p = p
r o= p
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Type and Effect System

For our example:

let t = fn (z1,z2). zi1.lock;zs.lock;stop
in

let x1 = newy L in

let x2 = news, L in

spawn (t (x1,x2)); t (x2,x1); stop

K. Pun, M. Steffen Deadlock Checking by Behaviour Inference for Lock Handling NWPT'10 10 / 17



Type and Effect System

For our example:

let t = fn (z1,z2). zi1.lock;zs.lock;stop
in

let x1 = newy L in

let x2 = news, L in

spawn (t (x1,x2)); t (x2,x1); stop

Effect:

(p:
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Type and Effect System

For our example:

let t = fn (z1,z2). zi1.lock;zs.lock;stop
in

let x1 = newy L in

let x2 = news, L in

spawn (t (x1,x2)); t (x2,x1); stop

Effect:

o = vL™; VL™

I Fnew, L :L™:: L™ TE-NEWL
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Type and Effect System

For our example:

let t = fn (z1,z2). zi1.lock;zs.lock;stop
in

let x1 = newy L in

let x2 = newg, L in

spawn (t (x1,x2)); t (x2,x1); stop

Effect:

© = vL™; vL™; spawn ( )

FFe:T:p

TE-SPAWN
[ Fspawn e :Thread::spawn ¢
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Type and Effect System

For our example:

let t = fn (z1,2z2). z1.lock;zz.lock;stop
in

let x1 = newy L in

let x2 = news, L in

spawn (t (x1,x2)); t (x2,x1); stop

Effect:

© = vL™; vL™; spawn ( L™.lock;L™.lock );

FEviLi:e
TE-Lock

Ik v.lock: L":: o;L" . lock

Fe: Ty =% Ty F-e:Toipo
TE-AprpP

MNbeie:Tiipripaip
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Type and Effect System

For our example:

let t = fn (z1,2z2). z1.lock;zz.lock;stop
in

let x1 = newy L in

let x2 = news, L in

spawn (t (x1,x2)); t (x2,x1); stop

Effect:

© = vL™; vL™; spawn ( L™.lock;L™.lock ); L™.1lock; L™.1lock

FEviLi:e
TE-Lock

I+ v.lock: L":: o;L" . lock

Fe:To =% Ty F-e:Toipo
TE-AppP

MNbeie:Tipripaip
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Type and Effect System

Mx:Tike:Tyuop
TE-ABS

FlHfnx: Tr.e: T =¥ Trie
FFe:Tr:ipo

Fke:To—% Ty @1
TE-App
M-ee:Typrp00
FFe:T1:gr MxTitke:Ty: v
TE-LET

MFlet x: T1 =e1 inex: Ty it 1; 2

FlFe: Ty
TE-SpAwN
[ Fspawn e :Thread::spawn ¢
I+ new, L :L™:: L™ TE-NEWL
FEviLi:e
TE-Lock

It v.lock: L":: ;L . lock
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Deadlock Checking

To detect a deadlock in a program, we execute the abstract
behaviour of the program.

E:p{e) | ple) Il E

o L™ — {free, p(n)}
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Deadlock Checking

In our example:

let t = fn (z1,2z2). z1.lock;zz.lock;stop
in

let x1 = newy L in

let x2 = newg, L in

spawn (t (x1,x2)); t (x2,x1); stop

We have the effect:

© = vL™; vL™?; spawn (L™.1lock;L™.lock); L™.1lock; L™ lock
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Deadlock Checking

¢ = vL™; yL™; spawn (L™. lock; L™.lock); L™.lock; L™.lock

o F to(vL™; vL™; spawn (L™.lock; L™.lock); L™.1lock; L™. lock)
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Deadlock Checking

¢ = vL™; yL™; spawn (L™. lock; L™.lock); L™.lock; L™.lock

o b to(vL™; vL™; spawn (L™.lock; L™.lock); L™.1lock; L™. lock)

o(L™) = undef o’ = o[L™ — free]

RE-NEWL
ok p(l') — o' F ple)
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Deadlock Checking

¢ = vL™; yL™; spawn (L™. lock; L™.lock); L™.lock; L™.lock

o F to(vL™; vL™; spawn (L™.lock; L™.lock); L™.1lock; L™. lock)
— ok to{e; vL™; spawn (L™. lock; L™.1lock); L™. lock; L™.lock)

o(L™) = undef o’ = o[L™ — free]

RE-NEWL
ok p(l') — o' F ple)
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Deadlock Checking

¢ = vL™; yL™; spawn (L™. lock; L™.lock); L™.lock; L™.lock
o F to(vL™; vL™; spawn (L™.lock; L™.lock); L™.1lock; L™. lock)

— ok to{e; vL™; spawn (L™. lock; L™.1lock);L™. lock; L™.lock)
— ok tole; spawn (L™.lock;L™.lock); L™.lock; L™.lock)
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Deadlock Checking

¢ = vL™; yL™; spawn (L™. lock; L™.lock); L™.lock; L™.lock
o F to(vL™; vL™; spawn (L™.lock; L™.lock); L™.1lock; L™. lock)

— ok to{e; vL™; spawn (L™. lock; L™.1lock);L™. lock; L™.lock)
— ok tole; spawn (L™.lock;L™.lock);L™.lock; L™.lock)

ok pi{(spavn ¢); ¢') = o F p1(¢’) | p2(p)  RE-Spawx
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Deadlock Checking

¢ = vL™; yL™; spawn (L™. lock; L™.lock); L™.lock; L™.lock

o F to(vL™; vL™; spawn (L™.lock; L™.lock); L™.1lock; L™. lock)
o b to(e; VL™, spawn (L™.lock; L™.lock); L™.lock; L™.lock)

o b to(e; spawn (L™.lock;L™.lock); L™.1lock;L™. lock)

o b to( L™.lock; L™.1lock) || t(L™.lock;L™.1ock)

Ll
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Deadlock Checking

¢ = vL™; yL™; spawn (L™. lock; L™.lock); L™.lock; L™.lock

o F to(vL™; vL™; spawn (L™.lock; L™.lock); L™.1lock; L™. lock)
o b to(e; VL™, spawn (L™.lock; L™.lock); L™.lock; L™.lock)

o b to(e; spawn (L™.lock;L™.lock); L™.1lock;L™. lock)

o b to( L™.1lock; L™.1lock) || t(L™.lock;L™.lock)

Ll

mer o(L™) = freeV o(L™) = p(n) o' = o[L™— o(L7) + 1]
RE-Lock

ok p(L". lock) — o’ F p(e)
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Deadlock Checking
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Deadlock Checking

¢ = vL™; yL™; spawn (L™. lock; L™.lock); L™.lock; L™.lock

o F to(vL™; vL™; spawn (L™.lock; L™.lock); L™.1lock; L™. lock)
o b to(e; VL™, spawn (L™.lock; L™.lock); L™.lock; L™.lock)
o b to(e; spawn (L™.lock;L™.lock); L™.1lock;L™. lock)

o b to( L™.lock; L™.1lock) || t(L™.lock;L™.1ock)

o[L™ — to(1)] F to(e; L™.1ock) || t( L™.lock; L™.1lock)

U

mer o(L™) = freeV o(L™) = p(n) o' = o[L™— o(L7) + 1]
RE-Lock

ok p(L". lock) — o’ F p(e)

K. Pun, M. Steffen Deadlock Checking by Behaviour Inference for Lock Handling NWPT'10 13 /17



Deadlock Checking

¢ = vL™; yL™; spawn (L™. lock; L™.lock); L™.lock; L™.lock

o F to(vL™; vL™; spawn (L™.lock; L™.lock); L™.1lock; L™. lock)
o b to(e; VL™, spawn (L™.lock; L™.lock); L™.lock; L™.lock)

o b to(e; spawn (L™.lock;L™.lock); L™.1lock;L™. lock)

o b to( L™.lock; L™.1lock) || t(L™.lock;L™.1ock)

o[L™ — to(1)] F to(e; L™.lock) || t( L™.lock; L™.1lock)

o[L™— to(1), L™ t(1)] F to(L™. Lock) || t(L™.lock)

Ll
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Deadlock checking

o b tp(L™ . lock; L™ . lock) || t(L™. lock;L™. lock)
—  o[L™— to(1),L™— t(1)] F to(L™ . lock) || t(e; L™. lock)
OR

—  o[L™— t(1),L™— to(1)] F to(e; L™ . lock) || t(L™. lock)
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Operational Semantics for Abstract Behaviour

o(L™) = undef o’ = o[L™ — free]

RE-NEWL
o p(l") — o' F ple)

m€r o(L™) = freeV o(L™) = p(n) o/ = o[L™— o(L™) + 1]

RE-Lock;
o p(L". lock) — o’ I p(e)

ok p1<(spawn 90); (P/> — ok p <(,0/> H p2<<p> RE-SPAWN
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Summary

e Conclusion:

Type and effect system for locks
Algorithm for inferring behaviour of locks
Program points abstract concrete locks
Effect analysis for potential deadlock

@ Future Work:

e Applying to communication analysis of asynchronous systems
o Relaxing the condition (e.g. lock creation in loop)
e Abstracting processes
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