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Motivation

• Concurrency control mechanisms for high-level programming
languages, such as Java

• lexical scope: synchronized-methods/blocks
• non-lexical scope: lock and unlock operators to acquire and

release a lock in non-lexical scope.

• Runtime errors and unwanted behaviors.
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Lock Handling in Java: not release the lock after finishing

import j a v a . u t i l . c o n cu r r e n t . l o c k s ;
pub l i c c l a s s Cond i t i onTe s t {
. . . . . . . . . . . . . . . . . .

p r i v a t e f i n a l Thread producer , consumer ;
p r i v a t e f i n a l Reent rantLock l ;
c l a s s Consumer implements Runnable { . . . }
c l a s s Producer implements Runnable {

. . . . . . . . . . . . . . . . . .
pub l i c vo id put ( I n t e g e r key , Boolean v a l u e ) {

l . l o c k ( ) ;
l . l o c k ( ) ; // 2 t ime l o c k
t r y { c o l l e c t i o n . put ( key , v a l u e ) ;
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
} f i n a l l y { l . un l ock ( ) ; } // 1 t imes un lock

. . .
}
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Lock Handling in Java

Consumer is hanging

Producer : ad d in g 1 to c o l l e c t i o n .
Consumer : w a i t i n g 10 s e c o n d s f o r 2345 to a r r i v e . . .
Producer : ad d in g 4 to c o l l e c t i o n .
Producer : ad d in g 66 to c o l l e c t i o n .
Producer : ad d in g 9 to c o l l e c t i o n .
Producer : ad d in g 2435 to c o l l e c t i o n .
Producer : e x i t i n g .

Einar Broch Johnsen, Thi Mai Thuong Tran, Olaf Owe, Martin Steffen 4



Lock Handling in Java: release a free lock

import j a v a . u t i l . c o n cu r r e n t . l o c k s ;
pub l i c c l a s s Cond i t i onTe s t {
. . . . . . . . . . . . . . . . . .

p r i v a t e f i n a l Thread producer , consumer ;
p r i v a t e f i n a l Reent rantLock l ;
c l a s s Consumer implements Runnable { . . . }
c l a s s Producer implements Runnable {

. . . . . . . . . . . . . .
pub l i c vo id put ( I n t e g e r key , Boolean v a l u e ) {

l . l o c k ( ) ; // 1 t ime l o c k
t r y { c o l l e c t i o n . put ( key , v a l u e ) ;

. . . . . . . . . . . . . . . . . . . . . . . . .
} f i n a l l y {

l . un l ock ( ) ;
l . un l ock ( ) ;

} // 2 t imes un lock
. . .

}
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Lock Handling in Java: Report of lock errors at run-time

Producer : ad d in g 1 to c o l l e c t i o n .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
E x c e p t i o n i n . . . j a v a . l a n g . I l l e g a l M o n i t o r S t a t e E x c e p t i o n

a t . . . Reent rantLockSync . t r y R e l e a s e ( R e e n t r a n t L o c k . j a v a : 1 2 7 )
a t . . . r e l e a s e ( A b s t r a c t Q u e u e d S y n c h r o n i z e r . j a v a : 1 2 3 9 )
a t . . . R e e n t r a n t L o c k . u n l o c k ( R e e n t r a n t L o c k . j a v a : 4 3 1 )
a t . . . C o n d i t i o n T e s t P r o d u c e r . put ( C o n d i t i o n T e s t . j a v a : 1 1 0 )
. . . . . . . . . . . .
a t j a v a . l a n g . Thread . run ( Thread . j a v a : 6 6 2 )

. . . . . . .
Consumer : e x i t i n g .
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Goals of our work

• Semantics for lock handling as in Java.

• Static type and effect system for safe usage of re-entrant
locks.

• Soundness proof

• Details and proofs: See our technical
report[Johnsen et al., 2010]
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Challenges

• Dynamic creation of objects, threads, and especially locks.

• Identities of locks are available at user-level

• Locks are re-entrant

• Aliasing

• Passing locks between threads

• Multi-threading/concurrency
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A Concurrent Calculus

D ∈ Classes ::= class C (~f :~T ){~f :~T ; ~M}
M ∈ Methods ::= m(~x :~T ){t} : T

t ∈ ThreadSeq ::= stop | error | v | let x :T = e in t
e ∈ Exp ::= t |if v then e else e | v .f | v .f := v | v .m(~v)

| new C (~v) |spawn t |new L | v . lock
| v . unlock |if v . trylock then e else e

v ∈ Value ::= r | x | ()
x , y ∈ Var

S ,T ∈ Type ::= C | B | Unit | L
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Semantics (locks): Global level

σ ∈ Heap ::= • | σ, o : C (~v) | σ, l : 0 | σ, l : p(n)

Global configuration: σ ` P, so global step:

σ ` P −→ σ′ ` P ′ .

where P ::= 0 | P ‖ P | p〈t〉

(1)

σ(l) = p′(n) p 6= p′

R-Error1

σ ` p〈let x : T = l . unlock in t〉 −→ σ ` p〈error〉

σ(l) = 0
R-Error2

σ ` p〈let x : T = l . unlock in t〉 −→ σ ` p〈error〉
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Type and effect system

At the local level, the judgment of the expression e

σ; Γ; ∆1 ` e : T :: ∆2 (2)

• Under the environment Γ the expression e has the type T

• Executing e leads to the effect changing from ∆1 to ∆2

σ; Γ ` v : L ∆ ` v
T-Lock

σ; Γ; ∆ ` v . lock: L :: ∆ + v

σ; Γ ` v : L ∆ ` v : n + 1
T-Unlock

σ; Γ; ∆ ` v . unlock: L :: ∆− v
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Type and effect system

σ ∈ Heap ::= • | σ, o : C (~v) | σ, l : 0 | σ, l : p(n)
Γ ∈ TypeEnv ::= • | Γ, x : T

∆ ∈ LockEnv ::= • | ∆, l : n | ∆, x : n

Definition (Projection)

Assume a heap σ with ` σ : ok and a thread p. The projection of
σ onto p (σ ↓p) inductively defined:

• ↓p = •
(σ, l :0) ↓p = σ ↓p, l :0

(σ, l :p(n)) ↓p = σ ↓p, l :n
(σ, l :p′(n)) ↓p = σ ↓p, l :0 if p 6= p′

(σ, o:C (~v)) ↓p = σ ↓p .
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Type rules (T-Call)

At the global level, the judgment of the form: σ ` P : ok

σ; Γ ` ~v : ~T σ; Γ ` v : C ` C .m : ~T → T :: ∆′
1 → ∆′

2

` C .m = λ~x .t ∆1 ≥ ∆′
1[~v/~x] ∆2 = ∆1 + (∆′

2 −∆′
1)[~v/~x]

T-Call
σ; Γ; ∆1 ` v .m(~v) : T :: ∆2

Definition (Operators on lock environments)

1 Let ∆ = ∆1 + ∆2, then
• ∆ ` l : n1 + n2 if ∆1 ` l : n1 ∧∆2 ` l : n2.
• ∆ ` l : n1 if ∆1 ` l : n1 ∧∆2 6` l (and symmetrically).

2 ∆1 ≥ ∆2 if dom(∆1) ⊇ dom(∆2) ∧ ∀l ∈ dom(∆2): n1 ≥ n2,
where (∆1 ` l : n1) ∧ (∆2 ` l : n2).

3 ∆1 −∆2 for ∆1 ≥ ∆2, analogously.
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An illustration of T-Call

Two methods m and n operating on a single lock:

m(){l .lock; l .lock x .n(); . . . } where

n(){l .unlock; l .unlock; l .lock}
balance

t

balance

t

balance

t
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An illustration of T-Call

Two methods m and n operating on a single lock:

m(){l .lock; l .lock x .n(); . . . } where

n(){l .unlock; l .unlock; l .lock}
balance

t

balance

t

balance

t
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Examples of Aliasing

Method with 2 formal parameters

m(x1 : L , x2 : L ) {
x1 . un l ock ; x2 . un l ock

}

∆1 = x1:1, x2:1 (2)

o.m(l1, l2) : ∆′1 = ∆1[l1/x1][l2/x2] = l1:1, l2:1 (3)

o.m(l , l) : ∆′1 = ∆1[l/x1][l/x2] = l :(1 + 1) (4)

Definition (Substitution for lock environments:∆[l/x ])

Given ∆ = v1:n1, . . . , vk :nk , ∆′ = ∆[l/x ].

1 ∆′ = ∆′′, l :(nl + nx) If ∆ = ∆′′, l :nl , x :nx

2 ∆′ = ∆′′, l :nx If ∆ = ∆′′, x :nx ∧ l /∈ dom(∆′′)

3 ∆′ = ∆, otherwise.
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Examples of Aliasing

Listing 1: Method call, no aliasing

f1 := new L ;
f2 := new L ; // f1 and f2 : no a l i a s e s
f1 . l o c k ; f2 . l o c k ;
o .m( f1 , f2 ) ;

Nothing is wrong here!

Listing 2: Method call, aliasing

f1 := new L ;
f2 := f1 ; // f1 and f2 : a l i a s e s
f1 . l o c k ; f2 . l o c k ;
o .m( f1 , f2 ) ;

Again, there is no run-time error!
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Examples of Aliasing

Listing 3: Method call, no aliasing

f1 := new L ;
f2 := new L ; // f1 and f2 : no a l i a s e s
f1 . l o c k ; f2 . l o c k ;
o .m( f1 , f2 ) ;

Nothing is wrong here!

Listing 4: Method call, aliasing

f1 := new L ;
f2 := f1 ; // f1 and f2 : a l i a s e s
f1 . l o c k ; f2 . l o c k ;
o .m( f1 , f2 ) ;

Again, there is no run-time error!
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Examples of Aliasing

Listing 5: Method call, no aliasing

f1 := new L ;
f2 := new L ; // f1 and f2 : no a l i a s e s
f1 . l o c k ; f2 . l o c k ;
o .m( f1 , f2 ) ;

Nothing is wrong here!

Listing 6: Method call, aliasing

f1 := new L ;
f2 := f1 ; // f1 and f2 : a l i a s e s
f1 . l o c k ; f2 . l o c k ;
o .m( f1 , f2 ) ;

Again, there is no run-time error!
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Examples of Aliasing

Listing 7: Method call, no aliasing

f1 := new L ;
f2 := new L ; // f1 and f2 : no a l i a s e s
f1 . l o c k ; f2 . l o c k ;
o .m( f1 , f2 ) ;

Nothing is wrong here!

Listing 8: Method call, aliasing

f1 := new L ;
f2 := f1 ; // f1 and f2 : a l i a s e s
f1 . l o c k ; f2 . l o c k ;
o .m( f1 , f2 ) ;

Again, there is no run-time error!
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Illustration of aliasing and non-aliasing locks

balance

t

balance

t

balance

t
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Examples of Aliasing

Listing 9: Method call, midway assignment

f1 := new L ;
f2 := new L ; /
f1 . l o c k ; f2 . l o c k ;
f2 := f1 ; // f1 and f2 a r e now a l i a s e s
o .m( f1 , f2 ) ;

Obviously, the code leads to a lock-error!

σ; Γ ` v1 : C ` C .fi : Ti σ; Γ ` v2 : Ti Ti 6= L
T-Assign

σ; Γ; ∆ ` v1.fi := v2 : Ti :: ∆
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Examples of Aliasing

Listing 10: Method call, midway assignment

f1 := new L ;
f2 := new L ; /
f1 . l o c k ; f2 . l o c k ;
f2 := f1 ; // f1 and f2 a r e now a l i a s e s
o .m( f1 , f2 ) ;

Obviously, the code leads to a lock-error!

σ; Γ ` v1 : C ` C .fi : Ti σ; Γ ` v2 : Ti Ti 6= L
T-Assign

σ; Γ; ∆ ` v1.fi := v2 : Ti :: ∆
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Examples of Aliasing
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Two core observations

• Aliasing does not hurt in our setting.

• locking assures interference-freedom
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Type rules

∆1 = σ ↓p σ; •; ∆1 ` t : T :: ∆2 t 6= error ∆2 ` free
T-Thread

σ ` p〈t〉 :ok

σ ` P1 : ok σ ` P2 : ok
T-Par

σ ` P1 ‖ P2 : ok
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Soundness: proof by subject reduction

Definition (Hanging lock)

A configuration σ ` P has a hanging lock if P = P ′ ‖ p〈stop〉
where σ(l) = p(n) with n ≥ 1.

Theorem (Well-typed programs have no hanging locks)

Given an initial configuration σ0 ` P0 : ok. Then it’s not the case
that σ0 ` P0 −→∗ σ′ ` P ′, where σ′ ` P ′ has a hanging lock.

Theorem (Well-typed programs are lock-error free)

Given an initial configuration σ0 ` P0 : ok. Then it’s not the case
that σ0 ` P0 −→∗ σ′ ` P ‖ p〈error〉.

Einar Broch Johnsen, Thi Mai Thuong Tran, Olaf Owe, Martin Steffen 27



Related work

• [Igarashi and Kobayashi, 2005]: the resource usage analysis
problem. The language, however, is sequential.

• [Gerakios et al., 2010]: a uniform treatment of region-based
management and locks

• [Bigliardi and Laneve, 2000][Laneve, 2003]: a type system for
statically assuring proper lock handling for the JVM,
structured locking.

• [Iwama and Kobayashi, 2002]: a type system for
multi-threaded Java program for JVM in non-lexical locking.
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Summary, current and future work

Summary:

• A calculus supporting lock handling as in Java with
operational semantics

• Usage of locks in non-lexical scope can be typed checked
• Type and effect system
• Soundness proof: subject reduction

• Aliasing, passing locks between threads, dynamic creation of
objects, threads and especially locks.

Current and future work:

• Implementing a type checker.

• Adding exceptions (under work)

More details on the technical report
[Johnsen et al., 2010](http://heim.ifi.uio.no/ msteffen)
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